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QUESTION 1

Which of the following BEST describes the point at which an ISPns responsibility for an Internet connecton ends? 

A. Router 

B. MDF 

C. IDF 

D. Demarc 

Correct Answer: D 

 

QUESTION 2

Which of the following protocols is used to securely connect to a mult-layer switch? 

A. HTTP 

B. SMTP 

C. SSH 

D. Telnet 

Correct Answer: C 

 

QUESTION 3

A user reports intermitent network connectvity from their desktop PC. A technician determines the cause to be a bad
wall jack and fxes the jack. Which of the following should the technician do NEXT? 

A. Test the theory 

B. Queston the user 

C. Document the outcome 

D. Verify functonality 

Correct Answer: D 

 

QUESTION 4

Which of the following DNS records is used in conjuncton with 192:168::1:10? 

A. AAAA 
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B. MX 

C. TXT 

D. PTR 

Correct Answer: A 

 

QUESTION 5

802.11n can operate at which of the following frequencies? (Select TWO). 

A. 2.4Mhi 

B. 2.5Mhi 

C. 5Mhi 

D. 2.4Ghi 

E. 2.5Ghi 

F. 5Ghi 

Correct Answer: DF 

 

QUESTION 6

Lisaf an administratorf believes that the network has been atacked and there is no known defniton or preventon method
to help avoid this atack. Which of the following BEST describes this scenario? 

A. Zero day atack 

B. DDoS 

C. DoS 

D. SQL injecton 

Correct Answer: A 

 

QUESTION 7

A network administrator opens up the RDP port to access network resources from home. Several months laterf the
administratorns account is getng locked out constantly. Afer closing the portf which of the following should be used to
identfy the source of the atack? 

A. Network maps 

B. Change management 
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C. Log analysis 

D. Protocol analyier 

Correct Answer: C 

 

QUESTION 8

Which of the following devices should Jeff an administratorf connect to a protocol analyier in order to collect all of the
trafc on a LAN segment? 

A. Hub 

B. VLAN 

C. Router 

D. Server 

Correct Answer: A 

 

QUESTION 9

When troubleshootng a connectvity issuef which of the following commands will give the technician a list of the host
names connected to the network? 

A. ping 

B. nbstat 

C. arp 

D. msconfg 

Correct Answer: B 

 

QUESTION 10

A technician installs a new CAT6 cable from one end of the ofce building to anotherf a total distance of 600 feet (182.88
meters). When a laptop is connected to the cablef it cannot connect to the Internet. Which of the following is MOST
likely the cause of this problem? 

A. Bad connectors 

B. Crosstalk 

C. DB loss 

D. TXRX reversed 

Correct Answer: C 
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QUESTION 11

An administrator determines there are an excessive number of packets being sent to a web server repeatedly by a small
number of external IP addresses. This is an example of which of the following atacks? 

A. DDoS 

B. Viruses 

C. Worms 

D. Man-in-the-middle 

Correct Answer: A 

 

QUESTION 12

Which of the following network performance methods would Lisaf a technicianf use with SIP phones? 

A. CARP 

B. Load balancing 

C. QoS 

D. Caching engines 

Correct Answer: C 

 

QUESTION 13

A technician is setng up a wireless access point and wants to keep it as secure as possible. Which of the following
setngs should be confgured for security purposes? (Select TWO). 

A. Channel 

B. Encrypton 

C. Diversity 

D. SSID broadcast 

E. Frequency 

Correct Answer: BD 

 

QUESTION 14

Lisaf a technicianf has confgured a new switch that is remotely accessed using SSH. The switch is working properly but
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cannot be accessed remotely. Which of the following items is MOST likely missing in the confguraton? 

A. Port speed 

B. Cryptokey 

C. Data VLAN 

D. NAT/PAT 

Correct Answer: B 

 

QUESTION 15

Which of the following IP addresses would be classifed as private? 

A. 10.100.200.0 

B. 169.253.10.20 

C. 172.168.5.0 

D. 200.100.25.0 

Correct Answer: A 
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