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QUESTION 1

You are the security administrator. You need to determine the types of security. Drag the items “Types of Security” to
appropriate Security devices.

Task: Corfigure the firewall [fill put the tabk] to allow these four rules:
Cﬂﬁfigure the Firewall only aflow the Accounting computer tohave HTTPS access to the Administrative server.
Oy aflow the HR computer to be able to communicate with the Server 2 System ower 5CP.
Allowe the IT computer to hawve access ta both the Administrative Server 1 and Administrative

Lerverd

Wb

Serveri

Administrative server 2
IP:10.4 755 102

HR IT Cther Department
IP: 10.4.255.10/23 IP: 10.4.255.10/24 IP; 10.4.255.10/25 IF; 10.4.255. 1025

Correct Answer: Use the following answer for this simulation task.

Explanation/Reference:
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Source IP Destination IP Port number TCP/UDP Allow Deny
- A,
10.4.255.10 10.4.255.101 443 TCP ¢ Allow
&
10.4.255.10  10.4.255.2 22 e @@° Allow
o
@3;\,1*
10.4.255.10 10.4.255.101  Any ﬁ Allow
EF
N
10.4.255.10 10.4.255.102  Any q"{"j Any Allow
,g‘:‘i‘}f}
\:‘-.\13\1
ol

MNote: All servers in the bottom have the same |P address, so something is wrong with this guestion.

QUESTION 2

For each of the given items, select the appropriate authentication category from the dropdown choices. Instructions:
When you have completed the simulation, please select the Done button to submit.

Hot Area:
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Authentication Category

Instructions: When you have completed the simulation, Please Select the Done Button to Submit

Select the appropriate authentication type for the following items:

ltem Response

Retina scan | |

Something you have
Something you know
Something you are

All given authentication categories

Smart card . f;{“

Something you have

— A

Something you know |
s
Something you are I_«'j:"-:_.._;"_'
All given authenti¢ation categories
oy MY 1
Hardware Token . F o, ke
Snmeﬂﬁﬁ{?ﬁu'have

So'mfth{ij‘g'}ou know
([Bbmething you are
'-'-_". ;ﬁrll 'biven authentication categories

Password &) &7 | =

Something you have
Something you know
Something you are

All given authentication categories

PIN humber : v|

Something you have
Something you know
Something you are

All given authentication categories

Fingerprint scan v

Something you have
Something you know
Something you are

All given authentication categories
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Correct Answer:
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Authentication Category

Instructions: When you have completed the simulation, Please Select the Done Button to Submit

Select the appropriate authentication type for the following items:

ltem Response

Retina scan | |

Something you have
Something you know
Something you are

All given authentication categories

Smart card . 4{\
Something you have @
Something you know I__/
o
Something youare - o

All given authentiction categories

B Y

Hardware Token I o " |

Snmeﬁ@fﬁﬁihave

So'mpéthiijb'}ou know
ing you are

f-«'-_"l“;ﬁl'i"hiven authentication categories

Password _/\ 'L_'_',-'" T v

Something you have
Something you know
Something you are

All given authentication categories

PIN humber v|

Something you have
Something you know
Something you are

All given authentication categories

Fingerprint scan v|

Something you have
Something you know
Something you are

All given authentication categories
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Select the appropriate attack from each drop down list to label the corresponding illustrated attack.

Instructions: Attacks may only be used once, and will disappear from drop down list if selected. When you have

completed the simulation, please select the Done button to submit.

Hot Area:
Question
[ Show
= Attacks
Instructions: Attacks may only be used once, and will disappear from dl'Dp down list if selected.
When you have completed the simulation, plaasa select the Done button to submit.
Attack Vector Target Cfg\%ntifiad Attack
Targeted CE . -
= Attacker gains confidential * e S N l
HOAX

company information

Attacker posts link to il o=
4 e

fake AV software

Muitiple
social networks

D PHISHING
_% --------------- PHAEMING

and bnar@

VISHING

SPEAR PUSHING
HOAX
VISHING
PHISHING
-~ - PHARMING

Phone-based victim -

|CARD 'SPEAR PUSHING
==/,  Attacker collecting 3 ik
: : -t 6 [} )
\‘\g credit card details C’) Y LI
/_C)\ o PHISHING
"""""""""""""""""""""" = @' e e L el e
= Attacker mass-mails produ @ Broad set of recipients | . =
Y information to parties < SPEAR. PUSHING
!gf" that have already op, ‘ @ HOAX
receiving adverti . ) ;ﬁg:_’l\:ﬁﬁ
o moooha Tl ORI T g S S S PHARMING Lo oomE
N e E i S T
\..—)/ resolution entries from legitimate * a @ :L'egi&natasita-| ﬁ(P)EA?(R PUSHING
="t site to fraudulent site s 2 o SRSl
T m ictims
I PHISHING r———
PHARMING - ——
|l i Reset All

Correct Answer:
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Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done button to submit.

Question

Attack Vector

Target

&&Q&anuﬁea Attack

K,

Targeted CE

and boar@@
<O

'SPEAR PUSHING

—

Attacker gains confidential # HORX
company information VISHING
PHISHING
-------------------------------------------------------------------------------------------- PHARMING
s ) ad set of victims -
Attacker posts link to “’_‘_:ﬁ)__"__ 7 0 SPEAR PUSHING
4 =._ fake AV software * - M 38 N HOAX
= i - VISHING
Multiple v
social networks PHISHING

------------------------------------------------------------ S eeiceeiceeo.oo-_.PHARMING

M L Phone-based victim | -

- Attacker collecting % ﬁ(P)EA?(R PAIRHIG
\Q/ credit card details ) VISHING

@ oo PHISHING
“““““““““““““““““““““ P S T e e e e e s B L U PHARNMING ety

L. Attacker mass-mails produ Broad set of recipients | ~]
~LNy information to parties O * SPEAR PUSHING
tz" that have already op, @ Sl%ﬁTNG

receiving adverti
b Ao A PHISHING !

- - e L T o e e e e e PHARMING --------------
X -, Altacker E b I "
v resolution entries from legitimate # a. L3 Legitimate site | SPEAR AUSHING

- ="t site to fraudulent site . ' : HoAX
i - Victims VISHING
- . PHISHING
PHAEMING W

1 — Reset All il

i f— == -

QUESTION 4

Drag and drop the correct protocol to its default port.

Select and Place:
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QUESTION 5

For each of the given items, select the appropriate authentication category from the drop down choices. Select the
appropriate authentication type for the following items:

Hot Area:
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ltern Response

Fingerprint scan ' L_.'

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication
Biometric authentication

Hardware token E]

Biometric authentication

One Time Password
Multi-factor

PAP authentication
PAP authentication
Biometric authentication

Smart card =
Biometric au![}\qﬁj]catian
One Time Password
Multi-factor—
PAP authentication
PAP) authentication
Biometric authentication
Password ™

Biometric authentication

One Time Password
Multi-factor

PAFP authentication
PAP authentication
Biometric authentication

PIN number

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAFP authentication
Biometric authentication

Retina Scan

Biometric authentication

One Time Password
Multi-factor

PAP authentication
PAP authentication
Biometric authentication
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Correct Answer:
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ltem

Fingerprint scan

Hardware token

Smart card

Password

PIN number

Retina Scan
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Response

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication
Biometric authentication

https://lwww.pass4itsure.com/JK0-018.html
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Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication

Biometric authentication

Biometric au![}\qiitlcatian
One Time Password
Multi-f%-;gg‘i’

PAP authentication

_ E@n‘&hﬂ‘uéhtiﬁtiﬂﬂ

(Btometric authentication

i |

Biometric authentication

One Time Password
Multi-factor

PAF authentication
PAP authentication
Biometric authentication

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication
Biometric authentication

-

Biometric authentication

One Time Password
Multi-factor

PAP authentication
PAP authentication
Biometric authentication
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QUESTION 6

The security administrator has installed a new firewall which implements an implicit DENY policy by default Click on the
firewall and configure it to allow ONLY the following communication.

1. The Accounting workstation can ONLY access the web server on the public network over the default HTTPS port.
The accounting workstation should not access other networks.

2. The HR workstation should be restricted to communicate with the Financial server ONLY, over the default SCP port.

3. The Admin workstation should ONLY be able to access the servers on the secure network over the default TFTP
port.

Instructions: The firewall will process the rules in a top-down manner in order as a first match The port number must be
typed in and only one port number can be entered per rule Type ANY for all ports. The original firewall configuration can
be reset at any time by pressing the reset button. Once you have met the simulation requirements, click save and then
Done to submit.

Question
. Show
Network Diagram
Instructions: The firewall will process the rules in a top-down manner in order as a first match.
The port number must be typed in and only one port number can be entered per rule.
Type ANY for all ports. The original firewall configuration can be res t any time
by pressing the reset button. Once you have met the simulatio ements,
click save and then Done to submit. @
Public Server Network @ Secure Network
= ! - ! = ! - @0
e dy o e >
Mail Server DNS Server App \ Wab Server i Financial Server
192.168.10.2 {192.168.10.3 1?::%?_9_ { 192.168.10.5 ' 192.168.100.10
by : dﬂ,

BS

@“@xa
& ;
ion Network ' |
el - B
PP

Accounting Human Resources Sales Admin
10.10.9.12 10.10.8.14 10.10.9.16 10.10.9.18 =

Hot Area:
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Rule # Source

IR g
192.168.10.2/32

192.168.10.3/32
192.168.10.4/32

192.168.10.5/32
10.10.9.12/32
10.10.9.14/32
10.10.9.18/32

= 2 | =

https://lwww.pass4itsure.com/JK0-018.html
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Destination

Any
192.168.10.2/32
192.168.10.3/32
192.168.10.4/32
192.168.10.5/32
192.168.100.10/32

192.168.100.18/32

192.168.10.2/32
192.168.10.3/32
192.168.10.4/32

192.168.10.5:32
10.10.9.12/32
10.10.9.14/32
10.10.9.18/32

Any
192.168.10.2/32
192.168.10.3/32
192.168.10.4/32
192.168.10.5¢ OQ{:
192.168.100.
192.168.

i :f/ :
B s .' v’/@u@@ v

192.168.10,3/32
192.168,10.4032

(:10.9.18/32

—

H 4 | ]

Any
192.168.10.2/32
192.168.10.3/32
192.168.10.4/32
192.168.10.5/32
192.168.100.10/32

192.168.100.18/32

192.168.10.2/32
192.168.10,3/32
192.168.10.4/32

192.168.10.5/32
10.10.9.12/32
10.10.9.14/32
10.10.9.18/32

Correct Answer:

Any
192.168.10.2/32
192.168.10.3/32
192.168.10.4/32
192.168.10.5/32
192.168.100.10/32
192.168.100.18/32

JK0-018 PDF Dumps | JK0-018 Practice Test | JKO-018 Braindumps

Port Protocol Action
{Only One Per Rule)
w | P I - i
;;3 ANY Permit
69 TGP Deny
unp
i I | 1
W | ©: v v
o
443 Qi@ ANY Permit
@ >, unp
L b ! w
443 ANY Permit
22 TEP Deny
69 uppP
v v 3|
443 ANY Permit
22 TCP Deny
69 upp
15/26
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Rule # Source Destination Port Protocol Action
{Only One Per Rule)

= 1 [ v v b vi v|
192.168.10.2/32 Any ;‘;3 ANY Bariil
192.168.10.3/32 192.168.10.2/32 TCP Deny
192.168.10.4/32 192.168.10.3/32 69 UDP
192.168.10.5/32 192.168.10.4/32
10.10.9.12/32 192.168.10.5/32
10.10.9.14/32 192.168.100.10/32
10.10.9.18/32 192.168.100.18/32 @

B2 | g | : i O 3 v
| o
192.168.10.2/32 Any 443 @'@ s Permit
192.168.10.3/32 192.168.10.2/32 3&5 L Deny
192.168.10.4/32 192 168.10.3/32 ~ UOP
192.168.10.5/32 192.168.10.4/32 {: ol
10.10.9.12/32 192.168.10 5 OQ
:g':g'g':;gg 192.168.100.4032 |

Lok 192.168. 40018
@c;/

B3 | o w [ = 5 Y
192.168.10.2/3 Any 443 il Permit
192.168.10.332)| ¢ 192.168.10.2/32 22 1P Deny
192.168.10:432 | 192.168.10.3/32 69 UDP

] 192.168.10.4/32
192.168.10.5/32
<, 192.168.100.10/32
192.168.100.18/32

B 4 | v v ¥ ] 4
192.168.10.2/32 Any 443 sl Permit
192.168.10.3/32 192.168.10.2/32 22 TCP Deny
192.168.10.4/32 192.168.10.3/37 69 uDp
192.168.10.5/32 192.168.10.4/32
10.10.9.12/32 192.168.10.5/32
10.10.9.14/32 192.168.100.10/32
10.10.9.18/32

192.168.100.18,/32

JK0-018 PDF Dumps | JK0-018 Practice Test | JKO-018 Braindumps 16 /26


https://www.pass4itsure.com/JK0-018.html
https://www.pass4itsure.com/JK0-018.html
https://www.pass4itsure.com/JK0-018.html

VCE & PDF https://www.pass4itsure.com/JK0-018.html|
2021 Latest passditsure JK0-018 PDF and VCE dumps Download
PassditSure.com

QUESTION 7
Determine the types of Attacks from right to specific action.

Select and Place:

Task: Determine the types of attacks below by selecting an option

Types of attacks froem the dropdown st
| p—
= Email sent te multiple users PhIShlng
= to a link to verify : I Choose Attack Type i
unrnm.:.fplmurd an O 2 Pharmlng
external site (aj I 3 UlShlng
Phonecalls made to CEQ of 4 Whallng
_‘ nrEsnizatian soing far 6 K—Mas
.-t variguifinanciai data 6.5 ﬁng
.Spoo
7. Hoax
= Phonecall ismade to individual
_’ stating thers was an IT issue, I Chaose Attack T'rFE_I B SPEITI
L and astad for the user’s 9 Splm

password ower the phone

10. Social Engineering

I Choose Attack Typa |

Afria n:lm)gue asks you

guertisne als persansl ANtUr,

which could be considered I
typical password reset

questions,

Choose Attack Type I

Correct Answer:
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Types of attacks
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Task: Determine the types of attacks below by selecting an option
froem the dropdown fist

_ Email sent te multiple users
- to a link to verify

username/pestword on

1. Phishing (8@@ Pharming

external site
2° |
Phone calls mede to CEQ of
' ArERA iRt an BGnE far % E X—Mas
varigus financial data 4 E S 1__
. Spoofing
ol
b X 7.Hoax
= Phonecall ismade to individual
' statingthers wasan 1T imsue, 3. Vlﬂhlng 8. Spam
and astad for the user's
password ovar the phone
9. Spim

Afria nﬂm}g«ue asks you

guarisne afs pargsnal ANtur,
which couldbe considered
typical password reset
guestions,

10. Social Engineering

QUESTION 8

You have been tasked with designing a security plan for your company. Drag and drop the appropriate security controls
on the floor plan-Instructions: All objects must be used and all place holders must be filled Order does not matter When
you have completed the simulation, please select the Done button to submit.

Select and Place:
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Question
- Floor Plan

Instructions: All objects must be used and all place holders must be filled. Order does not matter.
When you have completed the simulation, please select the Done button to submit.

Unsupervised Lab
Printer Laptop @ Lacking Caﬁg_ms n
= i ) @ ~ Safe n
E i ceTv n
! j I Man Trap n
: [_1_3‘9 M 'I |— Biometric Reader n
Praximity Badge n
Cable Locks n

€3 Reset Al

Server Employee laptop

s an - —

Server Server Employee laptop
i (-

Server . Server Employee laptop

Correct Answer:
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Question

Show

Instructions: All objects must be used and all place holders must be filled. Order does not matter.
When you have completed the simulation, please select the Done button to submit.

Unsupervised Lab

Printer

el

Laptop Laptop

| Cable Locks

Laptop

IC‘a)Jla\o%

T ==
e -

Locking Cabinets

Safe

CCTV

E. Cable Locks I E.
.I | Cable Locks . l .

Man Trap

Biometric Reader

Printer Laptop Laptop R Proximity Badge
I /(;\l\w Cable Lacks
== Cy: & Reset Al
Office
e Workstation ' Employee laptop
Proximity Badge SEIVeY # (', y ;i) (
safo | J ] i E. ———
an Trap } \’ & I
Locking GABRER REIVEs Server Employee laptop
l o ;i : . mmmT II e N )
| Elomey Raade i ‘.’-—-— ‘l’ (‘ ; Biometn'c Reader I
" T o l Sfrver S:anrer Employee laptop
& ir—ip (.
m’ BOX = iometric Reader

QUESTION 9

A forensic analyst is asked to respond to an ongoing network attack on a server. Place the items in the list below in the

correct order in which the forensic analyst should preserve them.

Select and Place:
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Correct Answer:

‘Q
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QUESTION 10

A Security administrator wants to implement strong security on the company smart phones and terminal servers located
in the data center. Drag and Drop the applicable controls to each asset type. Instructions: Controls can be used multiple

times and not all placeholders needs to be filled. When you have completed the simulation, Please select Done to
submit.

Select and Place:

Controls Company Manager Data Center
Scerren Locks Smart Phone Terminal Server

Strong Password

Device Encryption

Remote Wipe OB
GPS Tracking .-
Pop-up Blocker e
Cable Locks

Antivirus f\.‘*-."-sf‘._:‘_}-

Host Based Firewall a0 e

Proximity Reader £
Shiffer
Mantor ap

Correct Answer:
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Controls Company Manager Data Center
Smart Phone Terminal Server
.f: o0
o, __'\'\\ el B
r ';' JT“
Scerren Locks _,\:i&‘iﬂ"g Cable Locks
Strong Password (- N Antivirus
Device EncryrEt;gh Host Based Firewall
Remote ?{uﬁr Sniffer
GF_'S__ \ﬁagmng Mantor ap
Py tF‘bp -up Blocker
Proximity Reader e Vs
QUESTION 11

You are the security administrator. You need to determine the types of security. Drag the items “Types of Security” to
appropriate Security devices.

Select and Place:
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Task: Drag the items on the left to show the different types of
Types of Security T;rw wmmm. Not il fields need to be filled, Not
4 m= b

GPS Tracking
Mantrap

Remote wipe
Strong Passwords
Cable lock
Biometrics
Proximity Badges
FM-200

. HVAC

10. Device Encryption

@
11. Antivirus @

W00 L AN R W

Correct Answer:
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Task: Drag the items on the left to show the different types of
Types of Security T;w wmmm. Not il fields need to be filled, Not
4 m= b

5. Cablelock
9, HWVAC
b. Biometrics
11. Antivirus 7. Proximity Badges
2. Mantrap
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