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QUESTION 1

The National Information Assurance Certification and Accreditation Process (NIACAP) is the minimum standard process
for the certification and accreditation of computer and telecommunications systems that handle U.S. national security
information. What are the different types of NIACAP accreditation Each correct answer represents a complete solution.
Choose all that apply.

A. Type accreditation

B. Site accreditation

C. System accreditation

D. Secure accreditation

Correct Answer: ABC

QUESTION 2

Which of the following are the benefits of SE as stated by MIL-STD-499B Each correct answer represents a complete
solution. Choose all that apply.

A. It develops work breakdown structures and statements of work.
B. It establishes and maintains configuration management of the system.
C. It develops needed user training equipment, procedures, and data.

D. It provides high-quality products and services, with the correct people and performance features, at an affordable
price, and on time.

Correct Answer: ABC

QUESTION 3

Which of the following processes illustrate the study of a technical nature of interest to focused audience, and consist of
interim or final reports on work made by NIST for external sponsors, including government and non-government
sponsors

A. Federal Information Processing Standards (FIPS)

B. Special Publication (SP)

C. NISTIRs (Internal Reports)

D. DIACAP

Correct Answer: C
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QUESTION 4

Which of the following memorandums directs the Departments and Agencies to post clear privacy policies on World
Wide Web sites, and provides guidance for doing it

A. OMB M-99-18
B. OMB M-00-13
C. OMB M-03-19
D. OMB M-00-07

Correct Answer: A

QUESTION 5

Which of the following characteristics are described by the DIAP Information Readiness Assessment function Each
correct answer represents a complete solution. Choose all that apply.

A. It performs vulnerabilitythreat analysis assessment.

B. It provides for entry and storage of individual system data.
C. It provides data needed to accurately assess IA readiness.
D. It identifies and generates IA requirements.

Correct Answer: ACD

QUESTION 6

Which of the following are the subtasks of the Define Life-Cycle Process Concepts task Each correct answer represents
a complete solution. Choose all that apply.

A. Training
B. Personnel
C. Control
D. Manpower

Correct Answer: ABD

QUESTION 7
The Chief Information Officer (CIO), or Information Technology (IT) director, is a job title commonly given to the most

senior executive in an enterprise. What are the responsibilities of a Chief Information Officer Each correct answer
represents a complete solution. Choose all that apply.
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A. Proposing the information technology needed by an enterprise to achieve its goals and then working within a budget
to implement the plan

B. Preserving high-level communications and working group relationships in an organization
C. Establishing effective continuous monitoring program for the organization
D. Facilitating the sharing of security risk-related information among authorizing officials

Correct Answer: ABC

QUESTION 8

Which of the following areas of information system, as separated by Information Assurance Framework, is a collection
of local computing devices, regardless of physical location, that are interconnected via local area networks (LANs) and
governed by a single security policy

A. Networks and Infrastructures

B. Supporting Infrastructures

C. Enclave Boundaries

D. Local Computing Environments

Correct Answer: C

QUESTION 9

What NIACAP certification levels are recommended by the certifier Each correct answer represents a complete solution.
Choose all that apply.

A. Basic System Review

B. Basic Security Review
C. Maximum Analysis

D. Comprehensive Analysis
E. Detailed Analysis

F. Minimum Analysis

Correct Answer: BDEF

QUESTION 10
FITSAF stands for Federal Information Technology Security Assessment Framework. It is a methodology for assessing

the security of information systems. Which of the following FITSAF levels shows that the procedures and controls are
tested and reviewed
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A. Level 4
B. Level 5
C. Level 1
D. Level 2
E. Level 3

Correct Answer: A

QUESTION 11

You work as a security engineer for BlueWell Inc. According to you, which of the following DITSCAPNIACAP model
phases occurs at the initiation of the project, or at the initial CandA effort of a legacy system

A. Post Accreditation
B. Definition

C. Verification

D. Validation

Correct Answer: B

QUESTION 12

Which of the following Registration Tasks sets up the business or operational functional description and system
identification

A. Registration Task 2
B. Registration Task 1
C. Registration Task 3
D. Registration Task 4

Correct Answer: B

QUESTION 13

NIST SP 800-53A defines three types of interview depending on the level of assessment conducted. Which of the
following NIST SP 800-53A interviews consists of informal and ad hoc interviews

A. Abbreviated

B. Significant
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C. Substantial
D. Comprehensive

Correct Answer: A

QUESTION 14

FIPS 199 defines the three levels of potential impact on organizations low, moderate, and high. Which of the following
are the effects of loss of confidentiality, integrity, or availability in a high level potential impact

A. The loss of confidentiality, integrity, or availability might cause severe degradation in or loss of mission capability to
an extent.

B. The loss of confidentiality, integrity, or availability might result in major financial losses.
C. The loss of confidentiality, integrity, or availability might result in a major damage to organizational assets.

D. The loss of confidentiality, integrity, or availability might result in severe damages like life threatening injuries or loss
of life.

Correct Answer. ABCD

QUESTION 15

A security policy is an overall general statement produced by senior management that dictates what role security plays
within the organization. What are the different types of policies Each correct answer represents a complete solution.
Choose all that apply.

A. Regulatory

B. Advisory

C. Systematic

D. Informative

Correct Answer: ABD
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