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QUESTION 1

There was a fire in a branch of the company Midwest Insurance. The fire department quickly arrived at the scene and
could extinguish the fire before it spread and burned down the entire premises. The server, however, was destroyed in
the fire. The backup tapes kept in another room had melted and many other documents were lost for good. 

What is an example of the indirect damage caused by this fire? 

A. Melted backup tapes 

B. Burned computer systems 

C. Burned documents 

D. Water damage due to the fire extinguishers 

Correct Answer: D 

 

QUESTION 2

Backup media is kept in the same secure area as the servers. What risk may the organisation be exposed to? 

A. Unauthorised persons will have access to both the servers and backups 

B. Responsibility for the backups is not defined well 

C. After a fire, the information systems cannot be restored 

D. After a server crash, it will take extra time to bring it back up again 

Correct Answer: C 

 

QUESTION 3

A scenario wherein the city or location where the building(s) reside is / are not accessible. 

A. Component 

B. Facility 

C. City 

D. Country 

Correct Answer: C 

 

QUESTION 4

A planning process that introduced the concept of planning as a cycle that forms the basis for continuous improvement
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is called: 

A. time based planning. 

B. plan, do, check, act. 

C. planning for continuous improvement. 

D. RACI Matrix 

Correct Answer: B 

 

QUESTION 5

You have a hard copy of a customer design document that you want to dispose off. What would you do? 

A. Throw it in any dustbin 

B. Shred it using a shredder 

C. Give it to the office boy to reuse it for other purposes 

D. Be environment friendly and reuse it for writing 

Correct Answer: B 

 

 

QUESTION 6

Which of the following is an information security management system standard published by the International
Organization for Standardization? 

A. ISO9008 

B. ISO27001 

C. ISO5501 

D. ISO22301 

Correct Answer: B 

 

QUESTION 7

CMM stands for? 

A. Capability Maturity Matrix 

B. Capacity Maturity Matrix 
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C. Capability Maturity Model 

D. Capable Mature Model 

Correct Answer: C 

 

QUESTION 8

Which measure is a preventive measure? 

A. Installing a logging system that enables changes in a system to be recognized 

B. Shutting down all internet traffic after a hacker has gained access to the company systems 

C. Putting sensitive information in a safe 

Correct Answer: C 

 

QUESTION 9

What is a definition of compliance? 

A. Laws, considered collectively or the process of making or enacting laws 

B. The state or fact of according with or meeting rules or standards 

C. An official or authoritative instruction 

D. A rule or directive made and maintained by an authority. 

Correct Answer: B 

 

QUESTION 10

Which of the following factors does NOT contribute to the value of data for an organisation? 

A. The correctness of data 

B. The indispensability of data 

C. The importance of data for processes 

D. The content of data 

Correct Answer: D 

 

QUESTION 11

Information has a number of reliability aspects. Reliability is constantly being threatened. Examples of threats are: a
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cable becomes loose, someone alters information by accident, data is used privately or is falsified. 

Which of these examples is a threat to integrity? 

A. a loose cable 

B. accidental alteration of data 

C. private use of data 

D. System restart 

Correct Answer: B 

 

QUESTION 12

What is we do in ACT - From PDCA cycle? 

A. Take actions to continually monitor process performance 

B. Take actions to continually improve process performance 

C. Take actions to continually monitor process performance 

D. Take actions to continually improve people performance 

Correct Answer: B 

 

 

QUESTION 13

A fire breaks out in a branch office of a health insurance company. The personnel are transferred to neighboring
branches to continue their work. 

Where in the incident cycle is moving to a stand-by arrangements found? 

A. between threat and incident 

B. between recovery and threat 

C. between damage and recovery 

D. between incident and damage 

Correct Answer: D 

 

QUESTION 14

In what part of the process to grant access to a system does the user present a token? 
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A. Authorisation 

B. Verification 

C. Authentication 

D. Identification 

Correct Answer: D 

 

QUESTION 15

What type of measure involves the stopping of possible consequences of security incidents? 

A. Corrective 

B. Detective 

C. Repressive 

D. Preventive 

Correct Answer: C 
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