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QUESTION 1

What is a repressive measure in case of a fire? 

A. Taking out a fire insurance 

B. Putting out a fire after it has been detected by a fire detector 

C. Repairing damage caused by the fire 

Correct Answer: B 

 

QUESTION 2

Information has a number of reliability aspects. Reliability is constantly being threatened. Examples of 

threats are: a cable becomes loose, someone alters information by accident, data is used privately or is 

falsified. 

Which of these examples is a threat to integrity? 

A. a loose cable 

B. accidental alteration of data 

C. private use of data 

D. System restart 

Correct Answer: B 

 

QUESTION 3

How are data and information related? 

A. Data is a collection of structured and unstructured information 

B. Information consists of facts and statistics collected together for reference or analysis 

C. When meaning and value are assigned to data, it becomes information 

Correct Answer: C 

 

QUESTION 4

A couple of years ago you started your company which has now grown from 1 to 20 employees. Your company\\'s
information is worth more and more and gone are the days when you could keep control yourself. You are aware that
you have to take measures, but what should they be? You hire a consultant who advises you to start with a qualitative
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risk analysis. 

What is a qualitative risk analysis? 

A. This analysis follows a precise statistical probability calculation in order to calculate exact loss caused by damage. 

B. This analysis is based on scenarios and situations and produces a subjective view of the possible threats. 

Correct Answer: B 

 

QUESTION 5

After a devastating office fire, all staff are moved to other branches of the company. At what moment in the incident
management process is this measure effectuated? 

A. Between incident and damage 

B. Between detection and classification 

C. Between recovery and normal operations 

D. Between classification and escalation 

Correct Answer: A 

 

QUESTION 6

Implement plan on a test basis - this comes under which section of PDCA 

A. Plan 

B. Do 

C. Act 

D. Check 

Correct Answer: B 

 

QUESTION 7

What is the name of the system that guarantees the coherence of information security in the organization? 

A. Information Security Management System (ISMS) 

B. Rootkit 

C. Security regulations for special information for the government 

D. Information Technology Service Management (ITSM) 
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Correct Answer: A 

 

QUESTION 8

Which is not a requirement of HR prior to hiring? 

A. Undergo background verification 

B. Applicant must complete pre-employment documentation requirements 

C. Must undergo Awareness training on information security. 

D. Must successfully pass Background Investigation 

Correct Answer: C 

 

QUESTION 9

What is the relationship between data and information? 

A. Data is structured information. 

B. Information is the meaning and value assigned to a collection of data. 

Correct Answer: B 

 

QUESTION 10

An employee caught with offense of abusing the internet, such as P2P file sharing or video/audio streaming, will not
receive a warning for committing such act but will directly receive an IR. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 11

All are prohibited in acceptable use of information assets, except: 

A. Electronic chain letters 

B. E-mail copies to non-essential readers 

C. Company-wide e-mails with supervisor/TL permission. 

D. Messages with very large attachments or to a large number ofrecipients. 
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Correct Answer: C 

 

QUESTION 12

What type of measure involves the stopping of possible consequences of security incidents? 

A. Corrective 

B. Detective 

C. Repressive 

D. Preventive 

Correct Answer: C 

 

QUESTION 13

The computer room is protected by a pass reader. Only the System Management department has a pass. What type of
security measure is this? 

A. a corrective security measure 

B. a physical security measure 

C. a logical security measure 

D. a repressive security measure 

Correct Answer: B 

 

QUESTION 14

Below is Purpose of "Integrity", which is one of the Basic Components of Information Security 

A. the property that information is not made available or disclosed to unauthorized individuals 

B. the property of safeguarding the accuracy and completeness of assets. 

C. the property that information is not made available or disclosed to unauthorized individuals 

D. the property of being accessible and usable upon demand by an authorized entity. 

Correct Answer: B 

 

QUESTION 15

You receive an E-mail from some unknown person claiming to be representative of your bank and asking for your
account number and password so that they can fix your account. Such an attempt of social engineering is called 
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A. Shoulder Surfing 

B. Mountaineering 

C. Phishing 

D. Spoofing 

Correct Answer: C 
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