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QUESTION 1

The company Midwest Insurance has taken many measures to protect its information. It uses an Information Security
Management System, the input and output of data in applications is validated, confidential documents are sent in
encrypted form and staff use tokens to access information systems. Which of these is not a technical measure? 

A. Information Security Management System 

B. The use of tokens to gain access to information systems 

C. Validation of input and output data in applications 

D. Encryption of information 

Correct Answer: A 

 

QUESTION 2

What does the Information Security Policy describe? 

A. how the InfoSec-objectives will be reached 

B. which InfoSec-controls have been selected and taken 

C. what the implementation-planning of the information security management system is 

D. which Information Security-procedures are selected 

Correct Answer: A 

 

QUESTION 3

Physical labels and ________ are two common forms of labeling which are mentioned in ISO 27002. 

A. metadata 

B. teradata 

C. bridge 

Correct Answer: A 

 

QUESTION 4

A non-human threat for computer systems is a flood. In which situation is a flood always a relevant threat? 

A. If the risk analysis has not been carried out. 

B. When computer systems are kept in a cellar below ground level. 
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C. When the computer systems are not insured. 

D. When the organization is located near a river. 

Correct Answer: B 

 

QUESTION 5

Which of these reliability aspects is "completeness" a part of? 

A. Availability 

B. Exclusivity 

C. Integrity 

D. Confidentiality 

Correct Answer: C 

 

QUESTION 6

You apply for a position in another company and get the job. Along with your contract, you are asked to sign a code of
conduct. What is a code of conduct? 

A. A code of conduct specifies how employees are expected to conduct themselves and is the same for all companies. 

B. A code of conduct is a standard part of a labor contract. 

C. A code of conduct differs from company to company and specifies, among other things, the rules of behavior with
regard to the usage of information systems. 

Correct Answer: C 

 

QUESTION 7

What sort of security does a Public Key Infrastructure (PKI) offer? 

A. It provides digital certificates that can be used to digitally sign documents. Such signatures irrefutably determine from
whom a document was sent. 

B. Having a PKI shows customers that a web-based business is secure. 

C. By providing agreements, procedures and an organization structure, a PKI defines which person or which system
belongs to which specific public key. 

D. A PKI ensures that backups of company data are made on a regular basis. 

Correct Answer: D 
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QUESTION 8

You have just started working at a large organization. You have been asked to sign a code of conduct as well as a
contract. What does the organization wish to achieve with this? 

A. A code of conduct helps to prevent the misuse of IT facilities. 

B. A code of conduct is a legal obligation that organizations have to meet. 

C. A code of conduct prevents a virus outbreak. 

D. A code of conduct gives staff guidance on how to report suspected misuses of IT facilities. 

Correct Answer: A 

 

QUESTION 9

Why is compliance important for the reliability of the information? 

A. Compliance is another word for reliability. So, if a company indicates that it is compliant, it means that the information
is managed properly. 

B. By meeting the legislative requirements and the regulations of both the government and internal management, an
organization shows that it manages its information in a sound manner. 

C. When an organization employs a standard such as the ISO/IEC 27002 and uses it everywhere, it is compliant and
therefore it guarantees the reliability of its information. 

D. When an organization is compliant, it meets the requirements of privacy legislation and, in doing so, protects the
reliability of its information. 

Correct Answer: B 

 

QUESTION 10

The identified owner of an asset is always an individual 

A. True 

B. False 

Correct Answer: B 
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