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QUESTION 1

Which of the following is a possible event that can have a disruptive effect on the reliability of information?
A. Threat

B. Risk

C. Vulnerability

D. Dependency

Correct Answer: A

QUESTION 2

We can leave laptops during weekdays or weekends in locked bins.
A. True

B. False

Correct Answer: B

QUESTION 3

Implement plan on a test basis - this comes under which section of PDCA
A. Plan

B. Do

C. Act

D. Check

Correct Answer: B

QUESTION 4
A property of Information that has the ability to prove occurrence of a claimed event.

A. Electronic chain letters

B. Integrity
C. Availability
D. Accessibility
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Correct Answer: B

QUESTION 5

What is the relationship between data and information?

A. Data is structured information.

B. Information is the meaning and value assigned to a collection of data.

Correct Answer: B

QUESTION 6

Why do we need to test a disaster recovery plan regularly, and keep it up to date?

A. Otherwise the measures taken and the incident procedures planned may not be adequate
B. Otherwise it is no longer up to date with the registration of daily occurring faults

C. Otherwise remotely stored backups may no longer be available to the security team

Correct Answer: A

QUESTION 7

Stages of Information:

A. creation, evolution, maintenance, use, disposition
B. creation, use, disposition, maintenance, evolution
C. creation, distribution, use, maintenance, disposition
D. creation, distribution, maintenance, disposition, use

Correct Answer: C

QUESTION 8

Access Control System, CCTV and security guards are form of:
A. Environment Security

B. Access Control

C. Physical Security
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D. Compliance

Correct Answer: C

QUESTION 9

Four types of Data Classification (Choose two)
A. Restricted Data, Confidential Data

B. Project Data, Highly Confidential Data

C. Financial Data, Highly Confidential Data

D. Unrestricted Data, Highly Confidential Data

Correct Answer: AD

QUESTION 10

There was a fire in a branch of the company Midwest Insurance. The fire department quickly arrived at the scene and
could extinguish the fire before it spread and burned down the entire premises. The server, however, was destroyed in
the fire. The backup tapes kept in another room had melted and many other documents were lost for good.

What is an example of the indirect damage caused by this fire?

A. Melted backup tapes

B. Burned computer systems

C. Burned documents

D. Water damage due to the fire extinguishers

Correct Answer: D

QUESTION 11

A fire breaks out in a branch office of a health insurance company. The personnel are transferred to neighboring
branches to continue their work.

Where in the incident cycle is moving to a stand-by arrangements found?
A. between threat and incident

B. between recovery and threat

C. between damage and recovery

D. between incident and damage
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Correct Answer: D

QUESTION 12

There is a network printer in the hallway of the company where you work. Many employees don\\'t pick up their printouts
immediately and leave them on the printer.

What are the consequences of this to the reliability of the information?
A. The integrity of the information is no longer guaranteed.

B. The availability of the information is no longer guaranteed.

C. The confidentiality of the information is no longer guaranteed.

D. The Security of the information is no longer guaranteed.

Correct Answer: B

QUESTION 13

Cabling Security is associated with Power, telecommunication and network cabling carrying information are protected
from interception and damage.

A. True
B. False

Correct Answer: A

QUESTION 14

Which of the following does a lack of adequate security controls represent?
A. Asset

B. Vulnerability

C. Impact

D. Threat

Correct Answer: B

QUESTION 15

A couple of years ago you started your company which has now grown from 1 to 20 employees. Your company\\'s
information is worth more and more and gone are the days when you could keep control yourself. You are aware that
you have to take measures, but what should they be? You hire a consultant who advises you to start with a qualitative
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risk analysis.

What is a qualitative risk analysis?

A. This analysis follows a precise statistical probability calculation in order to calculate exact loss caused by damage.
B. This analysis is based on scenarios and situations and produces a subjective view of the possible threats.

Correct Answer: B
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