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QUESTION 1

All are prohibited in acceptable use of information assets, except: 

A. Electronic chain letters 

B. E-mail copies to non-essential readers 

C. Company-wide e-mails with supervisor/TL permission. 

D. Messages with very large attachments or to a large number ofrecipients. 

Correct Answer: C 

 

QUESTION 2

What type of legislation requires a proper controlled purchase process? 

A. Personal data protection act 

B. Computer criminality act 

C. Government information act 

D. Intellectual property rights act 

Correct Answer: D 

 

QUESTION 3

A scenario wherein the city or location where the building(s) reside is / are not accessible. 

A. Component 

B. Facility 

C. City 

D. Country 

Correct Answer: C 

 

QUESTION 4

After a fire has occurred, what repressive measure can be taken? 

A. Extinguishing the fire after the fire alarm sounds 

B. Buying in a proper fire insurance policy 
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C. Repairing all systems after the fire 

Correct Answer: A 

 

QUESTION 5

Which is the glue that ties the triad together 

A. Process 

B. People 

C. Collaboration 

D. Technology 

Correct Answer: A 

 

QUESTION 6

There is a network printer in the hallway of the company where you work. Many employees don\\'t pick up their printouts
immediately and leave them on the printer. 

What are the consequences of this to the reliability of the information? 

A. The integrity of the information is no longer guaranteed. 

B. The availability of the information is no longer guaranteed. 

C. The confidentiality of the information is no longer guaranteed. 

D. The Security of the information is no longer guaranteed. 

Correct Answer: B 

 

QUESTION 7

Which of the following factors does NOT contribute to the value of data for an organisation? 

A. The correctness of data 

B. The indispensability of data 

C. The importance of data for processes 

D. The content of data 

Correct Answer: D 
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QUESTION 8

What is the relationship between data and information? 

A. Data is structured information. 

B. Information is the meaning and value assigned to a collection of data. 

Correct Answer: B 

 

QUESTION 9

Which reliability aspect of information is compromised when a staff member denies having sent a message? 

A. Confidentiality 

B. Integrity 

C. Availability 

D. Correctness 

Correct Answer: B 

 

QUESTION 10

CMM stands for? 

A. Capability Maturity Matrix 

B. Capacity Maturity Matrix 

C. Capability Maturity Model 

D. Capable Mature Model 

Correct Answer: C 

 

QUESTION 11

What is the standard definition of ISMS? 

A. Is an information security systematic approach to achieve business objectives for implementation, establishing,
reviewing,operating and maintaining organization\\'s reputation. 

B. A company wide business objectives to achieve information security awareness for establishing, implementing,
operating, monitoring, reviewing, maintaining and improving 

C. A project-based approach to achieve business objectives for establishing, implementing, operating, monitoring,
reviewing, maintaining and improving an organization\\'s information security 
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D. A systematic approach for establishing, implementing, operating,monitoring, reviewing, maintaining and improving an
organization\\'s information security to achieve business objectives. 

Correct Answer: D 

 

QUESTION 12

Often, people do not pick up their prints from a shared printer. How can this affect the confidentiality of information? 

A. Confidentiality cannot be guaranteed 

B. Integrity cannot be guaranteed 

C. Authenticity cannot be guaranteed 

D. Availability cannot be guaranteed 

Correct Answer: A 

 

QUESTION 13

What is the goal of classification of information? 

A. To create a manual about how to handle mobile devices 

B. Applying labels making the information easier to recognize 

C. Structuring information according to its sensitivity 

Correct Answer: C 

 

QUESTION 14

A hacker gains access to a web server and reads the credit card numbers stored on that server. Which security principle
is violated? 

A. Availability 

B. Confidentiality 

C. Integrity 

D. Authenticity 

Correct Answer: B 

 

QUESTION 15

There is a scheduled fire drill in your facility. What should you do? 
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A. Participate in the drill 

B. Excuse yourself by saying you have an urgent deliverable 

C. Call in sick 

D. None of the above 

Correct Answer: A 
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