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QUESTION 1

The ambition of the security manager is to certify the organization against ISO/IEC 27001. What is an activity in the
certification program? 

A. Formulate the security requirements in the outsourcing contracts 

B. Implement the security baselines in Secure Systems Development Life Cycle (SecSDLC) 

C. Perform a risk assessment of the secure internet connectivity architecture of the datacenter 

D. Produce a Statement of Applicability based on risk assessments 

Correct Answer: D 

 

QUESTION 2

When is revision of an employee\\'s access rights mandatory? 

A. After any position change 

B. At hire 

C. At least each year 

D. At all moments stated in the information security policy 

Correct Answer: D 

 

QUESTION 3

What is a risk treatment strategy? 

A. Mobile updates 

B. Risk acceptance 

C. Risk exclusion 

D. Software installation 

Correct Answer: B 

 

QUESTION 4

Recovery Time Objective (RTO) and Recovery Point Objective (RPO) are key terms in business continuity management
(BCM). Reducing loss of data is one of the focus areas of a BCM policy. 

What requirement is in the data recovery policy to realize minimal data loss? 
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A. Maximize RPO 

B. Reduce RPO 

C. Reduce RTO 

D. Reduce the time between RTO and RPO 

Correct Answer: B 

 

QUESTION 5

A protocol to investigate fraud by employees is being designed. Which measure can be part of this protocol? 

A. Seize and investigate the private laptop of the employee 

B. Investigate the contents of the workstation of the employee 

C. Investigate the private mailbox of the employee 

D. Put a phone tap on the employee\\'s business phone 

Correct Answer: B 
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