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QUESTION 1

Which of the following measures is a preventive measure? 

A. Installing a logging system that enables changes in a system to be recognized 

B. Shutting down all internet traffic after a hacker has gained access to the company systems 

C. Putting sensitive information in a safe 

D. Classifying a risk as acceptable because the cost of addressing the threat is higher than the value of the information
at risk 

Correct Answer: C 

 

QUESTION 2

The Information Security Manager (ISM) at Smith Consultants Inc. introduces the following measures to assure
information security: 

-The security requirements for the network are specified. 

-A test environment is set up for the purpose of testing reports coming from the database. 

-The various employee functions are assigned corresponding access rights. 

-

RFID access passes are introduced for the building. Which one of these measures is not a technical measure? 

A. 

The specification of requirements for the network 

B. 

Setting up a test environment 

C. 

Introducing a logical access policy 

D. 

Introducing RFID access passes 

Correct Answer: D 

 

QUESTION 3

When we are at our desk, we want the information system and the necessary information to be available. We want to be
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able to work with the computer and access the network and our files. What is the correct definition of availability? 

A. The degree to which the system capacity is enough to allow all users to work with it 

B. The degree to which the continuity of an organization is guaranteed 

C. The degree to which an information system is available for the users 

D. The total amount of time that an information system is accessible to the users 

Correct Answer: C 

 

QUESTION 4

An airline company employee notices that she has access to one of the company\\'s applications that she has not used
before. Is this an information security incident? 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 5

Why is compliance important for the reliability of the information? 

A. Compliance is another word for reliability. So, if a company indicates that it is compliant, it means that the information
is managed properly. 

B. By meeting the legislative requirements and the regulations of both the government and internal management, an
organization shows that it manages its information in a sound manner. 

C. When an organization employs a standard such as the ISO/IEC 27002 and uses it everywhere, it is compliant and
therefore it guarantees the reliability of its information. 

D. When an organization is compliant, it meets the requirements of privacy legislation and, in doing so, protects the
reliability of its information. 

Correct Answer: B 

 

QUESTION 6

What do employees need to know to report a security incident? 

A. How to report an incident and to whom. 

B. Whether the incident has occurred before and what was the resulting damage. 

C. The measures that should have been taken to prevent the incident in the first place. 
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D. Who is responsible for the incident and whether it was intentional. 

Correct Answer: A 

 

QUESTION 7

A non-human threat for computer systems is a flood. In which situation is a flood always a relevant threat? 

A. If the risk analysis has not been carried out. 

B. When computer systems are kept in a cellar below ground level. 

C. When the computer systems are not insured. 

D. When the organization is located near a river. 

Correct Answer: B 

 

QUESTION 8

A Dutch company requests to be listed on the American Stock Exchange. Which legislation within the scope of
information security is relevant in this case? 

A. Public Records Act 

B. Dutch Tax Law 

C. Sarbanes-Oxley Act 

D. Security regulations for the Dutch government 

Correct Answer: C 

 

QUESTION 9

What is an example of a good physical security measure? 

A. All employees and visitors carry an access pass. 

B. Printers that are defective or have been replaced are immediately removed and given away as garbage for recycling. 

C. Maintenance staff can be given quick and unimpeded access to the server area in the event of disaster. 

Correct Answer: A 

 

QUESTION 10

Which one of the threats listed below can occur as a result of the absence of a physical measure? 
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A. A user can view the files belonging to another user. 

B. A server shuts off because of overheating. 

C. A confidential document is left in the printer. 

D. Hackers can freely enter the computer network. 

Correct Answer: B 

 

QUESTION 11

What sort of security does a Public Key Infrastructure (PKI) offer? 

A. It provides digital certificates which can be used to digitally sign documents. Such signatures irrefutably determine
from whom a document was sent. 

B. Having a PKI shows customers that a web-based business is secure. 

C. By providing agreements, procedures and an organization structure, a PKI defines which person or which system
belongs to which specific public key. 

D. A PKI ensures that backups of company data are made on a regular basis. 

Correct Answer: C 

 

QUESTION 12

In the organization where you work, information of a very sensitive nature is processed. Management is legally obliged
to implement the highest-level security measures. What is this kind of risk strategy called? 

A. Risk bearing 

B. Risk avoiding 

C. Risk neutral 

Correct Answer: B 

 

QUESTION 13

What physical security measure is necessary to control access to company information? 

A. Air-conditioning 

B. Username and password 

C. The use of break-resistant glass and doors with the right locks, frames and hinges 

D. Prohibiting the use of USB sticks 
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Correct Answer: C 

 

QUESTION 14

You work for a flexible employer who doesnt mind if you work from home or on the road. You regularly take copies of
documents with you on a USB memory stick that is not secure. What are the consequences for the reliability of the
information if you leave your USB memory stick behind on the train? 

A. The integrity of the data on the USB memory stick is no longer guaranteed. 

B. The availability of the data on the USB memory stick is no longer guaranteed. 

C. The confidentiality of the data on the USB memory stick is no longer guaranteed. 

Correct Answer: C 

 

QUESTION 15

Your company has to ensure that it meets the requirements set down in personal data protection legislation. What is the
first thing you should do? 

A. Make the employees responsible for submitting their personal data. 

B. Translate the personal data protection legislation into a privacy policy that is geared to the company and the
contracts with the customers. 

C. Appoint a person responsible for supporting managers in adhering to the policy. 

D. Issue a ban on the provision of personal information. 

Correct Answer: B 
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