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QUESTION 1

We can acquire and supply information in various ways. The value of the information depends on whether it is reliable.
What are the reliability aspects of information?

A. Availability, Information Value and Confidentiality
B. Availability, Integrity and Confidentiality

C. Availability, Integrity and Completeness

D. Timeliness, Accuracy and Completeness

Correct Answer: B

QUESTION 2

Three characteristics determine the reliability of information. Which characteristics are these?
A. Availability, Integrity and Correctness

B. Availability, Integrity and Confidentiality

C. Availability, Nonrepudiation and Confidentiality

Correct Answer: B

QUESTION 3
Which of these is not malicious software?
A. Phishing

B. Spyware

C. Virus

D. Worm

Correct Answer: A

QUESTION 4

You are the owner of SpeeDelivery courier service. Because of your companys growth you have to think about
information security. You know that you have to start creating a policy. Why is it so important to have an information
security policy as a starting point?

A. The information security policy gives direction to the information security efforts.
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B. The information security policy supplies instructions for the daily practice of information security.
C. The information security policy establishes which devices will be protected.
D. The information security policy establishes who is responsible for which area of information security.

Correct Answer: A

QUESTION 5

Who is authorized to change the classification of a document?
A. The author of the document

B. The administrator of the document

C. The owner of the document

D. The manager of the owner of the document

Correct Answer: C

QUESTION 6

You are the owner of a growing company, SpeeDelivery, which provides courier services. You decide that it is time to
draw up a risk analysis for your information system. This includes an inventory of the threats and risks. What is the
relation between a threat, risk and risk analysis?

A. A risk analysis identifies threats from the known risks.

B. A risk analysis is used to clarify which threats are relevant and what risks they involve.

C. Arisk analysis is used to remove the risk of a threat.

D. Risk analyses help to find a balance between threats and risks.

Correct Answer: B

QUESTION 7

What is an example of a non-human threat to the physical environment?
A. Fraudulent transaction

B. Corrupted file

C. Storm

D. Virus

Correct Answer: C
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QUESTION 8

Under which condition is an employer permitted to check if Internet and email services in the workplace are being used
for private purposes?

A. The employer is permitted to check this if the employee is informed after each instance of checking.
B. The employer is permitted to check this if the employees are aware that this could happen.

C. The employer is permitted to check this if a firewall is also installed.

D. The employer is in no way permitted to check the use of IT services by employees.

Correct Answer: B

QUESTION 9

Midwest Insurance grades the monthly report of all claimed losses per insured as confidential. What is accomplished if
all other reports from this insurance office are also assigned the appropriate grading?

A. The costs for automating are easier to charge to the responsible departments.

B. A determination can be made as to which report should be printed first and which one can wait a little longer.
C. Everyone can easiliy see how sensitive the reports\\' contents are by consulting the grading label.

D. Reports can be developed more easily and with fewer errors.

Correct Answer: C

QUESTION 10

Which of the following measures is a corrective measure?

A. Incorporating an Intrusion Detection System (IDS) in the design of a computer centre

B. Installing a virus scanner in an information system

C. Making a backup of the data that has been created or altered that day

D. Restoring a backup of the correct database after a corrupt copy of the database was written over the original

Correct Answer: D

QUESTION 11
Susan sends an email to Paul. Who determines the meaning and the value of information in this email?

A. Paul, the recipient of the information.
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B. Paul and Susan, the sender and the recipient of the information.
C. Susan, the sender of the information.

Correct Answer: A

QUESTION 12

You are the owner of the courier company SpeeDelivery. On the basis of your risk analysis you have decided to take a
number of measures. You have daily backups made of the server, keep the server room locked and install an intrusion
alarm system and a sprinkler system. Which of these measures is a detective measure?

A. Backup tape

B. Intrusion alarm

C. Sprinkler installation

D. Access restriction to special rooms

Correct Answer: B

QUESTION 13

You are the owner of the SpeeDelivery courier service. Last year you had a firewall installed. You now discover that no
maintenance has been performed since the installation. What is the biggest risk because of this?

A. The risk that hackers can do as they wish on the network without detection
B. The risk that fire may break out in the server room

C. The risk of a virus outbreak

D. The risk of undesired e-mails

Correct Answer: A

QUESTION 14

You have an office that designs corporate logos. You have been working on a draft for a large client. Just as you are
going to press the button, the screen goes blank. The hard disk is damaged and cannot be repaired. You find an early
version of the design in your mail folder and you reproduce the draft for the customer. What is such a measure called?
A. Corrective measure

B. Preventive measure

C. Reductive measure

Correct Answer: A
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QUESTION 15

The Information Security Manager (ISM) at Smith Consultants Inc. introduces the following measures to assure
information security:

-The security requirements for the network are specified.
-A test environment is set up for the purpose of testing reports coming from the database.

-The various employee functions are assigned corresponding access rights.

RFID access passes are introduced for the building. Which one of these measures is not a technical measure?
A

The specification of requirements for the network

B.

Setting up a test environment

C.

Introducing a logical access policy

D.

Introducing RFID access passes

Correct Answer: D
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