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QUESTION 1

Several users want to share a common folder with high availability. Which of the following devices is BEST to use for
this requirement? 

A. Large USB flash drive connected to a PC 

B. Medium capacity SATA hard drive 

C. Network attached storage appliance 

D. Firewall with security management 

Correct Answer: C 

 

 

QUESTION 2

A user installing a printer can connect it to which of the following ports? (Select FOUR). 

A. PS/2 

B. VGA 

C. DVI 

D. USB 

E. FireWire 

F. Serial 

G. RJ-11 

H. Parallel 

Correct Answer: DEFH 

 

QUESTION 3

Which of the following is a safety feature of cloud-based backups? 

A. Incremental copy of data 

B. Local copy of data 

C. Offsite storage of data 

D. Full backup of PC data 
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Correct Answer: C 

 

QUESTION 4

Which of the following defines why backup verification is important? 

A. To ensure that the backup runs as quickly as possible 

B. To ensure that the backup can be stored indefinitely 

C. To ensure that the backup can be saved to the cloud 

D. To ensure that the backup contains usable data 

Correct Answer: D 

 

QUESTION 5

A user is configuring a new wireless router. Which of the following should be done to ensure that unauthorized changes
cannot be made? 

A. Change the SSID 

B. Change the router\\'s address 

C. Change the administrator password 

D. Change the encryption key 

Correct Answer: C 

 

QUESTION 6

A user is setting up an older wireless access point that has only WEP for encryption. 

Which of the following additional steps will help to secure the network? (Select TWO). 

A. Disable SSID broadcast. 

B. Refresh the MAC address. 

C. Filter the MAC address. 

D. Refresh the IP address. 

E. Use CAT6 cables. 

Correct Answer: AC 
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QUESTION 7

An employee\\'s new computer came with a free 30-day trial version of antivirus software. The employee\\'s company
provides enterprise antivirus software from a different vendor. 

Which of the following should the employee do in order to use a full version of antivirus software? 

A. Enter the company product key for the antivirus software, enabling the full version. 

B. Uninstall the current version antivirus software and install the company version. 

C. Verify Internet connectivity and run online virus scanning software. 

D. Update the trial antivirus software to the latest version. 

Correct Answer: B 

 

 

QUESTION 8

Which of the following will allow the easiest and fastest way to share a single file between two modern smartphones
without joining the same WiFi network? 

A. Micro SD card 

B. Bluetooth 

C. USB connection 

D. Infrared 

Correct Answer: B 

 

QUESTION 9

A user is at the office and has a cellular phone that previously functioned properly. The phone is powered on with a fully
charged battery. However, the phone does not have connectivity. 

Which of the following describes the problem? 

A. Phone is disconnected from WiFi 

B. Provider is conducting system testing 

C. MAC address is bad 

D. Phone is in airplane mode 

Correct Answer: D 
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QUESTION 10

Which of the following file formats contain other files within them? (Select TWO). 

A. tiff 

B. dmg 

C. png 

D. mp3 

E. iso 

F. flac 

Correct Answer: BE 

 

QUESTION 11

Malware that has an embedded keylogger to capture all of the keystrokes and steal logins is considered: 

A. adware 

B. spyware 

C. ransomware 

D. phishing 

Correct Answer: B 

 

QUESTION 12

A user, Ann, receives a call asking for her password to troubleshoot a problem. Which of the following describes this
type of security threat? 

A. Malware 

B. Social engineering 

C. Spam 

D. Physical security 

Correct Answer: B 
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QUESTION 13

Which of the following is the BEST reason to backup data? 

A. To ensure data encryption 

B. To ensure data stability 

C. To ensure data security 

D. To ensure data availability 

Correct Answer: D 

 

QUESTION 14

After initial OS and application installation on a laptop, an application warns that it will only work 24 more times. 

Which of the following should be done NEXT? 

A. The application has to be registered to the user. 

B. The application must be upgraded to a 64-bit version. 

C. The application must be activated. 

D. The application needs to be reinstalled. 

Correct Answer: C 

 

 

QUESTION 15

Which of the following is the function of a CPU? 

A. Encrypts data for remote transmission 

B. Performs data computation 

C. Supplies electricity to components 

D. Provides storage location for files 

Correct Answer: B 
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