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QUESTION 1

Universal Containers (UC) is planning to add Wi-Fi enabled GPS tracking devices to its shipping containers so that the
GPS coordinates data can be sent from the tracking device to its Salesforce production org via a custom API. The GPS
devices have no direct user input or output capabilities. 

Which OAuth flow should the identity architect recommend to meet the requirement? 

A. OAuth 2.0 Asset Token Flow for Securing Connected Devices 

B. OAuth 2.0 Username-Password Flow for Special Scenarios 

C. OAuth 2.0 Web Server Flow for Web App Integration 

D. OAuth 2.0 JWT Bearer Flow for Server-to-Server Integration 

Correct Answer: A 

 

QUESTION 2

Universal containers (UC) has a custom, internal-only, mobile billing application for users who are commonly out of the
office. The app is configured as a connected App in salesforce. Due to the nature of this app, UC would like to take the
appropriate measures to properly secure access to the app. Which two are recommendations to make the UC? Choose
2 answers 

A. Disallow the use of single Sign-on for any users of the mobile app. 

B. Require high assurance sessions in order to use the connected App 

C. Use Google Authenticator as an additional part of the logical processes. 

D. Set login IP ranges to the internal network for all of the app users profiles. 

Correct Answer: BC 

 

QUESTION 3

Universal Containers (UC) built an integration for their employees to post, view, and vote for ideas in Salesforce from an
internal Company portal. When ideas are posted in Salesforce, links to the ideas are created in the company portal
pages as part of the integration process. The Company portal connects to Salesforce using OAuth. Everything is
working fine, except when users click on links to existing ideas, they are always taken to the Ideas home page rather
than the specific idea, after authorization. Which OAuth URL parameter can be used to retain the original requested
page so that a user can be redirected correctly after OAuth authorization? 

A. Redirect_uri 

B. State 

C. Scope 

D. Callback_uri 
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Correct Answer: A 

 

QUESTION 4

Universal containers (UC) has implemented a multi-org strategy and would like to centralize the management of their
salesforce user profiles. What should the architect recommend to allow salesforce profiles to be managed from a central
system of record? 

A. Implement jit provisioning on the SAML IDP that will pass the profile id in each assertion. 

B. Create an apex scheduled job in one org that will synchronize the other orgs profile. 

C. Implement Delegated Authentication that will update the user profiles as necessary. 

D. Implement an Oauthjwt flow to pass the profile credentials between systems. 

Correct Answer: A 

 

QUESTION 5

Universal containers(UC) has a customer Community that uses Facebook for authentication. UC would like to ensure
that changes in the Facebook profile are reflected on the appropriate customer Community user. How can this
requirement be met? 

A. Use the updateuser() method on the registration handler class. 

B. Use SAML just-in-time provisioning between Facebook and Salesforce 

C. Use information in the signed request that is received from Facebook. 

D. Develop a schedule job that calls out to Facebook on a nightly basis. 

Correct Answer: A 

 

QUESTION 6

An identity architect is setting up an integration between Salesforce and a third-party system. The third-party system
needs to authenticate to Salesforce and then make API calls against the REST API. 

One of the requirements is that the solution needs to ensure the third party service providers connected app in
Salesforce mini need for end user interaction and maximizes security. 

Which OAuth flow should be used to fulfill the requirement? 

A. JWT Bearer Flow 

B. Web Server Flow 

C. User Agent Flow 

D. Username-Password Flow 
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Correct Answer: A 

 

QUESTION 7

The CIO of universal containers(UC) wants to start taking advantage of the refresh token capability for the UC
applications that utilize Oauth 2.0. UC has listed an architect to analyze all of the applications that use Oauth flows to.
See where refresh Tokens can be applied. Which two OAuth flows should the architect consider in their evaluation?
Choose 2 answers 

A. Web server 

B. Jwt bearer token 

C. User-Agent 

D. Username-password 

Correct Answer: AC 

 

QUESTION 8

A service provider (SP) supports both Security Assertion Markup Language (SAML) and OpenID Connect (OIDC).
When integrating this SP with Salesforce, which use case is the determining factor when choosing OIDC or SAML? 

A. OIDC is more secure than SAML and therefore is the obvious choice. 

B. The SP needs to perform API calls back to Salesforce on behalf of the user after the user logs in to the service
provider. 

C. If the user has a session on Salesforce, you do not want them to be prompted for a username and password when
they login to the SP. 

D. They are equivalent protocols and there is no real reason to choose one over the other. 

Correct Answer: B 

 

 

QUESTION 9

Universal Containers (UC) currently uses Salesforce Sales Cloud and an external billing application. Both Salesforce
and the billing application are accessed several times a day to manage customers. UC would like to configure single
sign-on and leverage Salesforce as the identity provider. Additionally, UC would like the billing application to be
accessible from Salesforce. A redirect is acceptable. 

Which two Salesforce tools should an identity architect recommend to satisfy the requirements? 

Choose 2 answers 

A. salesforce Canvas 
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B. Identity Connect 

C. Connected Apps 

D. App Launcher 

Correct Answer: AD 

 

QUESTION 10

Containers (UC) has decided to implement a federated single Sign-on solution using a third-party Idp. In reviewing the
third-party products, they would like to ensure the product supports the automated provisioning and deprovisioning of
users. What are the underlining mechanisms that the UC Architect must ensure are part of the product? 

A. SOAP API for provisioning; Just-in-Time (JIT) for Deprovisioning. 

B. Just-In-time (JIT) for Provisioning; SOAP API for Deprovisioning. 

C. Provisioning API for both Provisioning and Deprovisioning. 

D. Just-in-Time (JIT) for both Provisioning and Deprovisioning. 

Correct Answer: D 

 

QUESTION 11

Universal Containers (UC) is building an integration between Salesforce and a legacy web applications using the
canvas framework. The security for UC has determined that a signed request from Salesforce is not an adequate
authentication solution for the Third-Party app. Which two options should the Architect consider for authenticating the
third-party app using the canvas framework? Choose 2 Answers 

A. Utilize the SAML Single Sign-on flow to allow the third-party to authenticate itself against UC\\'s IdP. 

B. Utilize Authorization Providers to allow the third-party appliction to authenticate itself against Salesforce as the Idp. 

C. Utilize Canvas OAuth flow to allow the third-party appliction to authenticate itself against Salesforce as the Idp. 

D. Create a registration handler Apex class to allow the third-party appliction to authenticate itself against Salesforce as
the Idp. 

Correct Answer: AC 

 

QUESTION 12

Northern Trail Outfitters (NTO) is launching a new sportswear brand on its existing consumer portal built on Salesforce
Experience Cloud. As part of the launch, emails with promotional links will be sent to existing customers to log in and
claim a discount. The marketing manager would like the portal dynamically branded so that users will be directed to the
brand link they clicked on; otherwise, users will view a recognizable NTO-branded page. 

The campaign is launching quickly, so there is no time to procure any additional licenses. However, the development
team is available to apply any required changes to the portal. 
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Which approach should the identity architect recommend? 

A. Create a full sandbox to replicate the portal site and update the branding accordingly. 

B. Implement Experience ID in the code and extend the URLs and endpomts, as required. 

C. Use Heroku to build the new brand site and embedded login to reuse identities. 

D. Configure an additional community site on the same org that is dedicated for the new brand. 

Correct Answer: B 

 

QUESTION 13

Northern Trail Outfitters would like to automatically create new employee users in Salesforce with an appropriate profile
that maps to its Active Directory Department. How should an identity architect implement this requirement? 

A. Use the createUser method in the Just-in-Time (JIT) provisioning registration handler to assign the appropriate
profile. 

B. Use the updateUser method in the Just-in-Time (JIT) provisioning registration handler to assign the appropriate
profile. 

C. Use a login flow to collect Security Assertion Markup Language attributes and assign the appropriate profile during
Just-In-Time (JIT) provisioning. 

D. Make a callout during the login flow to query department from Active Directory to assign the appropriate profile. 

Correct Answer: B 

 

 

QUESTION 14

Which three are features of federated Single sign-on solutions? Choose 3 Answers 

A. It establishes trust between Identity Store and Service Provider. 

B. It federates credentials control to authorized applications. 

C. It solves all identity and access management problems. 

D. It improves affiliated applications adoption rates. 

E. It enables quick and easy provisioning and deactivating of users. 

Correct Answer: ADE 

 

QUESTION 15

Universal Containers (UC) wants its users to access Salesforce and other SSO-enabled applications from a custom web
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page that UC magnets. UC wants its users to use the same set of credentials to access each of the applications. what
SAML SSO flow should an Architect recommend for UC? 

A. SP-Initiated with Deep Linking 

B. SP-Initiated 

C. IdP-Initiated 

D. User-Agent 

Correct Answer: C 
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