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QUESTION 1

Universal containers wants to implement single Sign-on for a salesforce org using an external identity provider and
corporate identity store. What type of Authentication flow is required to support deep linking? 

A. Web server Oauth SSO flow. 

B. Identity-provider-initiated SSO 

C. Service-provider-initiated SSO 

D. Start URL on identity provider 

Correct Answer: C 

 

QUESTION 2

Universal Container\\'s (UC) is using Salesforce Experience Cloud site for its container wholesale business. The identity
architect wants to an authentication provider for the new site. Which two options should be utilized in creating an
authentication provider? Choose 2 answers 

A. A custom registration handier can be set. 

B. A custom error URL can be set. 

C. The default login user can be set. 

D. The default authentication provider certificate can be set. 

Correct Answer: AB 

 

QUESTION 3

Northern Trail Outfitters (NTO) wants to give customers the ability to submit and manage issues with their purchases. It
is important for to give its customers the ability to login with their Facebook and Twitter credentials. 

Which two actions should an identity architect recommend to meet these requirements? 

Choose 2 answers 

A. Create a custom external authentication provider for Facebook. 

B. Configure a predefined authentication provider for Facebook. 

C. Create a custom external authentication provider for Twitter. 

D. Configure a predefined authentication provider for Twitter. 

Correct Answer: BD 
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QUESTION 4

A security architect is rolling out a new multi-factor authentication (MFA) mandate, where all employees must go through
a secure authentication process before accessing Salesforce. There are multiple Identity Providers (IdP) in place and
the architect is considering how the "Authentication Method Reference" field (AMR) in the Login History can help. 

Which two considerations should the architect keep in mind? 

Choose 2 answers 

A. AMR field shows the authentication methods used at IdP. 

B. Both OIDC and Security Assertion Markup Language (SAML) are supported but AMR must be implemented at IdP. 

C. High-assurance sessions must be configured under Session Security Level Policies. 

D. Dependency on what is supported by OpenID Connect (OIDC) implementation at IdP. 

Correct Answer: AB 

 

QUESTION 5

Universal Containers is using OpenID Connect to enable a connection from their new mobile app to its production
Salesforce org. What should be done to enable the retrieval of the access token status for the OpenID Connect
connection? 

A. Query using OpenID Connect discovery endpoint. 

B. A Leverage OpenID Connect Token Introspection. 

C. Create a custom OAuth scope. 

D. Enable cross-origin resource sharing (CORS) for the /services/oauth2/token endpoint. 

Correct Answer: B 

 

QUESTION 6

Universal Containers (UC) has an Experience Cloud site (Customer Community) where customers can authenticate and
place orders, view the status of orders, etc. UC allows guest checkout. Mow can a guest register using data previously
collected during order placement? 

A. Enable Security Assertion Markup Language Sign-On and use a login flow to collect only order details to retrieve
customer data. 

B. Enable Facebook as an authentication provider and use a registration handler to collect only order details to retrieve
customer data. 

C. Use a Connected App Handler Apex Plugin class to collect only order details to retrieve customer data. 

D. Enable self-registration and customize a self-registration page to collect only order details to retrieve customer data. 

Correct Answer: D 
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QUESTION 7

Universal Containers (UC) is building a customer community and will allow customers to authenticate using Facebook
credentials. The First time the user authenticating using facebook, UC would like a customer account created
automatically in their Accounting system. The accounting system has a web service accessible to Salesforce for the
creation of accounts. 

How can the Architect meet these requirements? 

A. Create a custom application on Heroku that manages the sign-on process from Facebook. 

B. Use JIT Provisioning to automatically create the account in the accounting system. 

C. Add an Apex callout in the registration handler of the authorization provider. 

D. Use OAuth JWT flow to pass the data from Salesforce to the Accounting System. 

Correct Answer: C 

 

 

QUESTION 8

Universal Containers is implementing a new Experience Cloud site and the identity architect wants to use dynamic
branding features as of the login process. 

Which two options should the identity architect recommend to support dynamic branding for the site? 

Choose 2 answers 

A. To use dynamic branding, the community must be built with the Visuaiforce + Salesforce Tabs template. 

B. To use dynamic branding, the community must be built with the Customer Account Portal template. 

C. An experience ID (expid) or placeholder parameter must be used in the URL to represent the brand. 

D. An external content management system (CMS) must be used for dynamic branding on Experience Cloud sites. 

Correct Answer: BC 

 

QUESTION 9

Universal Containers (UC) is building a custom Innovation platform on their Salesforce instance. The Innovation
platform will be written completely in Apex and Visualforce and will use custom objects to store the Data. UC would like
all users to be able to access the system without having to log in with Salesforce credentials. UC will utilize a third-party
idp using SAML SSO. What is the optimal Salesforce licence type for all of the UC employees? 

A. Identity Licence. 

B. Salesforce Licence. 
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C. External Identity Licence. 

D. Salesforce Platform Licence. 

Correct Answer: D 

 

QUESTION 10

Northern Trail Outfitters (NTO) is planning to build a new customer service portal and wants to use passwordless login,
allowing customers to login with a one-time passcode sent to them via email or SMS. How should the quantity of
required Identity Verification Credits be estimated? 

A. Each community comes with 10,000 Identity Verification Credits per month and only customers with more than
10,000 logins a month should estimate additional SMS verifications needed. 

B. Identity Verification Credits are consumed with each SMS (text message) sent and should be estimated based on the
number of login verification challenges for SMS verification users. 

C. Identity Verification Credits are consumed with each verification sent and should be estimated based on the number
of logins that will incur a verification challenge. 

D. Identity Verification Credits are a direct add-on license based on the number of existing member-based or login-
based Community licenses. 

Correct Answer: B 

 

 

QUESTION 11

Universal Containers (UC) has Active Directory (AD) as their enterprise identity store and would like to use it for
Salesforce user authentication. UC expects to synchronize user data between Salesforce and AD and Assign the
appropriate Profile and Permission Sets based on AD group membership. What would be the optimal way to implement
SSO? 

A. Use Active Directory with Reverse Proxy as the Identity Provider. 

B. Use Microsoft Access control Service as the Authentication provider. 

C. Use Active Directory Federation Service (ADFS) as the Identity Provider. 

D. Use Salesforce Identity Connect as the Identity Provider. 

Correct Answer: D 

 

QUESTION 12

Containers (UC) has implemented SAML-based single Sign-on for their Salesforce application and is planning to
provide access to Salesforce on mobile devices using the Salesforce1 mobile app. UC wants to ensure that Single Sign-
on is used for accessing the Salesforce1 mobile App. Which two recommendations should the Architect make? Choose
2 Answers 
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A. Configure the Embedded Web Browser to use My Domain URL. 

B. Configure the Salesforce1 App to use the MY Domain URL. 

C. Use the existing SAML-SSO flow along with User Agent Flow. 

D. Use the existing SAML SSO flow along with Web Server Flow. 

Correct Answer: BC 

 

QUESTION 13

Universal containers wants to implement SAML SSO for their internal salesforce users using a third-party IDP. After
some evaluation, UC decides not to set up my domain for their salesforce.org. How does that decision impact their SSO
implementation? 

A. Neithersp - nor IDP - initiated SSO will work 

B. Either sp - or IDP - initiated SSO will work 

C. IDP - initiated SSO will not work 

D. Sp-Initiated SSO will not work 

Correct Answer: D 

 

QUESTION 14

A Salesforce customer is implementing Sales Cloud and a custom pricing application for its call center agents. An
Enterprise single sign-on solution is used to authenticate and sign-in users to all applications. The customer has the
following requirements: 

1.

 The development team has decided to use a Canvas app to expose the pricing application to agents. 

2.

 Agents should be able to access the Canvas app without needing to log in to the pricing application. 

Which two options should the identity architect consider to provide support for the Canvas app to initiate login for
users? 

Choose 2 answers 

A. Select "Enable as a Canvas Personal App" in the connected app settings. 

B. Enable OAuth settings in the connected app with required OAuth scopes for the pricing application. 

C. Configure the Canvas app as a connected app and set Admin-approved users as pre- authorized. 

D. Enable SAML in the connected app and Security Assertion Markup Language (SAML) Initiation Method as Service
Provider Initiated. 
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Correct Answer: CD 

 

QUESTION 15

Which two things should be done to ensure end users can only use single sign-on (SSO) to login in to Salesforce? 

Choose 2 answers 

A. Enable My Domain and select "Prevent login from https://login.salesforce.com". 

B. Request Salesforce Support to enable delegated authentication. 

C. Once SSO is enabled, users are only able to login using Salesforce credentials. 

D. Assign user "is Single Sign-on Enabled" permission via profile or permission set. 

Correct Answer: AD 
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