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Match the ClearPass system description to the best term. Options are used only once.

Select and Place:

Answer Area

Term Description

ClearPass

[Insight

ClearPass

Onboard

ClearPass

OnGuard

ClearPass

Policy Manager

ClearPass

Profiler

Correct Answer:

Answer Area

Term Description
ClearPass
Onboard
ClearPass
Policy Manager
ClearPass
OnGuard
ClearPass
Profiler
ClearPass
Insight

can provide posturing to validate the security status
of devices on your wired, wireless and VPN networks
provides an intuitive way to securely assign an
individual client certificate to each device

gathers endpoint context from passively received data
to fingerprint devices

has the ability to integrate with external systems
through APIs or HTTP/REST calls

provides multiple customizable reports and in-depth
information about each of the other modules

can provide posturing to validate the security status
of devices on your wired, wireless and VPN networks
provides an intuitive way to securely assign an
individual client certificate to each device

gathers endpoint context from passively received data
to fingerprint devices

has the ability to integrate with external systems
through APIs or HTTP/REST calls

provides multiple customizable reports and in-depth
information about each of the other modules
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QUESTION 2

What is the benefit of installing a wild card certificate for captive portal authentication?

A. Wild card certificates provide greater security than normal certificates.

B. Allows different certificates for each controller for increased security.

C. Guests no longer are required to validate certificates during captive portal.

D. Allows the single wild card certificate to be installed on all controllers in the environment.

Correct Answer: D

QUESTION 3

When joining ClearPass to an Active Directory (AD) domain, what information is required? (Choose two.)
A. Fully Qualified Domain Name (FQDN) of the AD Domain Controller.

B. ClearPass Policy Manager (CPPM) enterprise credentials.

C. Domain Administrator credentials with at least read access.

D. Cache Timeout value set to at least 10 hours.

E. Domain User credentials with read-write access.

Correct Answer: AC

QUESTION 4

When is it appropriate to use the built-in Local user database in ClearPass?

A. In a public-facing guest network environment where the guests are prompted to self-register.

B. In small-business environments where the user accounts rarely change and new accounts are uncommon.

C. In a hospitality deployment for guest accounts created and managed by staff.

D. In a large campus environment where Students and Contractors account for 35.000 entries that change weekly.

Correct Answer: D

Reference: https://www.arubanetworks.com/techdocs/ArubaOS_61/ArubaOS_61_CLlI/local-userdb.htm

QUESTION 5
What is a function of the posture token in ClearPass OnGuard? (Choose two.)

A. Identifies clients that are not security compliant.
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B. Initiates the Auto-Remediation process.
C. Indicates the Health Status of the Client.
D. Denies access to unhealthy clients.

E. Controls access to network resources.
Correct Answer: CD

Reference: https://docplayer.net/18755148-Clearpass-onguard-configuration-guide.html (3)

QUESTION 6
What are benefits of using Network Device Groups in ClearPass? (Choose two.)
A. Network Access Devices (NADs) only require Aruba factory installed certificates to join a Network Device Group.

B. Allows Service selection rules to match based upon which Network Device Group the Network Access Device (NAD)
belongs to.

C. A Network Access Device is must be discovered by ClearPass prior to be added to a Network Device Group.
D. Another way to add a customizable "attribute” field to reference when processing authentication requests.

E. Can apply to both Network Access Devices (NADs) as well as client machines as a way to filter authentication
requests.

Correct Answer: AD

QUESTION 7

Which Authorization Source supports device profile enforcement?
A. Local User Repository

B. OnGuard Repository

C. Endpoints Repository

D. Guest User Repository

Correct Answer: A

QUESTION 8
Which option supports DHCP profiling for devices in a network?

A. DHCP profiling is enabled on ClearPass by default; configuration of DHCP relay on the Network Access Device
(NAD) is not required.
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B. Configuring DHCP relay on ClearPass in order to allow the client to receive DHCP after being profiled.
C. Enabling the DHCP server to profile endpoints and forward the meta-data to ClearPass.
D. Enabling DHCP relay on Network Access Devices (NADs) to forward DHCP requests to ClearPass.

Correct Answer: AD

QUESTION 9
An organization has configured guest self-registration with internal sponsorship.

Which options can be configured to send guest users their credentials outside of the initial login web-page? (Choose
two.)

A. Configure a Simple Mail Transport Protocol (SMTP) server in ClearPass Policy Manager administration.

B. Configure a Simple Mail Transport Protocol (SMTP) server in ClearPass Guest administration.

C. Configure a Short Message Service (SMS) Gateway in ClearPass Policy Manager administration.

D. Configure a Short Message Service (SMS) Gateway under ClearPass Guest configuration.

E. Configure the self-registration page for the guest to receive a Simple Mail Transport Protocol (SMTP) receipt.
Correct Answer: AE

Reference: https://www.arubanetworks.com/techdocs/ClearPass/6.7/Guest/PDFs/Guest_User_Guide.pdf

QUESTION 10
DRAG DROP
Match the security description to the term that best fits. Options are used only once.

Select and Place:
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Term Answer Area
Accountin Bescription
9 used to match a credential that is being submitted
Authentication to an account representing the client
Client applying access decisions based on attributes

attached to the user's account

Authorization

the owner of an endpoint that is providing
credentials

User

the device which consumes networks resources

gathering the start and stop times of network
access and ongoing health checks of an endpoint

Correct Answer:

Term Answer Area
Description
- used to match a credential that is being submitted
to an account representing the client

applying access decisions based on attributes
attached to the user's account

Authentication

Authorization

U the owner of an endpoint that is providing
ser

credentials
Client the device which consumes networks resources
.1 gathering the start and stop times of network
Accounting ; :
access and ongoing health checks of an endpoint
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