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QUESTION 1

Refer to the exhibit: 

A customer has just configured a Posture Policy and the T2-Healthcheck Service. Next they installed the 

OnGuard Agent on Secure_Employee SSID. When they check Access Tracker they see many WEBAUTH 

requests are being triggered. 

What could be the reason? 

A. OnGuard Web-Based Health Check interval has been wrongly configured to three minutes. 
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B. The OnGuard Agent trigger the events based on changing the Health Status 

C. TCP port 6658 is not allowed between the client and the ClearPass server 

D. The OnGuard Agent is connecting to the Data Port interface on ClearPass 

Correct Answer: A 

 

QUESTION 2

A customer is looking to implement a Web-Based Health Check solution with the following requirements: 

for the HR user\\'s client devices, check if a USB stick is mounted. 

for the RandD user\\'s client devices, check if the hard disk is fully encrypted. 

The Web-Based Health Check service has been configured but the customer it is not sure how to design 

the Profile Policy. 

How can be accomplished this customer request? 

A. create two Posture Policies and customize the OnGuard Agent (Persistent or Dissolvable) to select the correct SHV
checks 

B. create one Posture Policy and define Rules Conditions that will apply different Tokens for each SHV check condition 

C. create two Posture Policies and use the Restrict by Roles option to filter for HR and RandD user roles and apply the
correct SHV checks 

D. create one Posture Policy to check the HR users client devices and use the NAP Agent to check RandD users client
devices 

Correct Answer: A 

 

QUESTION 3

A customer has completed all the required configurations in the Windows server in order for Active Directory Certificate
Services (ADCS) to sign Onboard device TLS certificates. The Onboard portal and the Onboard services are also
configured. Testing shows that the Client certificates ate still signed by the Onboard Certificate Authority and not ADCS.
How can you help the customer with the situation? 

A. Educate the customer that, when integrating with Active Directory Certificate Services (ADCS) the Onboard CA will
the same authority used for signing me final TLS certificate of the device. 

B. Configure the identity certificate signer as Active Directory Certificate Services and enter the ADCS URL
http://ADCSVVeoEnrollmentServemostname/certsrv in the OnBoard Provisioning settings. 

C. Enable access to EST servers from the Certificate Authority to make ClearPass Onboard to use of the Active
Directory Certificate Services (ADCS) web enrollment to sign the device TLS certificates. 

D. Enable access to SCEP servers from the Certificate Authority to make ClearPass Onboard to use of the Active
Directory Certificate Services (ADCS) web enrollment to sign the device TLS certificates. 
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Correct Answer: C 

 

QUESTION 4

A customer is complaining that some of the devices, in their manufacturing network, are not getting profiled while other
loT devices from the same subnet have been correctly profiled. The network switches have been configured for DHCP
IP helpers and IF-MAP has been configured on the Aruba Controllers. What can the customer do to discover those
devices as well? (Select two.) 

A. Update the Fingerprints Dictionary to the latest in case new devices have been added. 

B. Open a TAC case to help you troubleshoot the DHCP device profile functionality. 

C. Add the ClearPass Server IP as an IP helper address on the default gateway as well. 

D. Allow time for IF-MAP service on the controller to discover the new devices as well. 

E. Manually create a new device fingerprint for the devices that are not being profiled. 

Correct Answer: DE 

 

QUESTION 5

Refer to the exhibit: 

A customer is deploying Guest Self-Registration with Sponsor Approval but does not like the format of the sponsor
email. Where can you change the sponsor email? 
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A. in the Receipt Page - Actions 

B. in the Sponsor Confirmation section 

C. in me Configuration - Receipts - Email Receipts 

D. in the Configuration - Receipts - Templates 

Correct Answer: B 

 

QUESTION 6

Refer to the exhibit: 

A customer has configured onboard in a cluster with two nodes All devices were onboarded in the network through
node1 but those clients tail to authenticate through node2 with the error shown. What steps would you suggest to make
provisioning and authentication work across the entire cluster? (Select three.) 

A. Have all of the BYOD clients re-run the Onboard process 

B. Configure the Onboard Root CA to trust the Policy Manager EAP certificate root. 

C. Have all of the BYOD clients disconnect and reconnect to me network 

D. Make sure that the EAP certificates on both nodes are issued by one common root Certificate Authority (CA). 
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E. Make sure that the HTTPS certificate on both nodes is issued as a Code Signing certificate 

F. Configure the Network Settings in Onboard to trust the Policy Manager EAP certificate 

Correct Answer: BDF 

 

QUESTION 7

You have integrated ClearPass Onboard with Active Directory Certificate Services (ADCS) web enrollment 

to sign the final device TLS certificates. The customer would also like to use ADCS for centralized 

management of TLS certificates including expiration, revocation, and deletion through ADCS. 

What steps will you follow to complete the requirement? 

A. Remove the EAP-TLS authentication method and add "EAP-TLS with OCSP Enabled\\' authentication method in the
OnBoard Provisioning service. No other configuration changes are required. 

B. Copy the [EAP-TLS with OSCP Enabled) authentication method and set the correct ADCS server OCSP URL,
remove EAP-TLS and map the custom created method to the Onboard Provisioning Service. 

C. Copy the default [EAP-TLS with OSCP Enabled] authentication method and update the correct ADCS server OCSP
URL. remove EAP-TLS and map the custom created method to the OnBoard Authorization Service. 

D. Edit the [EAP-TLS with OSCP Enabled) authentication method and set the correct ADCS server OCSP URL. remove
EAP-TLS and map the [EAP-TLS with OSCP Enabled) method to the Onboard Provisioning Service. 

Correct Answer: A 

 

QUESTION 8

Refer to the exhibit: 
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What could be causing the error message received on the OnGuard client? 

A. The Service Selection Rules for the service are not configured correctly 

B. The Web-Based Health Check service needs to be configured to use the Posture Policy 

C. There is a firewall policy not allowing the OnGuard Agent to connect to ClearPass 

D. The client\\'s OnGuard Agent has not been configured with the correct Policy Manager Zone 
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Correct Answer: D 

 

QUESTION 9

Refer to the exhibit: You are doing a ClearPass PoC at a customer site with a single Aruba Mobility Controller. The
customer asked for a demonstration of a simple Web Login functionality. You used a service template to create the
guest services. During testing, the user gets redirected back to the weblogin page with an Authentication failed
message. The guest configurations on the Aruba Mobility Controller are configured correctly. Why would the guest fail to
authenticate successfully? 
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A. The authentication source mapped in the service is incorrect, it should be mapped as (Guest Device Repository]
[Local SQL DB]. 

B. The username and/or password used for authentication is incorrect Re-enter the correct password on the weblogin
page. 

C. The username used for authentication does not exist in the Guest User Database Create a new user and
authenticate again. 

D. The Unique-Device-Count does not allow any Client devices. Update the Enforcement policy condition: Unique-
Device-Count. 

Correct Answer: A 

 

QUESTION 10

A customer has a ClearPass cluster deployment with four servers, two servers at the data center and two servers at a
large remote site connected over an SD-WAN solution The customer would like to implement OnGuard, Guest Self-
Registration, and 802.1x authentication across their entire environment. During testing the customer is complaining that
users connecting to an Instant Cluster Employee SSID at the remote site, with the OnGuard Persistent Agent installed
are randomly getting their health check missed. What could be a possible cause of this behavior? 

A. The OnGuard Clients are automatically mapped to the Policy Manager Zone based on their IP range but an ACL on
the switch could be blocking access. 

B. The traffic on the TCP port 6658 is congested due to the fact that this port is also used by the IPsec keep-alive
packets of the SD-WAN solution. 

C. The ClearPass Policy Manager zones have been defined but the local IP sub-nets have not been property mapped to
the zones and the OnGuard Agent might connect to any of the servers in the cluster. 

D. The Aruba-user-role received by the IAP is filtering the TCP port 6658 to the ClearPass servers and after 10 seconds
the SSL fallback gets activated and randomly generates the issue. 

Correct Answer: D 
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