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QUESTION 1

A customer has completed all the required configurations in the Windows server in order for Active Directory Certificate
Services (ADCS) to sign Onboard device TLS certificates. The Onboard portal and the Onboard services are also
configured. Testing shows that the Client certificates ate still signed by the Onboard Certificate Authority and not ADCS.
How can you help the customer with the situation? 

A. Educate the customer that, when integrating with Active Directory Certificate Services (ADCS) the Onboard CA will
the same authority used for signing me final TLS certificate of the device. 

B. Configure the identity certificate signer as Active Directory Certificate Services and enter the ADCS URL
http://ADCSVVeoEnrollmentServemostname/certsrv in the OnBoard Provisioning settings. 

C. Enable access to EST servers from the Certificate Authority to make ClearPass Onboard to use of the Active
Directory Certificate Services (ADCS) web enrollment to sign the device TLS certificates. 

D. Enable access to SCEP servers from the Certificate Authority to make ClearPass Onboard to use of the Active
Directory Certificate Services (ADCS) web enrollment to sign the device TLS certificates. 

Correct Answer: C 

 

QUESTION 2

Which statements are true about Aruba downloadable user roles? (Select three.) 

A. Can be applied only on ports or WLAN users authenticated by ClearPass. 

B. Aruba downloadable user role are universally available across the environment 

C. Aruba downloadable user role is a built in enforcement template in ClearPass 

D. Downloadable role names must be defined in Aruba switch or controller 

E. Can use these roles for other authentication methods not involving ClearPass 

F. Administering downloadable user roles can be difficult for a large enterprise 

Correct Answer: ADE 

 

QUESTION 3

Refer to the exhibit: 
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A customer has configured Onboard and Windows devices work as expected but cannot get the Apple iOS devices to
Onboard successfully. Where would you look to troubleshoot the Issued (Select two) 

A. Check if the ClearPass HTTPS server certificate installed in the server is issued by a trusted commercial certificate
authority. 

B. Check if the customer installed the internal PKl Root certificate presented by the ClearPass during the provisioning
process. 

C. Check if a DNS entry is available for the ClearPass hostname in the certificate, resolvable from the DNS server
assigned to the client. 

D. Check if the customer has Instated a custom HTTPS certificate for IDS and another internal PKl HTTPS certificate for
other devices. 

E. Check if the customer has installed the same internal PKl signed RADIUS server certificate as the HTTPS server
certificate. 

Correct Answer: AC 
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QUESTION 4

Refer to the exhibit: 

A customer is deploying Guest Self-Registration with Sponsor Approval but does not like the format of the sponsor
email. Where can you change the sponsor email? 

A. in the Receipt Page - Actions 

B. in the Sponsor Confirmation section 

C. in me Configuration - Receipts - Email Receipts 

D. in the Configuration - Receipts - Templates 

Correct Answer: B 

 

QUESTION 5

Refer to the Exhibit: 
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A customer wants to integrate posture validation into an Aruba Wireless 802.1X authentication service 

During testing, the client connects to the Aruba Employee Secure SSID and is redirected to the Captive Portal page
where the user can download the OnGuard Agent After the Agent is installed, the client receives the Healthy token the
client remains connected to the Captive Portal page ClearPass is assigning the endpoint the following roles: T2-Staff-
User. (Machine Authenticated! and T2-SOL-Device. What could cause this behavior? 

A. The Enforcement Policy conditions for rule 1 are not configured correctly. 

B. Used Cached Results: has not been enabled In the Aruba 802.1X Wireless Service 

C. RFC-3576 Is not configured correctly on the Aruba Controller and does not update the role. 
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D. The Enforcement Profile should bounce the connection instead of a Terminate session 

Correct Answer: B 

 

QUESTION 6

Refer to the exhibit: 
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You have configured Onboard and cannot get it working The customer has sent you the above 

screenshots. 

How would you resolve the issue? 

A. Re-provision the client by running the QuickConnect application as Administrator 

B. Install a public signed server authentication certificate on the ClearPass server for EAP 

C. Reconnect the client and select the correct certificate when prompted 

D. Copy the [EAP-TLS with OSCP Enabled] authentication method and set the correct OCSP URL 

Correct Answer: A 

 

QUESTION 7

A customer is planning to implement machine and user authentication on infrastructure with one Aruba 

Controller and a single ClearPass Server. 

What should the customer consider while designing this solution? (Select three.) 

A. The Windows User must log off, restart or disconnect their machine to initiate a machine authentication before the
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cache expires. 

B. The machine authentication status is written in the Multi-master cache on the ClearPass Server for 24 hrs. 

C. Onboard must be used to install the Certificates on the personal devices to do the user and machine authentication. 

D. The Customer should enable Multi-Master Cache Survivability as the Aruba Controller will not cache the machine
state. 

E. Machine Authentication only uses EAP TLS, as such a PKI infrastructure should be in place for machine
authentication. 

F. The customer does not need to worry about Multi-Master Cache Survivability because the Controller will also cache
the machine state. 

Correct Answer: BCE 

 

QUESTION 8

Refer to the exhibit: What are valid options for Network Access Device Settings? (Select two.) 

A. You can configure SNMP Read Settings to monitor the load of a NAD in order not to overload it with the requests. 

B. In CLI settings, you can define the access credentials and the command templates that will be used. 

C. You can configure SNMP Write Settings to send commands to the devices that do not support other methods. 

D. On the Attributes tab. you can enable the service to write attributes like Location and Device type based on policy. 
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E. The OnConnect Enforcement allows you to enable specific ports that trigger Enforcement when any device
connects. 

Correct Answer: DE 

 

QUESTION 9

A customer is complaining that some of the devices, in their manufacturing network, are not getting profiled while other
loT devices from the same subnet have been correctly profiled. The network switches have been configured for DHCP
IP helpers and IF-MAP has been configured on the Aruba Controllers. What can the customer do to discover those
devices as well? (Select two.) 

A. Update the Fingerprints Dictionary to the latest in case new devices have been added. 

B. Open a TAC case to help you troubleshoot the DHCP device profile functionality. 

C. Add the ClearPass Server IP as an IP helper address on the default gateway as well. 

D. Allow time for IF-MAP service on the controller to discover the new devices as well. 

E. Manually create a new device fingerprint for the devices that are not being profiled. 

Correct Answer: DE 

 

QUESTION 10

Refer to the exhibit: 
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You configured the 802 1 x service enforcement conditions with the Endpoint profiling data. When the client connects to
the network. ClearPass successfully profiles the client but the client always receives an incorrect enforcement profile
The configurations in the Aruba controller are completed correctly. What is the cause of the issue? 

A. An additional authorization source should be configured for profiling to work. 

B. The enforcement policy conditions configured with profiling data are not correct. 

C. The enforcement policy rules evaluation algorithm Is not configured correctly. 

D. The option, use cached roles and posture from previous sessions should be enabled. 

Correct Answer: B 
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