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QUESTION 1

Refer to the exhibit. 

A network administrator wants to allow contractors to access the WLAN named EmployeesNet. In order to restrict
network access, the network administrator wants to assign this category of users to the contractor user role. To do this,
the 

network administrator configures ClearPass in a way that it returns the Aruba-User-Role with the contractor value. 

When testing the solution, the network administrator receives the wrong role. 

What should the network administrator do to assign the contractor role to contractor users without affecting any other
role assignment? 

A. Check the Download role from the CPPM option in the AAA profile. 

B. Set contractor as the default role in the AAA profile. 

C. Create Contractor firewall role in the M. 

D. Create server deviation rules in the server group. 

Correct Answer: A 

Reference: https://www.arubanetworks.com/techdocs/ClearPass/6.7/Aruba_DeployGd_HTML/Content/Aruba%20Contro
ller%20Configuration/AAA_profile_adding.htm 

 

QUESTION 2

A company with 50 small coffee shops in a single country requires a single mobility solution that solves connectivity
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needs at both the main office and branch locations. Coffee shops must be provisioned with local WiFi internet access for
customers. 

The shops must also have a private WLAN that offers communication to resources at the main office to upload sales,
request supplies through a computer system, and make phone calls if needed. In order to simplify network operations,
network devices at the coffee shops should be cloud managed. 

Which technologies best meet the company needs at the lowest cost? 

A. IAP VPN 

B. SD-Branch 

C. Activate with RAPs 

D. BOC with CAPs 

Correct Answer: B 

 

QUESTION 3

Refer to the exhibit. 
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The network administrator must ensure that the configuration will force users to authenticate periodically every eight
hours. Which configuration is required to effect this change? 

A. Set the reauth-period to 28800 enable reauthentication in the dot1x profile. 

B. Set the reauth-period to 28800 enable reauthentication in the AAA profile. 

C. Set the reauth-period to 28800 enable reauthentication in both dot1x and AAA profile. 

D. Set the reauth-period to 28800 in the dot1x profile and enable reauthentication in the AAA profile. 

Correct Answer: A 
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QUESTION 4

Refer to the exhibits. 
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A network administrator deploys User Based Tunneling (UBT) in a corporate network to unify the security policies
enforcement. When users authenticate with 802.1X, ClearPass shows Accept results, and sends the Aruba-User-Role
attribute as expected. However, the AOS-CX based switch does not seem to build the tunnel to the Mobility Controller
(MC) for this user. 

Why does the switch fail to run UBT for the user? 

A. The switch has not fully associated to the MC. 

B. ClearPass is sending the wrong Vendor ID. 

C. The switch is not configured with the gateway-role. 

D. ClearPass is sending the wrong VSA type. 

E. The switch is not configured with the port-access role. 

Correct Answer: B 

 

QUESTION 5

A software development company has 764 employees who work from home. The company also has small offices
located in different cities throughout the world. During working hours, they use RAPs to connect to a datacenter to
upload software code as well as interact with databases. 

In the past two month, cabling issues have occurred connection to the 7240XM Mobility Controller (MC) that runs
ArubaOS 8 and terminates the RAPs. These RAPs disconnect, affecting the users connected to the RAPs. This also
causes problems with code uploads and database synchronizations. Therefore, the company decides to add a second
7240XM controller for redundancy. 

How should the network administrator deploy both controllers in order to provide the redundancy while preventing
failover events from disconnecting users? 

A. Connect both controllers with common VLANs, and create an HA fast failover group with public addresses in the
internet VLAN. 

B. Connect both controllers with common VLANs, and create an L2-connected cluster using public addresses in the
internet VLAN. 

C. Connect both controllers with different VLANs, and create an L2-connected cluster using public addresses in the
internet VLAN. 

D. Connect both controllers with common VLANs, and configure LMS/BLMS values equal to public addresses in the
internet VLAN. 

Correct Answer: A 

 

QUESTION 6

Users run Skype for Business on wireless clients with no WMM support over an Aruba Mobility Master (MM) - Mobility
Controller (MC) based network. When traffic arrives at the wired network, it does not include either L2 or L3 markings. 

Which configuration steps should the network administrator take to classify and mark voice and video traffic with UCC
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heuristics mode? 

A. Enable WMM in a VAP profile, and explicitly permit voice and video UDP ports in a firewall policy. 

B. Confirm OpenFlow is enabled in the user role and VAP profile. Then enable WMM in a SSID profile, and explicitly
permit voice and video UDP ports in a firewall policy. 

C. Confirm the MC is the Openflow controller of the MMs and Openflow is enabled in VAP and firewall roles. Enable
Skype4Business ALG in UCC profiles. 

D. Confirm MM is the Openflow controller of MCs and Openflow is enabled in VAP and firewall roles. Enable
Skype4Business ALG in UCC profiles. 

Correct Answer: A 

 

QUESTION 7

Refer to the exhibit. 

A network administrator adds a Mobility Controller (MC) in the /mm level and notices that the device does not show up
in the managed networks hierarchy. The network administrator accesses the CLI. executes the show switches
command, and obtains the output shown in the exhibit. 

What is the reason that the MC does not appear as a managed device in the hierarchy? 

A. The network administrator added the device using the wrong Pre-Shared Key (PSK). 

B. The network administrator has not moved the device into a group yet. 

C. The digital certificate of the MC is not trusted by the MM. 

D. The IP address of the MC does not match the one that was defined in the MM. 

Correct Answer: D 

 

QUESTION 8

An organization wants to deploy a WLAN infrastructure that provides connectivity to these client categories: 

Employees Contractors Guest users Corporate IoT legacy devices that support no authentication or encryption
Employees and contractors must authenticate with company credentials and get network access based on AD group
membership. Guest users are required to authenticate with captive portal using predefined credentials. Only employees
will run L2 encryption. 
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Which implementation plan fulfills the requirements while maximizing the channel usage? 

A. Create VAP1 to run WPA2-AES and 802.1x authentication, VAP2 to run opensystem encryption with MAC
authentication, and VAP3 to run opensystem with captive portal and L2 fail through. 

B. Create a single VAP to run WPA2-AES and 802.1x authentication, MAC authentication L2 fail through, captive portal,
and VIA support. 

C. Create VAP1 to run WPA2-AES and 802.1x authentication, VAP2 to run opensystem encryption with MAC
authentication, and VAP3 to run opensystem with captive portal. 

D. Create VAP1 to run WPA2-AES and 802.1x authentication, and VAP2 to run opensystem encryption with MAC
authentication and captive portal. 

Correct Answer: D 

 

 

QUESTION 9

Refer to the exhibit. 

A network administrator deploys a new Mobility Master (MM) - Mobility Controller (MC) network. To test the solution, the
network administrator accesses the console of a pair of APs and statically provisions them. However, one of the APs
does not propagate the configured SSIDs. The network administrator looks at the logs and sees the output shown in the
exhibit. 

Which actions must the network administrator take to solve the problem? 

A. Create another AP group in the MC\\'s configuration, and re-provision one AP with a different group. 

B. Re-provision one of the APs with a different name, and add new entries with the proper group in the whitelist. 

C. Re-provision the AP with a different group, and modify the name of one AP in the whitelist. 

D. Re-provision one of the APs with a different name or modify the name in the whitelist. 

Correct Answer: D 
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QUESTION 10

Refer to the exhibits. Exhibit 1 

Exhibit 2 

A network administrator adds a new Mobility Controller (MC) to the production Mobility Master (MM) and deploys APs
that start broadcasting the employee SSID in the West wing of the building. Suddenly, the employees report client 

disconnects. When accessing the MM the network administrator notices that the MC is unreachable, then proceeds to
access the MC\\'s console and obtains the outputs shown in the exhibits. 

What should the network administrator do next to solve the current problem? 

A. Open a TAC case and send the output of tar crash. 

B. Kill two zombie processes then reboot the MC. 
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C. Verify the license pools in the MM. 

D. Decommission the MC from the MM, and add it again. 

Correct Answer: C 
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