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QUESTION 1

What is a benefit or Protected Management Frames (PMF). sometimes called Management Frame Protection (MFP)? 

A. PMF helps to protect APs and MCs from unauthorized management access by hackers. 

B. PMF ensures trial traffic between APs and Mobility Controllers (MCs) is encrypted. 

C. PMF prevents hackers from capturing the traffic between APs and Mobility Controllers. 

D. PMF protects clients from DoS attacks based on forged de-authentication frames 

Correct Answer: A 

 

QUESTION 2

You need to deploy an Aruba instant AP where users can physically reach It. What are two recommended options for
enhancing security for management access to the AP? (Select two ) 

A. Disable Its console ports 

B. Place a Tamper Evident Label (TELS) over its console port 

C. Disable the Web Ul. 

D. Configure WPA3-Enterpnse security on the AP 

E. install a CA-signed certificate 

Correct Answer: BE 

 

QUESTION 3

What is a guideline for managing local certificates on an ArubaOS-Switch? 

A. Before installing the local certificate, create a trust anchor (TA) profile with the root CA certificate for the certificate
that you will install 

B. Install an Online Certificate Status Protocol (OCSP) certificate to simplify the process of enrolling and re-enrolling for
certificate 

C. Generate the certificate signing request (CSR) with a program offline, then, install both the certificate and the private
key on the switch in a single file. 

D. Create a self-signed certificate online on the switch because ArubaOS-Switches do not support CA-signed
certificates. 

Correct Answer: C 
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QUESTION 4

Which is a correct description of a stage in the Lockheed Martin kill chain? 

A. In the delivery stage, malware collects valuable data and delivers or exfilltrated it to the hacker. 

B. In the reconnaissance stage, the hacker assesses the impact of the attack and how much information was
exfilltrated. 

C. In the weaponization stage, which occurs after malware has been delivered to a system, the malware executes Its
function. 

D. In the exploitation and installation phases, malware creates a backdoor into the infected system for the hacker. 

Correct Answer: B 

 

QUESTION 5

What are the roles of 802.1X authenticators and authentication servers? 

A. The authenticator stores the user account database, while the server stores access policies. 

B. The authenticator supports only EAP, while the authentication server supports only RADIUS. 

C. The authenticator is a RADIUS client and the authentication server is a RADIUS server. 

D. The authenticator makes access decisions and the server communicates them to the supplicant. 

Correct Answer: D 

 

QUESTION 6

Refer to the exhibit. 
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Device A is establishing an HTTPS session with the Arubapedia web sue using Chrome. The Arubapedia web server
sends the certificate shown in the exhibit. 

What does the browser do as part of vacating the web server certificate? 

A. It uses the public key in the DigCen SHA2 Secure Server CA certificate to check the certificate\\'s signature. 

B. It uses the public key in the DigCert root CA certificate to check the certificate signature 

C. It uses the private key in the DigiCert SHA2 Secure Server CA to check the certificate\\'s signature. 

D. It uses the private key in the Arubapedia web site\\'s certificate to check that certificate\\'s signature 

Correct Answer: A 

 

QUESTION 7

What is a use case for tunneling traffic between an Aruba switch and an AruDa Mobility Controller (MC)? 
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A. applying firewall policies and deep packet inspection to wired clients 

B. enhancing the security of communications from the access layer to the core with data encryption 

C. securing the network infrastructure control plane by creating a virtual out-of-band- management network 

D. simplifying network infrastructure management by using the MC to push configurations to the switches 

Correct Answer: A 

 

QUESTION 8

Refer to the exhibit. 

A diem is connected to an ArubaOS Mobility Controller. The exhibit snows all Tour firewall rules that apply to this diem 

What correctly describes how the controller treats HTTPS packets to these two IP addresses, both of which are on the
other side of the firewall? 

10.1 10.10 

203.0.13.5 

A. It drops both of the packets 

B. It permits the packet to 10.1.10.10 and drops the packet to 203 0.13.5 

C. it permits both of the packets 

D. It drops the packet to 10.1.10.10 and permits the packet to 203.0.13.5. 

Correct Answer: C 
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QUESTION 9

Your Aruba Mobility Master-based solution has detected a rogue AP Among other information the ArubaOS Detected
Radios page lists this Information for the AP SSID = PubllcWiFI 

BSSID = a8M27 12 34:56 Match method = Exact match Match type = Eth-GW-wired-Mac-Table 

The security team asks you to explain why this AP is classified as a rogue. What should you explain? 

A. The AP Is connected to your LAN because It is transmitting wireless traffic with your network\\'s default gateway\\'s
MAC address as a source MAC Because it does not belong to the company, it is a rogue 

B. The ap has a BSSID mat matches authorized client MAC addresses. This indicates that the AP is spoofing the MAC
address to gam unauthorized access to your company\\'s wireless services, so It is a rogue 

C. The AP has been detected as launching a DoS attack against your company\\'s default gateway. This qualities it as a
rogue which needs to be contained with wireless association frames immediately 

D. The AP is spoofing a routers MAC address as its BSSID. This indicates mat, even though WIP cannot determine
whether the AP is connected to your LAN. it is a rogue. 

Correct Answer: D 

 

QUESTION 10

You have detected a Rogue AP using the Security Dashboard. 

Which two actions should you take in responding to this event? (Select two) 

A. There is no need to locale the AP If you manually contain It. 

B. This is a serious security event, so you should always contain the AP immediately regardless of your company\\'s
specific policies. 

C. You should receive permission before containing an AP. as this action could have legal Implications. 

D. For forensic purposes, you should copy out logs with relevant information, such as the time mat the AP was detected
and the AP\\'s MAC address. 

E. There is no need to locate the AP If the Aruba solution is properly configured to automatically contain it. 

Correct Answer: BD 
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