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QUESTION 1

What is a benefit or using network aliases in ArubaOS firewall policies? 

A. You can associate a reputation score with the network alias to create rules that filler traffic based on reputation rather
than IP. 

B. You can use the aliases to translate client IP addresses to other IP addresses on the other side of the firewall 

C. You can adjust the IP addresses in the aliases, and the rules using those aliases automatically update 

D. You can use the aliases to conceal the true IP addresses of servers from potentially untrusted clients. 

Correct Answer: A 

 

QUESTION 2

Refer to the exhibit. 

How can you use the thumbprint? 

A. Install this thumbprint on management stations to use as two-factor authentication along with manager usernames
and passwords, this will ensure managers connect from valid stations 

B. Copy the thumbprint to other Aruba switches to establish a consistent SSH Key for all switches this will enable
managers to connect to the switches securely with less effort 

C. When you first connect to the switch with SSH from a management station, make sure that the thumbprint matches to
ensure that a man-in-t he-mid die (MITM) attack is not occurring 

D. install this thumbprint on management stations the stations can then authenticate with the thumbprint instead of
admins having to enter usernames and passwords. 

Correct Answer: C 

 

QUESTION 3

From which solution can ClearPass Policy Manager (CPPM) receive detailed information about client device type OS
and status? 

A. ClearPass Onboard 

B. ClearPass Access Tracker 

C. ClearPass OnGuard 
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D. ClearPass Guest 

Correct Answer: C 

 

QUESTION 4

What is symmetric encryption? 

A. It simultaneously creates ciphertext and a same-size MAC. 

B. It any form of encryption mat ensures that thee ciphertext Is the same length as the plaintext. 

C. It uses the same key to encrypt plaintext as to decrypt ciphertext. 

D. It uses a Key that is double the size of the message which it encrypts. 

Correct Answer: C 

 

QUESTION 5

How should admins deal with vulnerabilities that they find in their systems? 

A. They should apply fixes, such as patches, to close the vulnerability before a hacker exploits it. 

B. They should add the vulnerability to their Common Vulnerabilities and Exposures (CVE). 

C. They should classify the vulnerability as malware. a DoS attack or a phishing attack. 

D. They should notify the security team as soon as possible that the network has already been breached. 

Correct Answer: A 

 

QUESTION 6

What is one of the roles of the network access server (NAS) in the AAA framewonx? 

A. It authenticates legitimate users and uses policies to determine which resources each user is allowed to access. 

B. It negotiates with each user\\'s device to determine which EAP method is used for authentication 

C. It enforces access to network services and sends accounting information to the AAA server 

D. It determines which resources authenticated users are allowed to access and monitors each users 

session 

Correct Answer: A 

 

QUESTION 7
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You have been asked to rind logs related to port authentication on an ArubaOS-CX switch for events logged in the past
several hours But. you are having trouble searching through the logs. What is one approach that you can take to find the
relevant logs? 

A. Add the "-C and *-c port-access" options to the "show logging" command. 

B. Configure a logging Tiller for the "port-access" category, and apply that filter globally. 

C. Enable debugging for "portaccess" to move the relevant logs to a buffer. 

D. Specify a logging facility that selects for "port-access" messages. 

Correct Answer: A 

 

QUESTION 8

Refer to the exhibit, which shows the current network topology. 

You are deploying a new wireless solution with an Aruba Mobility Master (MM). Aruba Mobility Controllers (MCs). and
campus APs (CAPs). The solution will Include a WLAN that uses Tunnel for the forwarding mode and Implements
WPA3-Enterprise security. 

What is a guideline for setting up the vlan for wireless devices connected to the WLAN? 

A. Assign the WLAN to a single new VLAN which is dedicated to wireless users 

B. Use wireless user roles to assign the devices to different VLANs in the 100-150 range 

C. Assign the WLAN to a named VLAN which specified 100-150 as the range of IDs. 
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D. Use wireless user roles to assign the devices to a range of new vlan IDs. 

Correct Answer: B 

 

QUESTION 9

What is one way that Control Plane Security (CPsec) enhances security for me network? 

A. It protects wireless clients\\' traffic tunneled between APs and Mobility Controllers, from eavesdropping 

B. It prevents Denial of Service (DoS) attacks against Mobility Controllers\\' (MCs") control plane. 

C. It prevents access from unauthorized IP addresses to critical services, such as SSH on Mobility Controllers (MCs). 

D. It protects management traffic between APs and Mobility Controllers (MCs) from eavesdropping. 

Correct Answer: A 

 

QUESTION 10

You need to deploy an Aruba instant AP where users can physically reach It. What are two recommended options for
enhancing security for management access to the AP? (Select two ) 

A. Disable Its console ports 

B. Place a Tamper Evident Label (TELS) over its console port 

C. Disable the Web Ul. 

D. Configure WPA3-Enterpnse security on the AP 

E. install a CA-signed certificate 

Correct Answer: BE 
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