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QUESTION 1

A company requires AOS-Switches at the campus core. The switches: 

Will act as the default gateways for several campus VLANs Must provide redundancy for their services and tolerate the
loss of a link or an entire switch Must recover from the failure of one of the switches within a second or less 

VRRP and MSTP are proposed to meet these requirements. What is an issue with this proposal? 

A. VRRP provides redundancy against lost links but not a failed switch. 

B. VRRP provides routing redundancy but not default gateway redundancy. 

C. VRRP does not interoperate with MSTP. 

D. VRRP takes longer than a second to fail over. 

Correct Answer: D 

 

QUESTION 2

An administrator configures an ArubaOS-Switch for per -user tunneled node. Which protocols does the switch use to
establish and maintain a connection with the Aruba Mobility Controller (MO? (Select two.) 

A. GRE 

B. SSL 

C. PAPI 

D. IPSec 

Correct Answer: AC 

 

QUESTION 3

An administrator mistakenly configures the wrong VLAN setting on a managed controller\\'s interface. This causes the
controller to lose management access to the Mobility Master (MM). 

Which mechanism will then attempt to restore the previous working configuration on the managed controller? 

A. disaster recovery 

B. auto-rollback 

C. restore config 

D. bulk configuration 

Correct Answer: B 
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QUESTION 4

Which statement is true about the Endpoint Profiler? (Select two.) 

A. The Endpoint Profiler uses DHCP fingerprinting for device categorization. 

B. Data obtained from the Endpoint Profiler can be used in Enforcement Policy. 

C. Endpoint Profiler requires a profiling license. 

D. The Endpoint Profiler requires the Onboard license to be enabled. 

E. The Endpoint Profiler can only categorize laptops and desktops. 

Correct Answer: AB 

 

QUESTION 5

Refer to the exhibit. 

Based on the Attribute configuration shown, which statement accurately describes the status of attribute values? 

A. Only the attribute values of department and memberOf can be used in role mapping policies. 

B. The attribute values of department, title, memberOf, telephoneNumber, and mail are directly applied as ClearPass. 

C. Only the attribute value of company can be used in role mapping policies, not the other attributes. 

D. The attribute values of department and memberOf are directly applied as ClearPass roles. 

E. Only the attribute values of title, telephoneNumber, and mail can be used in role mapping policies. 

Correct Answer: D 
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QUESTION 6

An administrator deploys an AP at a branch office. The branch office has a private WAN circuit that provides
connectivity to a corporate office controller. An Ethernet port on the AP is connected to a network storage device that
contains sensitive information. The administrator is concerned about sending this traffic in clear-text across the private
WAN circuit. 

What can the administrator do to prevent this problem? 

A. Redirect the wired port traffic to an AP-to-controller GRE tunnel. 

B. Convert the campus AP into a RAP. 

C. Enable AP encryption for wired ports. 

D. Enable IPSec encryption on the AP\\'s wired ports. 

Correct Answer: D 

 

QUESTION 7

An administrator configures the MultiZone feature for a company network, where a mobility cluster is the primary zone
and a standalone controller in the company\\'s DMZ represents a secondary data zone. The administrator configures
two AP Groups and respective VAPs for the zones on the Mobility Master (MM) in the primary zone. When the APs boot
up and establish connections to both zones, the administrator notices that no data connections are established to the
data zone. 

What must the administrator do to fix this problem? 

A. Configure the same AP Groups and VAPs on the standalone controller, and associate the MultiZone APs to both
groups. 

B. Configure the same AP Group in the data zone as it is in the primary zone, and configure the VAPs in the data zone. 

C. Have the MultiZone APs initially boot from the standalone controller in the data zone. 

D. Create different AP groups and VAPs on the Mobility Master and standalone controllers, and associate the MultiZone
APs to both groups. 

Correct Answer: D 

 

QUESTION 8

What are Operator Profiles used for? 

A. to enforce role based access control for Aruba Controllers 

B. to enforce role based access control for ClearPass Policy Manager admin users 

C. to enforce role based access control for ClearPass Guest Admin users 

D. to assign ClearPass roles to guest users 
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E. to map AD attributes to admin privilege levels in ClearPass Guest 

Correct Answer: C 

 

QUESTION 9

Which protocol do Mobility Controllers (MCs) use to detect a failed Mobility Master (MM)? 

A. VRRP 

B. SNMP 

C. PAPI 

D. IPSec 

Correct Answer: B 

 

QUESTION 10

A university wants to deploy ClearPass with the Guest module. They have two types of users that need to use web login
authentication. The first type of users are students whose accounts are in an Active Directory server. The second type
of users are friends of students who need to self-register to access the network. 

How should the service be setup in the Policy Manager for this Network? 

A. Guest User Repository and Active Directory server both as authentication sources 

B. Active Directory server as the authentication source, and Guest User Repository as the authorization source 

C. Guest User Repository as the authentication source, and Guest User Repository and Active Directory server as
authorization sources 

D. Either the Guest User Repository or Active Directory server should be the single authentication source 

E. Guest User Repository as the authentication source and the Active Directory server as the authorization source 

Correct Answer: A 
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