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QUESTION 1

What is a requirement for the Dashboard > Traffic Analysis window on the Aruba Mobility Master (MM) to show data? 

A. Airmatch and ClientMatch must be enabled. 

B. The solution must have active PEFNG licenses. 

C. Firewall policies must include application filtering rules. 

D. WLANs must use the decrypt-tunnel forwarding option. 

Correct Answer: B 

 

QUESTION 2

A network administrator wants to assign an authentication server group to the WPA2-Enterprise WLAN. Which profile
should the administrator modify? 

A. Virtual AP 

B. SSID 

C. AAA 

D. L2 Authentication 

Correct Answer: C 

 

QUESTION 3

If the decrypt-tunnel forwarding mode is selected in an employee WLAN, where is the user traffic decrypted? 

A. at the switch 

B. at the AP 

C. at the controller 

D. at the RADIUS server 

Correct Answer: B 

 

QUESTION 4

A company wants to provide wireless access for visitors with their Aruba solution. Which configuration feature enables
the guest to access the wireless network without authentication? 

A. use of internal captive portal with email registration 
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B. addition of custom rules to control access for unauthenticated guests 

C. use of internal captive portal with authentication 

D. redirection of guests to an external captive portal that provides encryption services 

Correct Answer: B 

 

QUESTION 5

Which improvement does ArubaOS 8 offer for the Client Match feature? 

A. It checks the compliance posture for Bring Your Own Device (BYOD) endpoints to improve security. 

B. It enables the application of unique CM rules for specific client types. 

C. It checks client behavior against a wider array of rules to detect more DoS attacks and intrusion attempts. 

D. It offloads client load balancing decisions to local controllers. 

Correct Answer: D 

 

QUESTION 6

Which IEEE standard provides the highest transmission rates in the 2.4GHz frequency band? 

A. 802.11a 

B. 802.11ac 

C. 802.11g 

D. 802.11n 

Correct Answer: D 

 

QUESTION 7

How can network administrator provide high availability for APs deployed in an Aruba Mobility Master (MM)-based
architecture? 

A. Establish clusters of Mobility Controllers (MCs). 

B. Configure MM to provide backup AP tunnel termination in case of controller failure. 

C. Deploy all licenses locally yo APs, so that they can continue to function if they lose contact with their controller. 

D. Configure APs to convert to controller-less Instant AP mode during controller failure. 

Correct Answer: A 
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QUESTION 8

A network administrator wants to implement MAC filtering for the wireless network of a local financial firm to ensure that
only employees can access the wireless network. What is a potential weakness of this solution? 

A. MAC filters cannot be applied with WPA2 encryption. 

B. Authorized MAC addresses are visible in plaintext in the air and can be easily spoofed. 

C. Many popular clients do not have the capability to connect to WLANs that use MAC filters. 

D. MAC filters offer no protection against authorized users who try to connect unauthorized devices. 

Correct Answer: B 

 

QUESTION 9

Which pre-defined role allows DHCP, DNS, and internal captive portal redirection for a guest WLAN? 

A. exam_guest-guest-logon 

B. authorized 

C. guest-logon 

D. guest 

Correct Answer: C 

 

QUESTION 10

Refer to the exhibit. 

Based on the exhibit, what is the maximum number of APs that this Mobility Master (MM) solution can support? 

A. 0 

B. 1 
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C. 32 

D. 500 

Correct Answer: C 

 

QUESTION 11

What is a reason for a company to choose to deploy an Aruba 7024 Mobility Controller (MC) rather than an Aruba 7010
MC? 

A. to support 802.11ac Aps rather than only 802.11n APs 

B. to support more wireless users 

C. to support more POE devices directly connected to the MC 

D. to support a faster firewall throughput rate 

Correct Answer: C 

 

QUESTION 12

A company has an Aruba Mobility Master (MM)-based solution. Where can network administrators look to monitor the
health status of all controllers, APs, and clients? 

A. the top banner 

B. the MM Maintenance pages 

C. the Performance dashboard 

D. the Potential Issues dashboard 

Correct Answer: A 

 

QUESTION 13

Which task can an Aruba Air Monitor (AM) perform? 

A. Analyze wireless traffic patterns at the application level. 

B. Optimize RF through the AP channel and transmit power plans. 

C. Analyze RF signals to determine the cause of non-802.11 interference. 

D. Help to detect rogue APs in the environment. 

Correct Answer: D 
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QUESTION 14

A company currently uses Instant APs (IAPs), all managed by a virtual controller. The company expects to double in
size without the next 18 months. The network manager wants to purchase additional APs to service the increased traffic
load. The network manager also wants to deploy a Mobility Controller (MC) to manage all APs. How should the network
administrator adapt the current IAPs to a controlled architecture? 

A. Manage both the MCs and IAP clusters with Aruba Central. 

B. Configure the IAPs to establish CPSec tunnels to the new MCs. 

C. Manage both the MCs and IAP clusters with a Mobility Master (MM). 

D. Convert the IAPs to Campus APs controlled by the new MCs. 

Correct Answer: D 

 

QUESTION 15

Refer to the exhibits. Exhibit 1 
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Exhibit 2 
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An Aruba solution supports a WLAN that uses WPA2-Enterprise security. Exhibit 1 shows the AAA policy for the WLAN.
Users are supposed to be assigned to different roles after authentication. Network administrators test a connection with
the employee user account. Exhibit 2 shows the status for the client after this test. What is a possible reason for the
issue shown in Exhibit 2? 

A. The shared key configured for the ClearPass server is incorrect. 

B. The RADIUS server is not correctly set up to send a user role for the employee account. 

C. MAC authentication is enabled on the WLAN, and the test device does not have an authorized address. 

D. The administrators entered the wrong password for the employee account. 

Correct Answer: B 
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