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QUESTION 1

Which type of authentication request is sent from the NAD to ClearPass during guest web authentication? 

A. HTTPS 

B. HTTP 

C. RADIUS Guest-Access 

D. WebAuth Request 

E. RADIUS Access-Request 

Correct Answer: A 

 

QUESTION 2

In which stage of the Onboard process is the device dotlx supplicant configured? 

A. Provisioning 

B. Pre-provisioning 

C. Authentication 

D. Authorization 

E. EAP authentication 

Correct Answer: C 

 

QUESTION 3

An organization wants to have employees connect their own personal devices securely to the WLAN. Which ClearPass
feature can be used to accomplish this? 

A. Enforcement 

B. Guest 

C. Profiling 

D. Onboarding 

E. Guest withself-registration 

Correct Answer: D 

Reference: http://www.arubanetworks.com/pdf/solutions/CS_ConsulateHealthCare.pdf 
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QUESTION 4

ClearPass Onboard uses which type of WLAN security once the user has authenticated and onboarded the client? 

A. EAP-PEAP 

B. EAP-RADIUS 

C. SSL 

D. EAP-LEAP E. EAP-TLS 

Correct Answer: E 

 

QUESTION 5

Which agents are valid Posture agents used by the ClearPass Policy Manager? (Select three.) 

A. OnGuard persistent agent 

B. Microsoft AD 

C. OnGuard dissolvable agent 

D. Cisco Trust Agent 

E. Microsoft NAP 

Correct Answer: ACE 

 

QUESTION 6

Which options are parts of the features in the ClearPass Policy Manager module? (Choose three.) 

A. Context-based Policy Engine 

B. Endpoint Context Reporting 

C. Authentication Source Management 

D. Guest Account Management 

E. Enforcement Policies and Logic 

Correct Answer: ABE 

 

QUESTION 7

Which ClearPass feature is used for endpoint compliance and client health status? 
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A. Posture 

B. Onboard 

C. Profiling 

D. Captive Portal 

E. RADIUS COA 

Correct Answer: B 

 

QUESTION 8

A customer wants to use the OS information of devices in the Enforcement policy. Which source should be added as an
authorization source? 

A. OnGuard Repository 

B. Guest User Repository 

C. Local User Repository 

D. Endpoints Repository 

E. Active Directory 

Correct Answer: D 

 

QUESTION 9

Refer to the exhibit. 
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A user has enabled `department\\' and `memberOf\\' as roles. What is the direct effect of the user\\'s action? 

A. The user\\'s authentication will be rejected if the user does not have an admin user group membership in AD. 

B. The user\\'s memberOf attribute is sent back to the controller as a firewall role. 

C. The user\\'s department and group membership will be seen in the Access tracker roles section. 

D. The user\\'s authentication will be rejected if the user does nothave a department attribute in AD. 

E. The user\\'s department is sent back to the controller as a firewall role. 

Correct Answer: A 

 

QUESTION 10

How can Enforcement Policy rules be evaluated? (Choose two.) 

A. It is checked top down, as configured in the rules tab. 

B. All rules are checked, and all matches are used. 

C. If no rules match, the request is rejected. 

D. It is checked bottom up, as configured in the rules tab. 

E. All rules are checked, and the best match is used. 

Correct Answer: AC 
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QUESTION 11

Which Authorization Source supports device profile enforcement? 

A. Local User Repository 

B. OnGuard Repository 

C. Endpoints Repository 

D. Guest User Repository 

Correct Answer: A 

 

QUESTION 12

Which ClearPass posture token indicates that while the client is compliant, there is an available update for the client? 

A. Healthy 

B. Checkup 

C. Unknown 

D. Remediate 

E. Infected 

Correct Answer: B 

 

QUESTION 13

Which device verifies the Server certificate during the Over the air provisioning process? 

A. Aruba Controller 

B. Active Directory 

C. ClearPass Onboard 

D. Client 

E. ClearPass Policy Manager 

Correct Answer: E 

 

QUESTION 14

What does a client need for it to perform EAP-TLS successfully? (Select two.) 
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A. Username and Password 

B. Server Certificate 

C. Pre-shared key 

D. Certificate Authority 

E. Client Certificate 

Correct Answer: BE 

Reference: https://community.arubanetworks.com/t5/AAA-NAC-Guest-Access-BYOD/Binary-comparison-in- EAP-
TLSAuthentication/ta-p/257857 https://community.arubanetworks.com/t5/AAA-NAC-Guest-Access-BYOD/Binary-
comparison-in- EAP-TLSAuthentication/ta-p/257857 

 

QUESTION 15

Which options support DHCP profiling for devices in a network? (Choose two.) 

A. configuring ClearPass as a DHCP relay for the client 

B. enabling the DHCP server to profile endpoints and forward meta-data to ClearPass 

C. enabling DHCP relay on our network access devices so DHCP requests are forwarded to ClearPass 

D. enabling the DHCP server to forward DHCP traffic to ClearPass 

E. DHCP profiling is enabled on ClearPass by default; configuration of the network access devices is not necessary 

Correct Answer: AC 
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