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QUESTION 1

Refer to the exhibits. Exhibit 1. 

Exhibit 2. 
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The exhibits show the current operational state for routes on Switch-3 to send all traffic to 172.16.0.0/16 through
Switch-2 during normal operation. 

Which single configuration change creates the desired behavior? 

A. Set a cost of 100 in the redistribute static command on Switch-2 to change the external LSA metric. 
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B. Change the OSPF external metric type to 1 on Switch-1, and set a cost of 100 on Switch-3 VLAN 104. 

C. Change the OSPF external metric type to 1 on Switch-1, and set a cost of 100 on Switch-3 VLAN 108. 

D. Set a cost of 100 in the redistribute static command on Switch-1 to change the external LSA metric. 

Correct Answer: D 

 

QUESTION 2

Refer to the exhibits. Exhibit 1 Exhibit 2 

A company does not require authentication for security, but AOS-Switches are set up to use local MAC authentication
(LMA) to assign the correct VLAN and priority to IP phones. IP phones and computers belong to different VLANs. Each
device is supposed to connect to a specific port, but sometimes users connect their devices to the wrong ports and
cannot receive access without help from IT. 

How can a network administrator configure the switches to eliminate this issue? 

A. Set the address limit to 2 on the switch ports that apply LMA. 
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B. Create a user role that applies the user VLAN, and set this role as the initial role. 

C. Add the MAC addresses for computers to the myPhones MAC group. 

D. Apply LMA to all edge switch ports, and set the unauth VLAN to the user VLAN. 

Correct Answer: C 

 

QUESTION 3

A network administrator plans to apply DSCP 46 to all traffic on a port. What is required for this configuration to work? 

A. The port has trust set to default. 

B. A DSCP map that sets 46 to a priority value. 

C. The port has trust set to DSCP. 

D. A QoS policy selects traffic with DSCP 46. 

Correct Answer: C 

 

 

QUESTION 4

Refer to the exhibit. 
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The access layer AOS-Switches currently run DHCP snooping on VLAN 2 and connection rate filtering on edge ports.
They are at default settings for ARP protection. A network administrator then enters these commands on each of the
access layer switches: 

Switch(config)# arp-protect vlan 2 Switch(config)# arp-protect 

Which behavior accurse? 

A. The switches will forward legitimate traffic and prevent ARP poisoning attacks, but interfere with connection rate
filtering. 

B. The switches can now prevent ARP poisoning attacks and do not interfere with legitimate communications. 

C. The switches can prevent ARP poisoning attacks, but legitimate communications with VLAN 2 could also be
disrupted. 

D. The switches will not apply ARP protection due to interference from DHCP snooping, so the commands have no
effect on current behavior. 

Correct Answer: B 

 

QUESTION 5

What is a reason to create a virtual link between two OSPF routers? 

A. to permit OSPF to operate between two routers that also run VRRP 

B. to create a connection between two areas that are not directly connected to Area 0 

C. to permit an OSPF adjacency between two VSF fabrics 

D. to monitor connectivity with the neighbor, but not exchange the routing table 

Correct Answer: B 

 

QUESTION 6

Refer to the exhibit. 

AOS-Switches will enforce 802.1X authentication on edge ports. The company has two RADIUS servers, which are
meant to provide redundancy and load sharing of requests. The exhibit shows the planned RADIUS setting to deploy to
the switches. 

Which adjustment to the plan should administrators make in order to meet the customers\\' requirements? 

A. Remove the dynamic authorization setting for both RADIUS servers. 
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B. Specify a different RADIUS dynamic authorization port for each of the RADIUS servers. 

C. Specify one server on half of the switches and the other server on the other half of the switches. 

D. Change the order in which the RADIUS servers are specified on half of the switches. 

Correct Answer: D 

 

QUESTION 7

Refer to the exhibits: Exhibit 1 

Exhibit 2 A network administrator at a university notices high utilization on links between the access layer and core. The
output shown in the exhibit is characteristic of samples taken several times an hour during congestion. The
administrator suspects file sharing and other unauthorized traffic, and decides to use an ACL to permit only HTTP,
HTTPS, and a few other authorized types of traffic. 
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How can the administrator apply the ACL to address both the security and the congestion problem? 

A. as an inbound PACL on the link aggregations on the access switches 

B. as an inbound VACL on the student VLAN on Switch-1 

C. as an inbound PACL on the link aggregations on Switch-1 

D. as an inbound VACL on the student VLAN on the access switches 

Correct Answer: D 

 

QUESTION 8

Refer to the exhibits. Exhibit 1 
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Exhibit 2 Switch-1 has a power issue that causes it to fail. When Switch-1 comes back up, endpoints lose connectivity
for a few minutes. The network administrator decides to enter this command on Switch-1: 
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Switch-1 (config)# vlan 10 vrrp vrid 10 preempt-delay-time 120 

Exhibit 2 shows the VRRP configuration just after the change. What is the effect of this change? 

A. Switch-1 and Switch-2 both become Master in their own VRRP virtual router due to the delay timer mismatch. The
mismatch must be fixed. 

B. Switch-1 now waits to take over as Master if it fails and recovers. This should prevent the connectivity issue from
occurring again. 

C. Switch-1 experiences an internal error in the VRRP process. This error causes Switch-2 to take over as Master for
VLAN 2. 

D. Switch-1 continues to act as it did before the preempt delay time was set. Administrators must plan additional
changes to fix the issue. 

Correct Answer: C 

 

QUESTION 9
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A network administrator needs to create a QoS policy on an AOS-Switch. What is one component that the administrator
must create before the policy? 

A. an extended IPv4 ACL 

B. a traffic behavior 

C. an extended MAC ACL 

D. a traffic class 

Correct Answer: D 

 

QUESTION 10

Network administrators need to configure a BGP neighbor on an AOS-Switch. What defines the neighbor as an iBGP
neighbor? 

A. It has BGP synchronization enabled. 

B. It has an AS number in the range of 64512 to 64535. 

C. Its update source is set to a private company IP address. 

D. Its remote-AS is the same as the AOS-Switch BGP AS. 

Correct Answer: D 

 

QUESTION 11

Refer to the exhibit. 
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Why are these switches unable to achieve adjacency? 

A. Switch-1 and Switch-2 use different area types for Area 1. 

B. Switch-2 does not support every area that Switch-1 does. 

C. The area range is incorrect on Switch-1 and missing on Switch-2. 

D. They have the same priority and cannot elect a Designated Router (DR). 

Correct Answer: A 
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QUESTION 12

Refer to the exhibit. 

A network administrator wants to prevent endpoints from spoofing the MAC address of the VLAN 2 default gateway.
What should the administrator configure on Switch-1? 

A. MAC lockdown of the default gateway MAC address on ports 1-20 

B. MAC lockdown of the default gateway MAC address on trk1 

C. default gateway MAC address as a port security authorized address on trk1 

D. default gateway MAC address as a port security authorized address on ports 1-20 
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Correct Answer: B 

 

QUESTION 13

A company has AOS-Switches deployed at sites with inexperienced IT staff. The main office network administrators
want to track if configurations change on branch switches. 

What should be set up for this purpose? 

A. an SNMP trap 

B. an RMON alarm 

C. an IP SLA profile 

D. an auto-config server 

Correct Answer: A 

Reference: http://h22208.www2.hpe.com/eginfolib/networking/docs/switches/K-KA-
KB/15-18/59988160_ssw_mcg/content/ch06s10.html 

 

QUESTION 14

Refer to the exhibits. 

Exhibit 1 

Exhibit 2 
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In the exhibits, VLAN 20 under a device name indicates that the device is configured with that VLAN. The exhibits also
indicate whether VLAN 20 is statically configured on each link, either as an untagged or a tagged VLAN. If the link has
no label, VLAN 20 is not statically configured on that link. 

A network administrator needs to deploy AOS-Switches at the access layer. They enforce 802.1X on edge ports. In the
exhibits, Switch-1 represents the access layer switches. The plan calls for users to be dynamically assigned to VLAN 20
or VLAN 30, based on identity. If the RADIUS server authorizes the user but does not assign a VLAN, the user should
be assigned to VLAN 30. Switch-2 is the default router for the user VLANs. 

Which exhibit shows the correct plan for VLAN 20 in the wired infrastructure? 

A. A 

B. B 

C. C 

D. D 

Correct Answer: C 

 

QUESTION 15

A network administrator applies port security to a port with the send-alarm action. 

What does the switch do if it detects traffic from an unauthorized MAC address on the port? 

A. It disables the port, but sends no SNMP trap. 

B. It forwards the traffic, and it logs an event. 

C. It blocks the traffic, but sends no SNMP trap. 

D. It blocks the traffic, and it sends an SNMP trap. 

Correct Answer: A 
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