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QUESTION 1

Which task can an Aruba Spectrum Monitor (SM) perform? 

A. Analyze wireless traffic patterns at the application level. 

B. Optimize RF through the AP channel and transmit power plans. 

C. Analyze RF signals to determine the cause of non-802.11 interference. 

D. Help to detect rogue APs in the environment. 

Correct Answer: C 

 

QUESTION 2

Refer to the exhibit. 

A company has a Mobility Master (MM)-based solution with a guest WLAN. During the captive portal 

redirection, users who access a non-HTTPS Website see the error shown in the exhibit. 

How can a network administrator prevent this error? 

A. Enable automatic CPSec certificate deployment. 

B. Replace the default Mobility Master certificate with a certificate that has the correct hostname. 

C. Replace the default server certificate for mobility controllers with a certificate signed by a trusted CA. 

D. Reconfigure the guest WLAN to use EAP methods that rely on passwords rather than certificates. 
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Correct Answer: C 

 

QUESTION 3

Refer to the exhibit. 

Based on the exhibit, what is the maximum number of APs that this Mobility Master (MM) solution can support? 

A. 0 

B. 1 

C. 32 

D. 500 

Correct Answer: C 

 

QUESTION 4

A network administrator reduces an AP radio transmit power from 18 dBm to 15 dBm. This is a loss of 3 

dBms. 

What is the current power as a percentage of the original power? 

A. 10% 

B. 33% 

C. 50% 

D. 83% 

Correct Answer: C 

 

QUESTION 5

An AP operates on channel 6. Which device causes the most significant and consistent interference with the signal? 
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A. cellular phone 

B. weather radar 

C. wireless security camera operating on channel 8 

D. AP operating on channel 11 

Correct Answer: C 

 

QUESTION 6

How does a high-gain omni-directional antenna compare to a typical omni-directional antenna? 

A. it provides more multi-user spatial streams. 

B. it provides more coverage in the horizontal direction than in the vertical direction. 

C. it provides more single-user spatial streams. 

D. it provides more coverage in both the horizontal and vertical directions. 

Correct Answer: B 

 

QUESTION 7

A company has an Aruba Mobility Master (MM)-based solution. A network administrator wants to collect and analyze
information about clients and access points (APs) over extended periods of time. 

What should the administrator do to achieve this goal? 

A. Add Aruba AirWave to the solution. 

B. Run a Traffic Analysis report on the MM. 

C. Make sure that MM has sufficient AppRF licenses. 

D. Enable archival from the MM interface Maintenance windows. 

Correct Answer: A 

 

QUESTION 8

When an Aruba solution uses AirMatch, which device generates the channel and power plan for an AP? 

A. the AirWave Management Platform 

B. the Mobility Master (MM) 

C. the Mobility Controller (MC) for the AP 
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D. the AP itself 

Correct Answer: B 

 

QUESTION 9

A company has an Aruba Mobility Master (MM)-based solution. Where can a network administrator look to find a list of
alerts about a variety of issues on the MM or managed devices? 

A. the Potential Issues dashboard 

B. the top banner 

C. the MM Maintenance pages 

D. the Performance dashboard 

Correct Answer: B 

 

QUESTION 10

What is an advantage for a network administrator to use AirWave over a Mobility Master (MM)? 

A. ability to gather and analyze historical user data, and monitor client association and network usage trends 

B. scans wireless client settings and brings those settings in compliance with corporate security policies. 

C. ability to monitor and manage a Mobility Controller (MC) to configure the WLAN 

D. provides realtime firewall hits for client network troubleshooting 

Correct Answer: A 

 

QUESTION 11

Refer to the exhibits. Exhibit 1 
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Exhibit 2 
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An Aruba solution supports a WLAN that uses WPA2-Enterprise security. Exhibit 1 shows the AAA policy for the WLAN.
Users are supposed to be assigned to different roles after authentication. Network administrators test a connection with
the employee user account. Exhibit 2 shows the status for the client after this test. 

What is a possible reason for the issue shown in Exhibit 2? 

A. The shared key configured for the ClearPass server is incorrect. 

B. The RADIUS server is not correctly set up to send a user role for the employee account. 

C. MAC authentication is enabled on the WLAN, and the test device does not have an authorized address. 

D. The administrators entered the wrong password for the employee account. 

Correct Answer: B 

 

QUESTION 12

A network administrator wants to implement MAC filtering for the wireless network of a local financial firm to ensure that
only employees can access the wireless network. What is a potential weakness of this solution? 

A. MAC filters cannot be applied with WPA2 encryption. 

B. Authorized MAC addresses are visible in plaintext in the air and can be easily spoofed. 

C. Many popular clients do not have the capability to connect to WLANs that use MAC filters. 

D. MAC filters offer no protection against authorized users who try to connect unauthorized devices. 

Correct Answer: B 

 

QUESTION 13

What is one difference between an Aruba firewall access controle rule and an application rule? 

A. An application rule cannot use the packet source and destination IP addresses as part of its match criteria. 

B. An access rule can filter non-IP traffic, as well as IPv4 and IPv6 traffic. 

C. An access rule cannot apply different actions to different types of traffic sent to the same destination. 

D. An application rule can filter traffic at a higher layer beyond the TCP or UDP port. 

Correct Answer: D 

 

QUESTION 14

What is one networking setting that a network administrator can configure for roles in an Aruba solution? 

A. DHCP pool 
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B. ClientMatch rules 

C. source NAT 

D. bandwidth limit 

Correct Answer: D 

 

QUESTION 15

A network administrator configures an Aruba Mobility Master (MM)-based solution to provide wireless access to
employees. The solution must meet these criteria: 

Authenticate users to a network RADIUS server 

Enforce different Aruba firewall rules based on the user department 

How can the administrator meet these criteria in the simplest way? 

A. Have the RADIUS server assign users in different departments to different VLANs. Apply firewall policies based on IP
ranges. 

B. Have the RADIUS server send different roles for users in different departments. Apply role-based firewall policies. 

C. Create multiple zones on the MM. Assign different departments and sets of firewall policies to different zones. 

D. Create a different WLAN and SSID for each department. Apply different firewall policies to each WLAN. 

Correct Answer: B 
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