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QUESTION 1

The company has a DMZ with an application server where customers can upload and access their product orders. The
security admin wants to know how you configure IntroSpect to monitor this server. Should this be part of your plan? (List
the IP subnet of the DMZ as "External" under the Main Menu > Analytics>Global Config>so that alerts for the server will
show up as IN-to-OUT traffic.) 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 2

During a discovery at a large company, the customer asks if they can run IntroSpect on a segment of the network and
only monitor a small group of users and servers as a trial. As their IT staff becomes familiar with the analytics, they want
to expand the installation to the entire enterprise. Would this be a valid option for the customer? (It is easy to support
growth with the Scale-out Analyzer appliance, as Analyzer Nodes may be added over time to support the larger demand
from the full environment.) 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 3

While discussing network security with an associate, the associate asks why a company would need internal monitoring
when they have firewalls and Wireless Intrusion Protection configured. Is this an appropriate response? (You point out
that while these security measures are required, there are other attack vectors in a network that are simply not protected
by these.) 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 4

Refer to the exhibit. 
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You have been assigned a task to monitor, analyze, and find those entities who are trying to access internal resources
without having valid user credentials. You are creating an AD-based use case to look for this activity. Could you use this
entity type to accomplish this? (Source Host.) 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 5

You have been asked to provide a Bill of Materials (BoM) for a mature small business with two sites. The IT Director
prefers all hardware to be on-premise but is open to cloud-based solution. In conversations with the IT staff, you
determine that the main site has approximately 550 network devices and 400 users. All users are in Active Directory.
Eighty of the users use a Pulse Secure VPN to work remotely. 

The second site is a warehouse operation with approximately 40 users and another 10 users that use Pulse Secure
VPN. All wireless is using Aruba Networks Instant APs. There are Active Directory servers at both sites. All logs are
currently being gathered into Splunk. The team feels that they can properly monitor the corporate site network with a
single tap port on a central switch at the main office. There will be a network tap at the remote site. 

Is this a suggestion you would make to the customer? (The customer should purchase the Scale-Out option for their
data center, with a Packet Processor at the remote site.) 

A. Yes 

B. No 
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Correct Answer: B 

 

QUESTION 6

An admin is evaluating entity activity alerts for large internal downloads, excessive host access, accessing hosts with
SSH, and host and port scans. Is this a correct reason for these types of alerts? (a malware seeking command and
control.) 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 7

While investigating alerts you notice an entity has triggered a peer alert for visiting recruiting websites. Two days later
the same user accessed the office for the first time in the late evening. You also noticed that they downloaded more
data than their peers through the VPN session. Based on these conditions, is this a possible cause? (This user has just
become a flight risk, and is now sending data off the network to use in their next job.) 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 8

In a meeting with a customer that runs a fully automated manufacturing facility that is connected to the business and
corporate offices, the operations manager asks why they need IntroSpect to monitor the manufacturing network. Is this
a reason they should monitor the manufacturing network security? (Because the controllers and sensors do not store
customer data or corporate intellectual property, even if the automation network was to be breached it would not expose
anything valuable.) 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 9

Arube IntroSpect establishes different types of baselines to perform user or device behavior analysis. Is this a correct
description of a baseline that IntroSpect establishes? (Individual history baseline: this typically takes 10 to 14 days to
establish a "steady state" that can be used.) 

A. Yes 
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B. No 

Correct Answer: A 

 

QUESTION 10

You were called into a customer site to do an evaluation of installing IntroSpect for a small business. During the
discovery process, the customer asks you to explain when they would need to deploy a Packet Processor. Does this
explain the function of the Packet Processor? (The packet Processor helps if they are using the analyzer deployed in
the cloud by forwarding log data over HTTPS.) 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 11

Your company has found some suspicious conversations for some internal users. The security team suspects those
users are communicating with entities in other countries. You have been assigned the task of identifying those users
who are either uploading or downloading files from servers in other countries. Is this the best way to visualize
conversations of suspected users in this scenario? (Visualizing conversation graphs.) 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 12

You are an administrator who made a few configuration changes in the IntroSpect Packet Processor, and a restart is
required after those changes. Is this a valid method to restart the Packet Processor? (SSH into the Packet Processor,
and log in as "admin" and issue the command #> shutdown -s now.) 

A. Yes 

B. No 

Correct Answer: A 

 

 

QUESTION 13

While investigating alerts in the Analyzer you notice a host desktop with a low risk score has been sending regular
emails from an internal account to the same external account. Upon investigation you see that the emails all have
attachments. Would this be correct assessment of the situation? (Your next step should be to find what user account
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logs into this desktop, and look at activity of their devices this user has access to.) 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 14

An administrator scheduled a maintenance window for upgrading an IntroSpect system. Is this a true statement about
upgrading the IntroSpect system? (All Packer Processors should be upgraded first, then the IntroSpect Analyzer should
be upgraded.) 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 15

While investigating alerts you notice an entity has triggered a peer alert for visiting recruiting websites. Two days later
the same user accessed the office for the first time in the late evening. You also noticed that they downloaded more
data than their peers through the VPN session. Based on these conditions, is this a possible cause? (The user\\'s
account could have been compromised and is now being used by an attacker to exfiltrate company information.) 

A. Yes 

B. No 

Correct Answer: B 
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