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QUESTION 1

You work as the Network Administrator for XYZ CORP. The company has a Unix-based network. You want to query an
image root device and RAM disk size. 

Which of the following Unix commands can you use to accomplish the task? 

A. rdev 

B. rdump 

C. setfdprm 

D. mount 

Correct Answer: A 

The rdev commad is usedto query/set an image root device, RAM disk size, or video mode. If a user executes the rdev
commands with no arguments, it outputs a /etc/mtab line for the current root file system. The command syntax of the
rdev 

command is as follows: rdev [ -Rrvh ] [ -ooffset ] [ image [ value [ offset ] ] ] 

Answer: B is incorrect. In Unix, the rdump command is used to back up an ext2 filesystem. 

Answer: D is incorrect. In Unix, the mount command is used to mount a filesystem. 

Answer: C is incorrect. In Unix, the setfdprm command sets floppy drive parameters. 

 

QUESTION 2

DRAG DROP 

You work as a Network Administrator for Hail International. The company has a Windows Server 2008 network
environment. The network is configured as a Windows Active Directory-based single forest single domain network. The
company\\'s headquarters is located at Los Angeles. The company has branch offices in San Jose, Oakland, and San
Francisco. All branch offices are connected to the headquarters by using T1 leased lines. The fragment of the
company\\'s network is shown below: 
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The routers are used to connect to the T1 lines to configure the private network. Each router at each location is a server
that is running Microsoft Windows Server 2008. The management of the company wants to secure the WAN
communication between the offices. The solution provided by you must not be expensive. 

Choose and place the correct actions required to configure the necessary components of the network in order to
accomplish the task. 

Select and Place: 

Correct Answer: 
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In order to accomplish the task, you will have to configure the routers at all locations to use IPSec in tunnel mode.
Tunnel mode protects the WAN traffic. If you configure IPSec on routers, no security for the WAN communication is
required on other servers and workstations. 

 

QUESTION 3

You work as a Network Administrator for XYZ CORP. The company has a TCP/IP-based network environment. The
network contains Cisco switches and a Cisco router. A user is unable to access the Internet from Host B. You also verify
that Host B is not able to connect to other resources on the network. The IP configuration of Host B is shown below:
Which of the following is the most likely cause of the issue? 
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A. An incorrect subnet mask is configured on Host B. 

B. The IP address of Host B is not from the correct IP address range of the network. 

C. There is an IP address conflict on the network. 

D. An incorrect default gateway is configured on Host B. 

Correct Answer: A 

According to the network diagram, the IP address range used on the network is from the class C private address range.
The class C IP address uses the following default subnet mask: 255.255.255.0 The question specifies that the subnet
mask used in Host B is 255.255.0.0, which is an incorrect subnet mask. 

 

QUESTION 4

Which of the following statements about the /etc/profile file are true? 

A. It allows a system administrator to create a default home directory for all new users on a computer. 

B. A user can change the settings of the /etc/profile file, but he cannot delete the file. It can only be deleted by the root
user. 

C. It can change the default umask value. 

D. It is used to configure and control system-wide default variables. 

Correct Answer: CD 

The /etc/profile file is used to configure and control system-wide default variables. It performs many operations, some of
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which are as follows: 

Exporting variables Setting the umask value 

Sending mail messages to indicate that new mail has arrived 

Exporting variables Setting the umask value 

Sending mail messages to indicate that new mail has arrived 

Only the root user can configure and change the /etc/profile file for all users on the system. 

Answer: A is incorrect. The /etc/skel file allows a system administrator to create a default home directory for all new
users on a computer or network and thus to make certain that all users begin with the same settings. When a new
account is 

created with a home directory, the entire contents of /etc/skel are copied into the new home directory location. The
home directory and its entire contents are then set to the new account\\'s UID and GID, making the new user owner of
the initial 

files. The system administrator can create files in /etc/skel that will provide a nice default environment for users. For
example, he might create a /etc/skel/.profile that sets the PATH environment variable for new users. 

Answer: B is incorrect. Only the root user can change the settings of the /etc/profile file. 

 

QUESTION 5

In which of the following CAATs (Computer Assisted Auditing Techniques) does an auditor perform tests on computer
files and databases? 

A. Parallel Simulation 

B. Generalized Audit Software (GAS) 

C. Test Data 

D. Custom Audit Software (CAS) 

Correct Answer: B 

CAATs (Computer Assisted Auditing Techniques) are used to test application controls as well as perform substantive
tests on sample items. Following are the types of CAATs: 

Generalized Audit Software (GAS): It allows the auditor to perform tests on computer files and databases. 

Custom Audit Software (CAS): It is generally written by auditors for specific audit tasks. CAS is necessary when the
organization\\'s computer system is not compatible with the auditor\\'s GAS or when the auditor wants to conduct some
testing 

that may not be possible with the GAS. 

Test Data: The auditor uses test data for testing the application controls in the client\\'s computer programs. The auditor
includes simulated valid and invalid test data, used to test the accuracy of the computer system\\'s operations. This 

technique can be used to check data validation controls and error detection routines, processing logic controls, and
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arithmetic calculations, to name a few. 

Parallel Simulation: The auditor must construct a computer simulation that mimics the client\\'s production programs. 

Integrated TestFacility: The auditor enters test data along with actual data in a normal application run. 

 

QUESTION 6

Which of the following statements about system hardening are true? (Choose two) 

A. It is used for securing the computer hardware. 

B. It can be achieved by installing service packs and security updates on a regular basis. 

C. It can be achieved by locking the computer room. 

D. It is used for securing an operating system. 

Correct Answer: BD 

System hardening is a term used for securing an operating system. It can be achieved by installing the latest service
packs, removing unused protocols and services, and limiting the number of users with administrative privileges. 

 

QUESTION 7

Which of the following statements are true about SSIDs? 

A. Configuring the same SSID as that of the other Wireless Access Points (WAPs) of other networks will create a
conflict. 

B. SSIDs are case insensitive text strings and have a maximum length of 64 characters. 

C. All wireless devices on a wireless network must have the same SSID in order to communicate with each other. 

D. SSID is used to identify a wireless network. 

Correct Answer: ACD 

SSID stands for Service SetIdentifier. It is used to identify a wireless network. SSIDs are case sensitive text strings and
have a maximum length of 32 characters. All wireless devices on a wireless network must have the same SSID in order
to communicate with each other. The SSID on computers and the devices in WLAN can be set manually and
automatically. Configuring the same SSID as that of the other Wireless Access Points (WAPs) of other networks will
create a conflict. A network administrator often uses a public SSID that is set on the access point. The access point
broadcasts SSID to all wireless devices within its range. Some newer wireless access points have the ability to disable
the automatic SSID broadcast feature in order to improve network security. 

 

QUESTION 8

Which of the following commands will you use to watch a log file /var/adm/messages while the log file is updating
continuously? 
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A. less -g /var/adm/messages 

B. tail /var/adm/messages 

C. cat /var/adm/messages 

D. tail -f /var/adm/messages 

Correct Answer: D 

The tail command is used to display the last few lines of a text file or piped data. It has a special command line option -f
(follow) that allows a file to be monitored. Instead of displaying the last few lines and exiting, tail displays the lines and
then monitors the file. As new lines are added to the file by another process, tail updates the display. This is particularly
useful for monitoring log files. The following command will display the last 10 lines of messages and append new lines
to the display as new lines are added to messages: tail -f /var/adm/messages Answer: B is incorrect. The tail command
will display the last 10 lines (default) of the log file. Answer: C is incorrect. The concatenate (cat) command is used to
display or print the contents of a file. Syntax: cat filename For example, the following command will display the contents
of the /var/log/dmesg file: cat /var/log/dmesg Note: The more command is used in conjunction with the cat command to
prevent scrolling of the screen while displaying the contents of a file. Answer: A is incorrect. The less command is used
to view (but not change) the contents of a text file, one screen at a time. It is similar to the more command. However, it
has the extended capability of allowing both forward and backward navigation through the file. Unlike most Unix text
editors/viewers, less does not need to read the entire file before starting; therefore, it has faster load times with large
files. The command syntax of the less command is as follows: less [options] file_name Where, 

 

QUESTION 9

Fill in the blank with the appropriate term. 

When two routers are used in a firewall configuration, the internal router is known as a ______ router. 

A. choke 

Correct Answer: A 

When two routers are used in a firewall configuration, the internal router is known as a choke router. A choke router is
an interior router present in the screened host firewall architecture. It is attached to the perimeter network and protects
the 

internal network from the Internet and the perimeter net. 

A choke router is basically employed for the job of packet filtering for the firewall. It is also used to provide access to
selected services that are outbound from the internal net to the Internet. These services may include outgoing Telnet,
FTP, 

WAIS, Archie, Gopher, etc. 

 

QUESTION 10

Every network device contains a unique built in Media Access Control (MAC) address, which is used to identify the
authentic device to limit the network access. 

Which of the following addresses is a valid MAC address? 
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A. A3-07-B9-E3-BC-F9 

B. F936.28A1.5BCD.DEFA 

C. 1011-0011-1010-1110-1100-0001 

D. 132.298.1.23 

Correct Answer: A 

The general format for writing MAC addresses is to use six group of two hexadecimal digits, each separated by hyphen
(-). Another standard method is also used for writing MAC addresses as three groups of four hexadecimal digits 

separated by dots. 

Answer: C is incorrect. Binary numbers are not used to denote MAC address. 

Answer: D is incorrect. This is an example of IP address. 

Answer: B is incorrect. This is not a valid MAC address as there four groups of four hexadecimal digits exist. 

 

QUESTION 11

Which of the following aaa accounting commands should be used to enable logging of both the start and stop records
for user terminal sessions on the router? 

A. aaa accounting auth proxy start-stop tacacs+ 

B. aaa accounting system none tacacs+ 

C. aaa accounting connection start-stop tacacs+ 

D. aaaaccounting exec start-stop tacacs+ 

Correct Answer: D 

In order to enable logging of both start and stop records for user terminal sessions on the router, the aaa accounting
exec start-stop tacacs+ command should be used. The exec option performs accounting for EXEC shell sessions.
Answer: B 

is incorrect. The aaa accounting system none tacacs+ command disables accounting services on a specific interface for
all system-level events that are not related with users such as reload. Answer: C is incorrect. The aaa accounting 

connection start-stop tacacs+ command is used to enable logging of both start and stop records for all outbound
connections that are established from the NAS (Network Access Server), such as Telnet, local-area transport (LAT),
TN3270, 

packet assembler and disassembler (PAD), and rlogin. 

Answer: A is incorrect. The aaa accounting auth proxy start-stop tacacs+ command is used to enable logging of both
start and stop records for all authenticated proxy user events. 

 

QUESTION 12
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Mark implements a Cisco unified wireless network for Tech Perfect Inc. Which functional area of the Cisco unified
wireless network architecture includes intrusion detection and prevention? 

A. Network services 

B. Wireless clients 

C. Network unification 

D. Wireless access points 

Correct Answer: A 

Network services is the last functional area of the Cisco unified wireless network architecture. This functional area
includes the self-depending network, enhanced network support, such as location services, intrusion detection and
prevention, 

firewalls, network admission control, and all other services. 

Answer: C is incorrect. Network unification is a functional area of the Cisco unified wireless network architecture. This
functional area includes the following wireless LAN controllers: 

1. The 6500series catalyst switch 2.Wireless services module (WiSM) 3.Cisco wireless LAN controller module (WLCM)
4.Cisco catalyst 3750 series integrated WLC 5.Cisco 4400 series WLC 6.Cisco 2000 series WLC Answer: B is incorrect.
Wireless clients are a functional area of the Cisco unified wireless network. The client devices are connected to a user.
Answer: D is incorrect. A wireless access point (WAP) is a device that allows wireless communication devices to
connect to a wireless network using Wi-Fi, Bluetooth, or related standards. The WAP usually connects to a wired
network, and it can transmit data between wireless devices and wired devices on the network. Each access point can
serve multiple users within a defined network area. As people move beyond the range of one access point, they are
automatically handed over to the next one. A small WLAN requires a single access point. The number of access points
in a network depends on the number of network users and the physical size of the network. 

 

QUESTION 13

Pervasive IS controls can be used across all the internal departments and external contractors to define the direction
and behavior required for the technology to function properly. 

When these controls are implemented properly, which of the following areas show the reliability improvement? (Choose
three) 

A. Hardware development 

B. Software development 

C. Security administration 

D. Disaster recovery 

Correct Answer: BCD 

Pervasive IS controls can be used across all the internal departments and external contractors. If the Pervasive IS
controls are implemented properly, it improves the reliability of the following: Software development System
implementation Overall service delivery Security administration Disaster recovery Business continuity planning Answer:
A is incorrect. Pervasive IS controls do not have any relation with the reliability of the hardware development. 
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QUESTION 14

Which of the following commands can be used to intercept and log the Linux kernel messages? 

A. syslogd 

B. klogd 

C. sysklogd 

D. syslog-ng 

Correct Answer: BC 

The klogd and sysklogd commands can be used to intercept and log the Linux kernel messages. 

 

QUESTION 15

Which of the following tools can be used to perform ICMP tunneling? (Choose two) 

A. Itunnel 

B. Ptunnel 

C. WinTunnel 

D. Ethereal 

Correct Answer: AB 

Ptunnel and Itunnel are the tools that are used to perform ICMP tunneling. In ICMP tunneling, an attacker establishes a
covert connection between two remote computers (a client and proxy), using ICMP echo requests and reply packets. 

ICMP tunneling works by injecting arbitrary data into an echo packet sent to a remote computer. The remote computer
replies in the same manner, injecting an answer into another ICMP packet and sending it back. The client performs all 

communication using ICMP echo request packets, while the proxy uses echo reply packets. Normally, ICMP tunneling
involves sending what appear to be ICMP commands but really they are the Trojan communications. 

Answer: C is incorrect. WinTunnel is used to perform TCP tunneling. 

Answer: D is incorrect. Ethereal is a network sniffer. 
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