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QUESTION 1

How many keys are used to encrypt data in symmetric encryption? 

A. Four 

B. One 

C. Two 

D. Three 

Correct Answer: B 

 

QUESTION 2

Which of the following is a technique used to attack an Ethernet wired or wireless network? 

A. DNS poisoning 

B. Keystroke logging 

C. Mail bombing 

D. ARP poisoning 

Correct Answer: D 

 

QUESTION 3

Which of the following ports is assigned by Internet Assigned Number Authority (IANA) for RADIUS authentication? 

A. TCP/UDP port 751 

B. TCP port 443 

C. TCP/UDP port 1812 

D. TCP/UDP port 5060 

Correct Answer: C 

 

QUESTION 4

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. He notices that UDP port 137 of the We-are-secure server is open. Assuming that the Network
Administrator of We-are-secure Inc. has not changed the default port values of the services, which of the following
services is running on UDP port 137? 
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A. HTTPS 

B. HTTP 

C. TELNET 

D. NetBIOS 

Correct Answer: D 

 

QUESTION 5

Which of the following protocols work at the Session layer of the OSI model? 

A. User Datagram Protocol (UDP) 

B. Trivial File Transfer Protocol (TFTP) 

C. Border Gateway Multicast Protocol (BGMP) 

D. Internet Security Association and Key Management Protocol (ISAKMP) 

Correct Answer: CD 

 

QUESTION 6

Which of the following tools can be used by a user to hide his identity? Each correct answer represents a complete
solution. Choose all that apply. 

A. War dialer 

B. IPchains 

C. Anonymizer 

D. Proxy server 

E. Rootkit 

Correct Answer: BCD 

 

QUESTION 7

Which of the following are the phases of the Certification and Accreditation (CandA) process? Each correct answer
represents a complete solution. Choose two. 

A. Auditing 

B. Initiation 

C. Detection 
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D. Continuous Monitoring 

Correct Answer: BD 

 

QUESTION 8

Which of the following terms refers to a momentary low voltage? 

A. Blackout 

B. Spike 

C. Noise 

D. Sag 

Correct Answer: D 

 

QUESTION 9

Which of the following should propose applicable and effective security controls for managing the risks? 

A. Risk assessment 

B. Risk treatment plan 

C. Risk communication 

D. Risk management plan 

Correct Answer: D 

 

QUESTION 10

You work as a Network Administrator for NetTech Inc. Employees in remote locations connect to the company\\'s
network using Remote Access Service (RAS). Which of the following will you use to protect the network against
unauthorized access? 

A. Bridge 

B. Antivirus software 

C. Gateway 

D. Firewall 

Correct Answer: D 

 

QUESTION 11
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Which of the following statements about role-based access control (RBAC) model is true? 

A. In this model, a user can access resources according to his role in the organization. 

B. In this model, the permissions are uniquely assigned to each user account. 

C. In this model, the same permission is assigned to each user account. 

D. In this model, the users can access resources according to their seniority. 

Correct Answer: A 

 

QUESTION 12

Which of the following file systems provides file-level security? 

A. CDFS 

B. FAT 

C. NTFS 

D. FAT32 

Correct Answer: C 

 

QUESTION 13

In which of the following IDS evasion attacks does an attacker send a data packet such that IDS accepts the data
packet but the host computer rejects it? 

A. Fragmentation overlap attack 

B. Evasion attack 

C. Fragmentation overwrite attack 

D. Insertion attack 

Correct Answer: D 

 

QUESTION 14

Which of the following statements about Secure Sockets Layer (SSL) are true? Each correct answer represents a
complete solution. Choose two. 

A. It provides communication privacy, authentication, and message integrity. 

B. It provides mail transfer service. 

C. It provides connectivity between Web browser and Web server. 
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D. It uses a combination of public key and symmetric encryption for security of data. 

Correct Answer: AD 

 

QUESTION 15

Which of the following attributes are used by Lightweight Directory Access Protocol (LDAP) to notify the names of active
directory elements? Each correct answer represents a complete solution. Choose three. 

A. DC 

B. OU 

C. FN 

D. CN 

Correct Answer: ABD 
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