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QUESTION 1

Which of the following would be a true statement about the function of the BIOS? 

A. The BIOS is responsible for checking and configuring the system after the power is turned on. 

B. Botha and c. 

C. The BIOS is responsible for swapping out memory pages when RAM fills up. 

D. The BIOS integrates compressed executable files with memory addresses for faster execution. 

Correct Answer: A 

 

QUESTION 2

In Unicode, one printed character is composed of A. 1 

B. 8 

C. 4 

D. 2 

Correct Answer: D 

 

QUESTION 3

A case file can contain hard drive images? 

A. 1 

B. 5 

C. 10 

D. any number of 

Correct Answer: D 

 

QUESTION 4

To undelete a file in the FAT file system, EnCase computes the number of the file will use based on the file . 

A. Clusters; file size 

B. Sectors; file size 

C. Clusters; starting extent 
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D. Sectors; starting extent 

Correct Answer: A 

 

QUESTION 5

An Enhanced Metafile would best be described as: 

A. A compound e-mail attachment. 

B. A graphics file attached to an e-mail message. 

C. A file format used in the printing process by Windows. 

D. A compressed zip file. 

Correct Answer: C 

 

QUESTION 6

An evidence file was archived onto five CD-Rom disks with the third file segment on disk number three. 

Can the contents of the third file segment be verified by itself while still on the CD? 

A. No. EnCase cannot verify files on CDs. 

B. Yes. Any segment of an evidence file can be verified through re-computing and comparing the CRCs, even if it is on
a CD. 

C. No. Archived files are compressed and cannot be verified until un-archived. 

D. No. All file segments must be put back together. 

Correct Answer: B 

 

QUESTION 7

You are an investigator and have encountered a computer that is running at the home of a suspect. The computer does
not appear to be a part of a network. The operating system is Windows XP Home. No programs are visibly running. You
should: 

A. Pull the plug from the back of the computer. 

B. Shut it down with the start menu. 

C. Pull the plug from the wall. 

D. Turn it off with the power button. 

Correct Answer: A 
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QUESTION 8

The case number in an evidence file can be changed without causing the verification feature to report an error, if: 

A. The user utilizes a text editor. 

B. The user utilizes the case information editor within EnCase. 

C. The evidence file is reacquired. 

D. The case information cannot be changed in an evidence file, without causing the verification feature to report an
error. 

Correct Answer: D 

 

QUESTION 9

If cases are worked on a lab drive in a secure room, without any cleaning of the contents of the drive, which of the
following areas would be of most concern? 

A. Storage 

B. There is no concern 

C. Chain-of-custody 

D. Cross-contamination 

Correct Answer: D 

 

QUESTION 10

When a file is deleted in the FAT or NTFS file systems, what happens to the data on the hard drive? 

A. The file header is marked with a Sigma so the file is not recognized by the operating system. 

B. It is moved to a special area. 

C. It is overwritten with zeroes. 

D. Nothing. 

Correct Answer: D 

 

QUESTION 11

The Unicode system can address 

A. 1024 
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B. 256 

C. 16,384 

D. 65,536 

Correct Answer: D 

 

QUESTION 12

You are assigned to assist with the search and seizure of several computers. The magistrate ordered that the
computers cannot be seized unless they are found to contain any one of ten previously identified images. You currently
have the ten images in JPG format. Using the EnCase methodology, how would you best handle this situation? 

A. Use FastBloc or a network/parallel port cable to acquire forensic images of the hard drives, then search the evidence
files for the previously identified images. 

B. Use FastBloc or a network/parallel port cable to preview the hard drives. Go to the Gallery view and search for the
previously identified images. 

C. Use FastBloc or a network/parallel port cable to preview the hard drives. Conduct a hash analysis of the files on the
hard drives, using a hash library containing the hash values of the previously identified images. 

D. Use an EnCase DOS boot disk to conduct a text search for hild porn. Use an EnCase DOS boot disk to 

conduct a text search for child porn? 

Correct Answer: C 

 

QUESTION 13

You are investigating a case involving fraud. You seized a computer from a suspect who stated that the computer is not
used by anyone other than himself. The computer has Windows 98 installed on the hard drive. You find the filename
C:\downloads\check01.jpg that EnCase shows as being moved. The starting extent is 0C4057. You find another
filename :\downloads\chk1.dll with the starting extent 0C4057, which EnCase also shows as being moved. In the
C:\Windows\System folder you find an allocated file named chk1.dll with the starting extent 0C4057. The chk1.dll file is a
JPEG image of a counterfeit check. What can be deduced from your findings? 

A. The presence and location of the files is strong evidence the suspect committed the crime. 

B. The presence and location of the files is not strong evidence the suspect committed the crime. 

Correct Answer: A 

 

QUESTION 14

The following keyword was typed in exactly as shown. Choose the answer(s) that would be found. All search criteria
have default settings. 

A. TomJ@hotmail.com 
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B. Tomorrow 

C. Tom 

D. Stomp 

Correct Answer: ABCD 

 

QUESTION 15

To undelete a file in the FAT file system, EnCase obtains the starting extent from the: 

A. Directory entry 

B. Operating system 

C. File header 

D. FAT 

Correct Answer: A 
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