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QUESTION 1

How are the results of a signature analysis examined?

A. By sorting on the signature column in the table view.
B. By sorting on the hash library column in the table view.
C. By sorting on the hash sets column in the table view
D. By sorting on the category column in the table view.

Correct Answer: C

QUESTION 2

The EnCase evidence file logical filename can be changed without affecting the verification of the acquired evidence.
A. True

B. False

Correct Answer: B

QUESTION 3

A file extension and signature can be manually added by:

A. Right-clicking on a file and selecting dd.? 5LIKWFOLFNLQJRQDILOHDQGVHOHFWLQJ ? GG
B. Using the new file signature feature under file signatures.

C. Using the new library feature under hash libraries.

D. Using the new set feature under hash sets.

Correct Answer: B

QUESTION 4

If a hash analysis is run on a case, EnCase:

A. Will create a hash set to the user specifications. Will create a hash set to the user specifications.
B. Will compare the hash value of the files in the case to the hash library.

C. Will compute a hash value of the evidence file and begin a verification process.

D. Will generate a hash set for every file in the case.
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Correct Answer: B

QUESTION 5

When a file is deleted in the FAT or NTFS file systems, what happens to the data on the hard drive?
A. The file header is marked with a Sigma so the file is not recognized by the operating system.

B. It is moved to a special area.

C. It is overwritten with zeroes.

D. Nothing.

Correct Answer: D

QUESTION 6

Assume that MyNote.txt has been deleted. The FAT file system directory entry for that file has been overwritten. The
data for MyNote.txt is now:

A. Allocated

B. Cross-linked
C. Unallocated
D. Overwritten

Correct Answer: C

QUESTION 7

The Windows 98 Start Menu has a selection called ocuments?which displays a list of recently used files. Which of the
following The Windows 98 Start Menu has a selection called documents which displays a list of recently used files.
Which of the following folders contain those files?

A. C:\Windows\History

B. C:\Windows\Documents

C. C:\Windows\Start menu\Documents

D. C:\\Windows\Recent

Correct Answer: D

QUESTION 8
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A hash library would most accurately be described as:

A. Both a and b.

B. A master table of file headers and extensions.

C. A file containing hash values from one or more selected hash sets.
D. A list of the all the MD5 hash values used to verify the evidence files.

Correct Answer: C

QUESTION 9

The maximum file segment size for an EnCase evidence file is:
A. 2000 MB

B. 1500 MB

C. 1000 MB

D. There is no limit.

E. 500 MB

Correct Answer: A

QUESTION 10

In Windows 98 and ME, Internet based e-mail, such as Hotmail, will most likely be recovered in the folder.
A. C:\Windows\Online\Applications\email

B. C:\Windows\Temp

C. C:\Windows\Temporary Internet files

D. C:\Windows\History\Email

Correct Answer: C

QUESTION 11

In the EnCase environment, the term xternal viewers?is best described as: In the EnCase environment, the term
?xternal viewers?is best described as:

A. Programs that are exported out of an evidence file.

B. Programsthat are associated with EnCase to open specific file types.
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C. Any program that will work with EnCase.
D. Any program that is loaded on the lab hard drive.

Correct Answer: B

QUESTION 12

In Windows 2000 and XP, which of the following directories contain user personal folders?
A. C:\WINNT\Profiles

B. C:\Documents and Settings

C. C:\Windows\Users

D. C:\Personnel Folders

Correct Answer: B

QUESTION 13

The results of a hash analysis on an evidence file that has been added to a case will be stored in which of the following
files?

A. The evidence file

B. The case file

C. The configuration HashAnalysis.ini file
D. All of the above

Correct Answer: B

QUESTION 14

The BIOS chip on an IBM clone computer is most commonly located on:
A. The RAM chip

B. The microprocessor

C. The controller card

D. The motherboard

Correct Answer: D
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QUESTION 15

A SCSI drive is pinned as a master when it is:

A. The only drive on the computer.

B. A SCSI drive is not pinned as a master.

C. Whenever another drive is on the same cable and is pinned as a slave.
D. The primary of two drives connected to one cable.

Correct Answer: B
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