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QUESTION 1

EnCase can make an image of a USB flash drive.
A. False

B. True

Correct Answer: B

QUESTION 2

This question addresses the EnCase for Windows search process. If a target word is located in the unallocated space,
and the word is fragmented between clusters 10 and 15, the search:

A. Will not find it because the letters of the keyword are not contiguous.
B. Will not find it because EnCase performs a physical search only.
C. Will find it because EnCase performs a logical search.

D. Will not find it unlessile slack?is checked on the search dialog box. Will not find it unless ?ile slack?is checked on the
search dialog box.

Correct Answer: A

QUESTION 3

The end of a logical file to the end of the cluster that the file ends in is called:
A. Allocated space

B. Slack

C. Unallocated space

D. Available space

Correct Answer: B

QUESTION 4
What information should be obtained from the BIOS during computer forensic investigations?
A. The video caching information

B. The date and time
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C. The port assigned to the serial port
D. The boot sequence

Correct Answer: BD

QUESTION 5

The Unicode system can address _____ characters?
A. 65,536

B. 16,384

C. 256

D. 1024

Correct Answer: A

QUESTION 6

When an EnCase user double-clicks on a valid .jpg file, that file is:

A. Copied to the default export folder and opened by an associated program.

B. Renamed to JPG_0001.jpg and copied to the default export folder.

C. Copied to the EnCase specified temp folder and opened by an associated program.
D. Opened by EnCase.

Correct Answer: C

QUESTION 7

If a floppy diskette is in the ?drive, the computer will always boot to that drive before any other device. If a floppy
diskette is in the drive, the computer will always boot to that drive before any other device.

A. False
B. True

Correct Answer: A

QUESTION 8
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When a non-compressed evidence file is reacquired with compression, the acquisition and verification hash values for
the evidence will remain the same for both files.

A. True
B. False

Correct Answer: A

QUESTION 9

Select the appropriate name for the highlighted area of the binary numbers.
A. Byte

B. Dword

C. Bit

D. Word

E. Nibble

Correct Answer: E

QUESTION 10

When a file is deleted in the FAT file system, what happens to the FAT?
A. The FAT entries for that file are marked as allocated.

B. Nothing.

C. Itis deleted as well.

D. The FAT entries for that file are marked as available.

Correct Answer: D

QUESTION 11

An Enhanced Metafile would best be described as:
A. A compressed zip file.

B. A graphics file attached to an e-mail message.

C. A compound e-mail attachment.
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D. A file format used in the printing process by Windows.

Correct Answer: D

QUESTION 12

The EnCase default export folder is:

A. A case-specific setting that cannot be changed.
B. A case-specific setting that can be changed.

C. A global setting that can be changed.

D. A global setting that cannot be changed.

Correct Answer: B

QUESTION 13
The EnCase evidence file is best described as:

A. A clone of the source hard drive.

B. A sector-by-sector copy of the source hard drive written to the corresponding sectors of the target hard drive.

C. A bit stream image of the source hard drive written to a file, or several file segments.
D. A bit stream image of the source hard drive written to the corresponding sectors of the target hard drive.

Correct Answer: C

QUESTION 14

A sector on a floppy disk is the same size as a sector on a NTFS formatted hard drive.
A. False

B. True

Correct Answer: B

QUESTION 15

By default, EnCase will display the data from the end of a logical file, to the end of the cluster, in what color:

A. Red
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B. Red on black
C. Black on red
D. Black

Correct Answer: A
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