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QUESTION 1

A legacy server on the network was breached through an OS vulnerability with no patch available. The server is used
only rarely by employees across several business units. The theft of information from the server goes unnoticed until the
company is notified by a third party that sensitive information has been posted on the Internet. Which control was the
first to fail? 

A. Security awareness 

B. Access control 

C. Data classification 

D. Incident response 

Correct Answer: C 

Explanation: The legacy system was not properly classified or assigned an owner. It is critical that an organization
identifies and classifies information so proper controls and measures should be put in place. The ultimate goal of data
classification is to make sure that all information is properly protected at the correct level. 

This was not a failure of incident response, access control or security awareness training. 

 

QUESTION 2

A company wants to allow only company-issued devices to attach to the wired and wireless networks. Additionally,
devices that are not up-to-date with OS patches need to be isolated from the rest of the network until they are updated.
Which technology standards or protocols would meet these requirements? 

A. 802.1x and Network Access Control 

B. Kerberos and Network Access Control 

C. LDAP and Authentication, Authorization and Accounting (AAA) 

D. 802.11i and Authentication, Authorization and Accounting (AAA) 

Correct Answer: A 

 

QUESTION 3

An incident response team is handling a worm infection among their user workstations. They created an 

IPS signature to detect and block worm activity on the border IPS, then removed the worm\\'s artifacts or 

workstations triggering the rule. 

Despite this action, worm activity continued for days after. Where did the incident response team fail? 

A. The team did not adequately apply lessons learned from the incident 
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B. The custom rule did not detect all infected workstations 

C. They did not receive timely notification of the security event 

D. The team did not understand the worm\\'s propagation method 

Correct Answer: B 

Explanation: Identifying and scoping an incident during triage is important to successfully handling a security incident.
The detection methods used by the team didn\\'t detect all the infected workstations. 

 

QUESTION 4

An analyst will capture traffic from an air-gapped network that does not use DNS. The analyst is looking for unencrypted
Syslog data being transmitted. Which of the following is most efficient for this purpose? 

A. tcpdump –s0 –i eth0 port 514 

B. tcpdump –nnvvX –i eth0 port 6514 

C. tcpdump –nX –i eth0 port 514 

D. tcpdump –vv –i eth0 port 6514 

Correct Answer: B 

When using tcpdump, a –n switch will tell the tool to not resolve hostnames; as this network makes no use of DNS this
is efficient. The –vv switch increases the tools output verbosity. The –s0 increases the snaplength to “all” rather than
the default of 96 bytes. The –nnvvX would make sense here except that the port in the filter is 6514 which is the default
port for encrypted Syslog transmissions. 

 

QUESTION 5

Which tasks would a First Responder perform during the Identification phase of Incident Response? 

A. Verify the root cause of the incident and apply any missing security patches. 

B. Install or reenable host-based firewalls and anti-virus software on suspected systems. 

C. Search for sources of data and information that may be valuable in confirming and containing an incident. 

D. Disconnect network communications and search for malicious executables or processes. 

Correct Answer: C 

 

QUESTION 6

Which of the following tools is the most capable for removing the unwanted add-on in the screenshot below? 
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A. ProcessExplorer 

B. Taskkill 

C. Paros 

D. Hijack This 

Correct Answer: B 

 

QUESTION 7

Network administrators are often hesitant to patch the operating systems on CISCO router and switch operating
systems, due to the possibility of causing network instability, mainly because of which of the following? 

A. Having to rebuild all ACLs 

B. Having to replace the kernel 

C. Having to re-IP the device 

D. Having to rebuild ARP tables 

E. Having to rebuild the routing tables 

Correct Answer: B 

Explanation: Many administrators are hesitant to upgrade the IOS on routers based on past experience with the code
introducing instability into the network. It is often difficult to completely test an IOS software upgrade in a production
environment because the monolithic kernel requires that the IOS be replaced before the device can be tested. Because
of these reasons, IOS upgrades to resolve security flaws are often left undone in many organizations. 

 

QUESTION 8

When running a Nmap UDP scan, what would the following output indicate? 

A. The port may be open on the system or blocked by a firewall 

B. The router in front of the host accepted the request and sent a reply 

C. An ICMP unreachable message was received indicating an open port 
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D. An ACK was received in response to the initial probe packet 

Correct Answer: A 

Explanation: When Nmap shows an "open filtered" response for the scan results, this indicates a couple of different
reasons. The port could be open but a firewall could be blocking the use ACK flags; only TCP 

packets do. 

 

QUESTION 9

Throughout the week following a new IPS deployment, nearly every user on the protected subnet submits helpdesk
tickets regarding network performance and not being able to access several critical resources. What is the most likely
reason for the performance issues? 

A. The incoming traffic is overflowing the device\\'s TAP buffer 

B. The in-line TAP experienced a hardware failure 

C. The IPS sensor was changed from test mode to production mode 

D. The IPS sensor was powered off or moved out of band 

Correct Answer: A 

Explanation: When deploying an IPS, you should carefully monitor and tune your systems and be aware of 

the risks involved. You should also have an in-depth understanding of your network, its traffic, and both its 

normal and abnormal characteristics. It is always recommended to run IPS and active response 

technologies in test mode for a while to thoroughly understand their behavior. 

If the IPS had been previously powered off the performance issues would have impacted all network traffic, 

not just critical resources, and the issue would have begun on day 1 of deployment. 

A hardware failure of the TAP would bring connectivity to a stop, not just impact users access to critical 

resources. 

If the IPS and/or TAP cannot keep up with traffic, the user\\'s issues would have been more sporadic, rather 

than focused on a sudden loss to critical resources. 

 

QUESTION 10

Which of the following is an SNMPv3 security feature that was not provided by earlier versions of the protocol? 

A. Authentication based on RSA key pairs 

B. The ability to change default community strings 
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C. AES encryption for SNMP network traffic 

D. The ability to send SNMP traffic over TCP ports 

Correct Answer: C 

 

QUESTION 11

Enabling port security prevents which of the following? 

A. Using vendors other than Cisco for switching equipment as they don\\'t offer port security 

B. Spoofed MAC addresses from being used to cause a Denial of Service condition 

C. Legitimate MAC addresses from being used to cause a Denial of Service condition 

D. Network Access Control systems from functioning properly 

Correct Answer: C 

 

QUESTION 12

On which layer of the OSI Reference Model does the FWSnort utility function? 

A. Physical Layer 

B. Data Link Layer 

C. Transport Layer 

D. Session Layer 

E. Application Layer 

Correct Answer: C 

Explanation: The FWSnort utility functions as a transport layer inline IPS. 

 

QUESTION 13

When attempting to collect data from a suspected system compromise, which of the following should generally be
collected first? 

A. The network connections and open ports 

B. The contents of physical memory 

C. The current routing table 

D. A list of the running services 
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Correct Answer: B 

 

QUESTION 14

Which command is the Best choice for creating a forensic backup of a Linux system? 

A. Run form a bootable CD: tar cvzf image.tgz / 

B. Run from compromised operating system: tar cvzf image.tgz / 

C. Run from compromised operating system: dd if=/ dev/hda1 of=/mnt/backup/hda1.img 

D. Run from a bootable CD: dd if=/dev/hda1 of=/mnt/backup/hda1.img 

Correct Answer: D 

Explanation: Using dd from a bootable CD is the only forensically sound method of creating an image. Using tar does
not capture slack space on the disk. Running any command from a compromised operating system will raise integrity
issues. 

 

QUESTION 15

To detect worms and viruses buried deep within a network packet payload, Gigabytes worth of traffic content entering
and exiting a network must be checked with which of the following technologies? 

A. Proxy matching 

B. Signature matching 

C. Packet matching 

D. Irregular expression matching 

E. Object matching 

Correct Answer: C 

Latest GCED Dumps GCED VCE Dumps GCED Braindumps

Latest GCED Dumps | GCED VCE Dumps | GCED Braindumps                                7 / 8

https://www.pass4itsure.com/GCED.html
https://www.pass4itsure.com/GCED.html
https://www.pass4itsure.com/GCED.html
https://www.pass4itsure.com/GCED.html
https://www.pass4itsure.com/GCED.html
https://www.pass4itsure.com/GCED.html


https://www.pass4itsure.com/GCED.html
2023 Latest pass4itsure GCED PDF and VCE dumps Download

To Read the Whole Q&As, please purchase the Complete Version from Our website.

Try our product !

100% Guaranteed Success
100% Money Back Guarantee
365 Days Free Update
Instant Download After Purchase
24x7 Customer Support
Average 99.9% Success Rate
More than 800,000 Satisfied Customers Worldwide
Multi-Platform capabilities - Windows, Mac, Android, iPhone, iPod, iPad, Kindle

We provide exam PDF and VCE of Cisco, Microsoft, IBM, CompTIA, Oracle and other IT Certifications.
You can view Vendor list of All Certification Exams offered:

https://www.pass4itsure.com/allproducts

Need Help
Please provide as much detail as possible so we can best assist you.
To update a previously submitted ticket:

Any charges made through this site will appear as Global Simulators Limited.
All trademarks are the property of their respective owners.

Copyright © pass4itsure, All Rights Reserved.

Powered by TCPDF (www.tcpdf.org)

Latest GCED Dumps | GCED VCE Dumps | GCED Braindumps                                8 / 8

https://secure.livechatinc.com/licence/8041871/v2/open_chat.cgi
http://www.tcpdf.org
https://www.pass4itsure.com/GCED.html
https://www.pass4itsure.com/GCED.html
https://www.pass4itsure.com/GCED.html

