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QUESTION 1

Which of the following items does NOT support the Logging feature?
A. File Filter

B. Application control

C. Session timeouts

D. Administrator activities

E. Web URL filtering

Correct Answer: C

QUESTION 2

A FortiGate 100 unit is configured to receive push updates from the FortiGuard Distribution Net- work, however, updates
are not being received.

Which of the following statements are possible reasons for this? (Select all that apply.)

A. The external facing interface of the FortiGate unit is configured to use DHCP.

B. The FortiGate unit has not been registered.

C. There is a NAT device between the FortiGate unit and the FortiGuard Distribution Network.
D. The FortiGate unit is in Transparent mode.

Correct Answer: ABC

QUESTION 3

Which of the following email spam filtering features is NOT supported on a FortiGate unit?
A. Multipurpose Internet Mail Extensions (MIME) Header Check

B. HELO DNS Lookup

C. Greylisting

D. Banned Word

Correct Answer: C
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QUESTION 4

The command structure of the CLI on a FortiGate unit consists of commands, objects, branches, tables and
parameters.

Which of the following items describes port1?
A. A command.

B. An object.

C. Atable.

D. A parameter.

Correct Answer: C

QUESTION 5

A client can create a secure connection to a FortiGate device using SSL VPN in web-only mode. Which one of the
following statements is correct regarding the use of web-only mode SSL VPN?

A. Web-only mode supports SSL version 3 only.

B. A Fortinet-supplied plug-in is required on the web client to use web-only mode SSL VPN.

C. Web-only mode requires the user to have a web browser that supports 64-bit cipher length.

D. The JAVA run-time environment must be installed on the client to be able to connect to a web-only mode SSL VPN.

Correct Answer: C

QUESTION 6

Which of the following options can you use to update the virus definitions on a FortiGate unit? (Select all that apply.)
A. Push update

B. Scheduled update

C. Manual update

D. FTP update

Correct Answer: ABC
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QUESTION 7

A FortiGate unit can provide which of the following capabilities? (Select all that apply.)
A. Email filtering

B. Firewall

C. VPN gateway

D. Mail relay

E. Mail server

Correct Answer: ABC

QUESTION 8

You wish to create a firewall policy that applies only to traffic intended for your web server. The server has an IP
address of 192.168.2.2 and belongs to a class C subnet. When defining the fire- wall address for use in this policy,
which one of the following addressing formats is correct?

A. 192.168.2.0 / 255.255.255.0

B. 192.168.2.2 / 255.255.255.0

C. 192.168.2.0 / 255.255.255.255

D. 192.168.2.2 / 255.255.255.255

Correct Answer: D

QUESTION 9

Which of the following are valid components of the Fortinet Server Authentication Extensions (FSAE)? t all that apply.)
A. Domain Local Security Agent.

B. Collector Agent.

C. Active Directory Agent.

D. User Authentication Agent.

E. Domain Controller Agent.

Correct Answer: BE
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QUESTION 10

Which of the following statements regarding Banned Words are correct? (Select all that apply.)

A. The FortiGate unit can scan web pages and email messages for instances of banned words.

B. When creating a banned word list, an administrator can indicate either specific words or pat- terns.
C. Banned words can be expressed as wildcards or regular expressions.

D. Content is automatically blocked if a single instance of a banned word appears.

E. The FortiGate unit includes a pre-defined library of common banned words.

Correct Answer: ABC

QUESTION 11

Which part of an email message exchange is NOT inspected by the POP3 and IMAP proxies?
A. TCP connection

B. File attachments

C. Message headers

D. Message body

Correct Answer: A

QUESTION 12

Which of the following statements are correct regarding URL filtering on the FortiGate unit? (Select all that apply.)
A. The allowed actions for URL Filtering include Allow, Block and Exempt.

B. The allowed actions for URL Filtering are Allow and Block.

C. The FortiGate unit can filter URLs based on patterns using text and regular expressions.

D. Any URL accessible by a web browser can be blocked using URL Filtering.

E. Multiple URL Filter lists can be added to a single protection profile.

Correct Answer: AC
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