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QUESTION 1

In which order are firewall policies processed on the FortiGate unit? 

A. They are processed from the top down according to their sequence number. 

B. They are processed based on the policy ID number shown in the left hand column of the policy window. 

C. They are processed on best match. 

D. They are processed based on a priority value assigned through the priority column in the policy window. 

Correct Answer: A 

 

 

QUESTION 2

An administrator configures a FortiGate unit in Transparent mode on the 192.168.11.0 subnet. Automatic Discovery is
enabled to detect any available FortiAnalyzers on the network. 

Which of the following FortiAnalyzers will be detected? (Select all that apply.) 

A. 192.168.11.100 

B. 192.168.11.251 

C. 192.168.10.100 

D. 192.168.10.251 

Correct Answer: AB 

 

 

QUESTION 3

A firewall policy has been configured such that traffic logging is disabled and a UTM function is enabled. 

In addition, the system setting `utm-incident-traffic-log\\' has been enabled. In which log will a UTM event message be
stored? 

A. Traffic 

B. UTM 

C. System 

D. None 

Correct Answer: A 
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QUESTION 4

Which statement is correct regarding virus scanning on a FortiGate unit? 

A. Virus scanning is enabled by default. 

B. Fortinet Customer Support enables virus scanning remotely for you. 

C. Virus scanning must be enabled in a protection profile and the protection profile must be as- signed to a firewall
policy. 

D. Enabling virus scanning in a protection profile enables virus scanning for all traffic flowing through the FortiGate. 

Correct Answer: C 

 

 

QUESTION 5

Which of the following statements is correct regarding URL Filtering on the FortiGate unit? 

A. The available actions for URL Filtering are Allow and Block. 

B. Multiple URL Filter lists can be added to a single Web filter profile. 

C. A FortiGuard Web Filtering Override match will override a block action in the URL filter list. 

D. The available actions for URL Filtering are Allow, Block and Exempt. 

Correct Answer: D 

 

QUESTION 6

Which of the following is true regarding Switch Port Mode? 

A. Allows all internal ports to share the same subnet. 

B. Provides separate routable interfaces for each internal port. 

C. An administrator can select ports to be used as a switch. 

D. Configures ports to be part of the same broadcast domain. 

Correct Answer: A 

 

QUESTION 7
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Which of the following items represent the minimum configuration steps an administrator must perform to enable Data
Leak Prevention for traffic flowing through the FortiGate unit? (Select all that apply.) 

A. Assign a DLP sensor in a firewall policy. 

B. Apply one or more DLP rules to a firewall policy. 

C. Enable DLP globally using the config sys dlp command in the CLI. 

D. Define one or more DLP rules. 

E. Define a DLP sensor. 

F. Apply a DLP sensor to a DoS sensor policy. 

Correct Answer: ADE 

 

 

QUESTION 8

A FortiGate 100 unit is configured to receive push updates from the FortiGuard Distribution Net- work, however, updates
are not being received. 

Which of the following statements are possible reasons for this? (Select all that apply.) 

A. The external facing interface of the FortiGate unit is configured to use DHCP. 

B. The FortiGate unit has not been registered. 

C. There is a NAT device between the FortiGate unit and the FortiGuard Distribution Network. 

D. The FortiGate unit is in Transparent mode. 

Correct Answer: ABC 

 

 

QUESTION 9

Which of the following statements regarding Banned Words are correct? (Select all that apply.) 

A. The FortiGate unit can scan web pages and email messages for instances of banned words. 

B. When creating a banned word list, an administrator can indicate either specific words or pat- terns. 

C. Banned words can be expressed as wildcards or regular expressions. 

D. Content is automatically blocked if a single instance of a banned word appears. 

E. The FortiGate unit includes a pre-defined library of common banned words. 

Correct Answer: ABC 
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QUESTION 10

Which of the following statements best describes the proxy behavior on a FortiGate unit during an FTP client upload
when FTP splice is disabled? 

A. The proxy will not allow a file to be transmitted in multiple streams simultaneously. 

B. The proxy sends the file to the server while simultaneously buffering it. 

C. If the file being scanned is determined to be infected, the proxy deletes it from the server by sending a delete
command on behalf of the client. 

D. If the file being scanned is determined to be clean, the proxy terminates the connection and leaves the file on the
server. 

Correct Answer: A 

 

 

QUESTION 11

Each UTM feature has configurable UTM objects such as sensors, profiles or lists that define how the feature will
function. 

How are UTM features applied to traffic? 

A. One or more UTM features are enabled in a firewall policy. 

B. In the system configuration for that UTM feature, you can identify the policies to which the feature is to be applied. 

C. Enable the appropriate UTM objects and identify one of them as the default. 

D. For each UTM object, identify which policy will use it. 

Correct Answer: A 

 

 

QUESTION 12

Which of the following pieces of information can be included in the Destination Address field of a firewall policy? (Select
all that apply.) 

A. An IP address pool. 

B. A virtual IP address. 

C. An actual IP address or an IP address group. 

D. An FQDN or Geographic value(s). 
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Correct Answer: BCD 

 

 

QUESTION 13

Which of the following statements are true of the FortiGate unit\\'s factory default configuration? 

A. `Port1\\' or `Internal\\' interface will have an IP of 192.168.1.99. 

B. `Port1\\' or `Internal\\' interface will have a DHCP server set up and enabled (on devices that support DHCP
Servers). 

C. Default login will always be the username: admin (all lowercase) and no password. 

D. The implicit firewall action is ACCEPT. 

Correct Answer: ABC 

 

 

QUESTION 14

When browsing to an internal web server using a web-mode SSL VPN bookmark, from which of the following source IP
addresses would the web server consider the HTTP request to be initiated? 

A. The remote user\\'s virtual IP address. 

B. The FortiGate unit\\'s internal IP address. 

C. The remote user\\'s public IP address. 

D. The FortiGate unit\\'s external IP address. 

Correct Answer: B 

 

 

QUESTION 15

A FortiGate unit can provide which of the following capabilities? (Select all that apply.) 

A. Email filtering 

B. Firewall 

C. VPN gateway 

D. Mail relay 

E. Mail server 
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Correct Answer: ABC 
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