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QUESTION 1

Which of the following methods of protection operates on server responses?
A. Dynamic parameter protection

B. Response code validation and response scrubbing

C. Response code validation and HTTP method validation

D. HTTP RFC compliancy check and meta-character enforcement

Correct Answer: B

QUESTION 2

Which of the following methods are used by the BIG-IP ASM System to protect against SQL injections?
A. HTTP RFC compliancy checks

B. Meta-character enforcement and attack signatures

C. HTTP RFC compliancy checks and length restrictions

D. Response scrubbing, HTTP RFC compliancy checks, and meta-character enforcement

Correct Answer: B

QUESTION 3

Which events are valid iRule events triggered by BIG-IP ASM processing? (Choose 2)
A. ASM_REQUEST_BLOCKING

B. ASM_REQUEST_ACCEPTED

C. ASM_REQUEST_VIOLATION

D. ASM_RESPONSE_BLOCKING

Correct Answer: AC

QUESTION 4
Tightening is a feature of which type of entity?
A. Explicit URLs

B. Attack signatures
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C. Flow login URLs
D. Wildcard parameters

Correct Answer: D

QUESTION 5

Which of the following methods of protection are used by the BIG-IP ASM System to mitigate buffer overflow attacks?
A. HTTP RFC compliancy checks

B. Length restrictions and attack signatures

C. Length restrictions and site cookie compliancy checks

D. Meta-character enforcement and HTTP RFC compliancy check

Correct Answer: B

QUESTION 6

Which of the following statements are correct regarding positive and negative security models? (Choose 2)

A. Positive security model allows all transactions by default.

B. Negative security model denies all transactions by default.

C. Negative security model allows all transactions by default and rejects only transactions that contain attacks.

D. Positive security model denies all transactions by default and uses rules that allow only those transactions that are
considered safe and valid.

Correct Answer: CD

QUESTION 7

Which of the following are properties of an ASM logging profile? (Choose 2)
A. storage type

B. storage filter

C. storage policy

D. web application

Correct Answer: AB
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QUESTION 8

The BIG-IP ASM System sets two types of cookies to enforce elements in the security policy. The two types are main
and frame cookies. What is the purpose of the frame cookie? (Choose 2)

A. Validates domain cookies

B. Detects session expiration

C. Stores dynamic parameters and values

D. Handles dynamic parameter names and flow extractions

Correct Answer: CD

QUESTION 9

Which HTTP response code ranges indicate an error condition? (Choose 2)
A. Ixx

B. 2xx

C. 3xx

D. 4xx

E. 5xx

Correct Answer: DE

QUESTION 10

When building a policy based on live traffic using the automated policy builder, which of the following elements will not
be taken into account when analyzing the traffic?

A. The size of the response

B. The requested resource (URI)

C. The response code from the web server

D. The parameter values of static based parameters

Correct Answer: A
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