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QUESTION 1

For which of these third party authentication methods must you specify a search base? (Select two.) 

A. RADIUS 

B. Active Directory 

C. SecurID 

D. LDAP 

Correct Answer: BD 

B: Configuring the Firebox to use Active Directory authentication is similar to the process for LDAP authentication. You
must set a search base to put limits on the directories on the authentication server the Firebox searches in for an
authentication match. 

D: When you configure the Firebox to use LDAP authentication, you must set a search base to put limits on the
directories on the authentication server the Firebox searches in for an authentication match Reference: Fireware Basics,
Courseware: WatchGuard System Manager 10, page 83-84 

 

QUESTION 2

You configured four Device Administrator user accounts for your Firebox. To see a report of witch Device Management
users have made changes to the device configuration, what must you do? (Select two.) 

A. Start Firebox System Manager for the device and review the activity for the Management Users on the Authentication
List tab. 

B. Connect to Report Manager or Dimension and view the Audit Trail report for your device. 

C. Open WatchGuard Server Center and review the configuration history for managed devices. 

D. Configure your device to send audit trail log messages to your WatchGuard Log Server or Dimension Log Server. 

Correct Answer: BC 

 

 

QUESTION 3

While troubleshooting a branch office VPN tunnel, you see this log message: 

2014-07-23 12:29:15 iked (203.0.113.10203.0.113.20) Peer proposes phase oneencryption 3DES, expecting AES 

What settings could you modify in the local device configuration to resolve this issue? (Select one.) 

A. BOVPN Gateway settings 

B. BOVPN-Allow policies 
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C. BOVPN Tunnel settings 

D. BOVPN Tunnel Route settings 

Correct Answer: A 

The WatchGuard BOVPN settings error in this example states phase one encryption. Only the BOVPN Gateway
settings can specify phase one settings. BOVPN Tunnel settings specify phase 2 settings. 

 

QUESTION 4

The policies in a default Firebox configuration do not allow outgoing traffic from optional interfaces. 

A. True 

B. False 

Correct Answer: B 

 

 

QUESTION 5

An email newsletter about sales from an external company is sometimes blocked by spamBlocker. What option could
you choose to make sure the newsletter is delivered to your users? (Select one.) 

A. Add a spamBlocker exception based on the From field of the newsletter email. 

B. Set the spamBlocker action to quarantine the email for later retrieval. 

C. Add a spamBlocker subject tag for bulk email messages. 

D. Set the spamBlocker virus outbreak detection action to allow emails from the newsletter source. 

Correct Answer: C 

 

 

QUESTION 6

Match each WatchGuard Subscription Service with its function. 

Controls access to website based on content categories. . (Choose one). 

A. Reputation Enable Defense RED 

B. Gateway / Antivirus 

C. WebBlocker 

D. Intrusion Prevention Server IPS 
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E. Application Control 

Correct Answer: C 

WebBlocker controls access to the good and bad places that are reachable on the web, preventing users from gaining
access to sites that have evil intentions. If you configure WebBlocker to use the Websense cloud for WebBlocker
lookups, WebBlocker uses the Websense content categories. A web site is added to a category when the content of the
web site meets the criteria for the content category. 

Reference: http://www.tomsitpro.com/articles/network-security-solutions-guide, 2-866-6.html 

 

QUESTION 7

When your users connect to the Authentication Portal page to authenticate, they see a security warning message in
their browses, which they must accept before they can authenticate. How can you make sure they do not see this
security warning message in their browsers? (Select one.) 

A. Import a custom self-signed certificate or a third-party certificate to your Firebox and import the same certificate to all
client computers or web browsers. 

B. Replace the Firebox certificate with the trusted certificate from your web server. 

C. Add the user accounts for your users who use the Authentication Portal to a list of trusted users on your Firebox. 

D. Instruct them to disable security warning message in their preferred browsers. 

Correct Answer: A 

 

 

QUESTION 8

When you examine the log messages In Traffic Monitor, you see that some network packets are denied with an
unhandled packet log message. What does this log massage mean? (Select one.) 

A. The packet is denied because the site is on the Blocked Sites List. 

B. The packet is denied because it matched a policy. 
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C. The packet is denied because it matched an IPS signature. 

D. The packet is denied because it does not match any firewall policies. 

Correct Answer: D 

 

 

QUESTION 9

A local branch office VPN tunnel route is configured as shown in this image. On the remote peer device, what must be
configured as the remote network address for this tunnel route? (Select one.) 

A. 10.0.1.0/24 

B. 10.0.10.0/24 

C. 10.0.20.0/24 

Correct Answer: B 

 

 

QUESTION 10

Match each type of NAT with the correct description: 
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Changes and routes all incoming and outgoing packets sent from one range of addresses to a different range of
addresses. (Choose one) 

A. 1-to1 NAT 

B. Dynamic NAT 

C. NAT Loopback 

Correct Answer: A 

When you enable 1-to-1 NAT, the Firebox changes and routes all incoming and outgoing packets sent from one range
of addresses to a different range of addresses. 

Reference: Fireware Basics, Courseware: WatchGuard System Manager 10, page 74 

 

QUESTION 11

You can use Firebox System Manager to download a PCAP file that includes packet information about the protocols that
manage traffic on your network. 

A. True 

B. False 

Correct Answer: A 

 

 

QUESTION 12

If you disable the Outgoing policy, which policies must you add to allow trusted users to connect to commonly used
websites? (Select three.) 

A. HTTP port 80 

B. NAT policy 

C. FTP port 21 

D. HTTPS port 443 

E. DNS port 53 

Correct Answer: ADE 

TCP-UDP packet filter If you decide to remove the Outgoing policy, you must add a policy for any type of traffic you
want to allow through the Firebox. If you remove the Outgoing policy and then decide you want to allow all TCP and
UDP connections through the Firebox again, you must add the TCP-UDP packet filter to provide the same function. This
is because the Outgoing policy does not appear in the list of standard policies available from Policy Manager. 

Reference: Fireware Basics, Courseware: WatchGuard System Manager 10, page 97 

Latest ESSENTIALS Dumps | ESSENTIALS VCE Dumps | ESSENTIALS Practice Test                               6 / 9

https://www.pass4itsure.com/essentials.html
https://www.pass4itsure.com/essentials.html
https://www.pass4itsure.com/essentials.html


https://www.pass4itsure.com/essentials.html
2023 Latest pass4itsure ESSENTIALS PDF and VCE dumps Download

 

QUESTION 13

How can you include log messages from more than one Firebox in a single report generated by Dimension? (Select
two.) 

A. You cannot see report data in Dimension for more than one device. 

B. Create a device group and view the reports for that group. 

C. Create a report schedule that includes all the devices you want to include in the report. 

D. Export report data as a single PDF file for all the devices you want to include in the report. 

Correct Answer: BC 

 

 

QUESTION 14

With the policies configured as shown in this image, HTTP traffic can be sent and received through branch office VPN
tunnel.1 and tunnel.2. 

A. True 

B. False 

Correct Answer: B 
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QUESTION 15

Which authentication servers can you use with your Firebox? (Select four.) 

A. Active Directory 

B. RADIUS 

C. LDAP 

D. Linux Authentication 

E. Kerberos 

F. TACACS+ 

G. Firebox databases 

Correct Answer: ABCG 
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