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QUESTION 1

Which of the following DOS commands is used to configure network protocols?
A. netstat

B. netsvc

C. netsh

D. ipconfig

Correct Answer: C

QUESTION 2

John works as a Network Security Professional. He is assigned a project to test the security of www.we-are-secure.com.
He is working on the Linux operating system and wants to install an Intrusion Detection System on the We-are-secure
server so that he can receive alerts about any hacking attempts. Which of the following tools can John use to
accomplish the task?

Each correct answer represents a complete solution. Choose all that apply.

A. Samhain

B. Tripwire

C. Snort

D. SARA

Correct Answer: AC

QUESTION 3

Which of the following tunneling protocols is used to make data transfers secure on the network layer?
A. L2TP

B. L2F

C. IPSec

D. PPTP

Correct Answer: C

QUESTION 4
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Which of the following Linux rootkits allows attackers to hide files, processes, and network connections?
Each correct answer represents a complete solution. Choose all that apply.

A. Phalanx2

B. Adore

C. Knark

D. Beastkit

Correct Answer: BC

QUESTION 5

Kerberos is a computer network authentication protocol that allows individuals communicating over a non-secure
network to prove their identity to one another in a secure manner. Which of the following statements are true about the
Kerberos authentication scheme?

Each correct answer represents a complete solution. Choose all that apply.

A. Kerberos requires continuous availability of a central server.

B. Kerberos builds on Asymmetric key cryptography and requires a trusted third party.

C. Dictionary and brute force attacks on the initial TGS response to a client may reveal the subject\\'spasswords.

D. Kerberos requires the clocks of the involved hosts to be synchronized.

Correct Answer: ACD

QUESTION 6

Which of the following Linux rootkits is installed via stolen SSH keys?
A. Phalanx2

B. Beastkit

C. Adore

D. Linux.Ramen

Correct Answer: A

QUESTION 7
Which of the following Trojans is used by attackers to modify the Web browser settings?

A. WMA/TrojanDownloader.GetCodec
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B. Win32/FlyStudio
C. Trojan.Lodear
D. Win32/Pacex.Gen

Correct Answer: B

QUESTION 8

Which of the following law does not protect intellectual property?
A. Murphy\\'s law

B. Trademark

C. Patent law

D. Copyright

Correct Answer: A

QUESTION 9

Jason, a Malicious Hacker, is a student of Baker university. He wants to perform remote hacking on the server of
DataSoft Inc. to hone his hacking skills. The company has a Windows-based network. Jason successfully enters the
target system remotely by using the advantage of vulnerability. He places a Trojan to maintain future access and then
disconnects the remote session.

The employees of the company complain to Mark, who works as a Professional Ethical Hacker for DataSoft Inc., that
some computers are very slow. Mark diagnoses the network and finds that some irrelevant log files and signs of Trojans
are present on the computers. He suspects that a malicious hacker has accessed the network. Mark takes the help from
Forensic Investigators and catches Jason. Which of the following mistakes made by Jason helped the Forensic
Investigators catch him?

A. Jason did not perform a vulnerability assessment.

B. Jason did not perform port scanning.

C. Jason did not perform covering tracks.

D. Jason did not perform foot printing.

E. Jason did not perform OS fingerprinting.

Correct Answer: C

QUESTION 10

Which of the following is a set of exclusive rights granted by a state to an inventor or his assignee for a fixed period of
time in exchange for the disclosure of an invention?
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A. Snooping

B. Copyright
C. Utility model
D. Patent

Correct Answer: D

QUESTION 11

Which of the following ports can be used for IP spoofing?
A. NNTP 119

B. POP 110

C. Rlogin 513

D. Whois 43

Correct Answer: C

QUESTION 12

Which of the following is true for XSS, SQL injection, and RFI?
A. These are Trojans.

B. These are hacking tools.

C. These are viruses.

D. These are types of Web application vulnerabilities.

Correct Answer: D

QUESTION 13

You are responsible for security at a company that uses a lot of Web applications. You are most concerned about flaws
in those applications allowing some attacker to get into your network. What method would be best for finding such
flaws?

A. Vulnerability scanning

B. Manual penetration testing

C. Automated penetration testing

D. Code review
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Correct Answer: A

QUESTION 14

Fill in the blank with the appropriate word is software that is a subcategory of malware and refers to unwanted software
that performs malicious actions on a user\\'s computer. Some its examples are Trojan, adware, and spyware.

Correct Answer: Crimeware

QUESTION 15

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. He has successfully completed the following pre-attack phases while testing the security of the server:

- Footprinting

- Scanning

Now he wants to conduct the enumeration phase. Which of the following tools can John use to conduct it?
Each correct answer represents a complete solution. Choose all that apply.

A. PsFile

B. Userinfo

C. PsPasswd

D. WinSSLMiM

Correct Answer: ABC
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