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QUESTION 1

Which of the following is an example of a low-interaction production honeypot that is developed and sold by the Swiss
company Netsec? 

A. ManTrap 

B. Specter 

C. KFSensor 

D. Honeyd 

Correct Answer: B 

 

QUESTION 2

You work as a Network Administrator for Infonet Inc. The company\\'s network is connected to the Internet. The network
has a Web server that is accessible to Internet users. For security, you want to keep the Web server separate from
other servers on the network. Where will you place the Web server? 

A. With the authentication server 

B. In a demilitarized zone (DMZ) 

C. With the database server 

D. In a virtual private network (VPN) 

Correct Answer: B 

 

QUESTION 3

Jason, a Malicious Hacker, is a student of Baker university. He wants to perform remote hacking on the server of
DataSoft Inc. to hone his hacking skills. The company has a Windows-based network. Jason successfully enters the
target system remotely by using the advantage of vulnerability. He places a Trojan to maintain future access and then
disconnects the remote session. 

The employees of the company complain to Mark, who works as a Professional Ethical Hacker for DataSoft Inc., that
some computers are very slow. Mark diagnoses the network and finds that some irrelevant log files and signs of Trojans
are present on the computers. He suspects that a malicious hacker has accessed the network. Mark takes the help from
Forensic Investigators and catches Jason. Which of the following mistakes made by Jason helped the Forensic
Investigators catch him? 

A. Jason did not perform a vulnerability assessment. 

B. Jason did not perform port scanning. 

C. Jason did not perform covering tracks. 

D. Jason did not perform foot printing. 
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E. Jason did not perform OS fingerprinting. 

Correct Answer: C 

 

QUESTION 4

Which of the following statements are true about firewalking? 

Each correct answer represents a complete solution. Choose all that apply. 

A. To use firewalking, the attacker needs the IP address of the last known gateway before the firewall and the IP
address of a host located behind the firewall. 

B. In this technique, an attacker sends a crafted packet with a TTL value that is set to expire one hop past the firewall. 

C. Firewalking works on the UDP packets. 

D. A malicious attacker can use firewalking to determine the types of ports/protocols that can bypass the firewall. 

Correct Answer: ABD 

 

QUESTION 5

Which of the following laws was formed by the legislative branch of the United States government? 

A. Study law 

B. Business law 

C. Statutory law 

D. Administrative law 

Correct Answer: C 

 

QUESTION 6

John works as a professional Ethical Hacker. He has been assigned a project to test the security of www.we-are-
secure.com. He observes that the We-are-secure server is vulnerable to a special type of DoS attack and he makes the
following suggestions to the security authority to protect the server from this DoS attack. The countermeasures against
this type of DoS attack are as follows: Disabling IP-directed broadcasts at the We-are-secure router Configuring local
computers so as not to respond to such ICMP packets that are configured to be sent to IP broadcast addresses Which
of the following DoS attacks has John discovered as a vulnerability for the We-are-secure security network? 

A. Smurf attack 

B. Fraggle attack 

C. Teardrop attack 

D. Jolt attack 
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Correct Answer: A 

 

 

QUESTION 7

Which of the following environmental variables represents the PID value of the last child process? 

A. $? 

B. $! 

C. $$ 

D. $!! 

Correct Answer: B 

 

QUESTION 8

Which of the following tools will you use to prevent from session hijacking? 

Each correct answer represents a complete solution. Choose all that apply. 

A. OpenSSH 

B. Telnet 

C. Rlogin 

D. SSL 

Correct Answer: AD 

 

QUESTION 9

Fill in the blank with the appropriate layer name of the OSI model. 

Secure Socket Layer (SSL) operates at the _______ layer of the OSI model. 

Correct Answer: transport 

 

 

QUESTION 10

An attacker wants to launch an attack on a wired Ethernet. He wants to accomplish the following tasks: 

· Sniff data frames on a local area network. 
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· Modify the network traffic. 

· Stop the network traffic frequently. 

Which of the following techniques will the attacker use to accomplish the task? 

A. ARP spoofing 

B. IP spoofing 

C. Eavesdropping 

D. Session hijacking 

Correct Answer: A 

 

 

QUESTION 11

Which of the following protocols is used the most by web servers? 

A. HTTP 

B. COM 

C. ORG 

D. FTP 

Correct Answer: A 

 

 

QUESTION 12

Rick, the Network Administrator of the Fimbry Hardware Inc., wants to design the initial test model for Internet Access.
He wants to fulfill the following goals: 

·No external traffic should be allowed into the network. 

·Administrators should be able to restrict the websites which can be accessed by the internal users. 

Which of the following technologies should he use to accomplish the above goals? 

(Click the Exhibit button on the toolbar to see the case study.) 

A. Firewall 

B. Network Address Translator (NAT) 

C. Proxy Server 
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D. Internet Connection Sharing (ICS) 

E. Routing and Remote Access Service (RRAS) 

Correct Answer: C 

 

 

QUESTION 13

Which of the following laws was formed by the legislative branch of the United States government? 

A. Business law 

B. Statutory law 

C. Study law 

D. Administrative law 

Correct Answer: B 

 

QUESTION 14

Who among the following are security experts who specialize in penetration testing and other testing methodologies to
ensure that their company\\'s information systems are secure? 

Each correct answer represents a complete solution. Choose all that apply. 

A. Black hat hackers 

B. Script Kiddies 

C. White hat hackers 

D. Ethical hackers 

Correct Answer: CD 

 

QUESTION 15

You want to rename a file foo to the file bar and move the file bar to the /tmp folder. Which of the following commands
will you use to accomplish the task? 

A. mv bar /temp/foo 

B. ren foo /tmp/bar 

C. mv foo /tmp/bar 

D. ren bar /tml/foo 
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Correct Answer: C 
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