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QUESTION 1

Which of the following is the objective of Gramm-Leach-Bliley Act? 

A. To ease the transfer of financial information between institutions and banks 

B. To protect the confidentiality, integrity, and availability of data 

C. To set a new or enhanced standards for all U.S. public company boards, management and public accounting firms 

D. To certify the accuracy of the reported financial statement 

Correct Answer: A 

 

QUESTION 2

Internet Control Message Protocol (ICMP) messages occur in many situations, such as whenever a datagram cannot
reach the destination or the gateway does not have the buffering capacity to forward a datagram. Each ICMP message
contains three fields: type, code, and checksum. Different types of Internet Control Message Protocols (ICMPs) are
identified by a TYPE field. If the destination is not reachable, which one of the following are generated? 

A. Type 8 ICMP codes 

B. Type 12 ICMP codes 

C. Type 3 ICMP codes 

D. Type 7 ICMP codes 

Correct Answer: C 

 

QUESTION 3

Simon is a former employee of Trinitron XML Inc. He feels he was wrongly terminated and wants to hack 

into his former company\\'s network. Since Simon remembers some of the server names, he attempts to run 

the AXFR and IXFR commands using DIG. 

What is Simon trying to accomplish here? 

A. Enumerate all the users in the domain 

B. Perform DNS poisoning 

C. Send DOS commands to crash the DNS servers 

D. Perform a zone transfer 

Correct Answer: D 
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QUESTION 4

A team of cyber criminals in Germany has sent malware-based emails to workers of a fast-food center which is having
multiple outlets spread geographically. When any of the employees click on the malicious email, it will give backdoor
access to the point of sale (POS) systems located at various outlets. After gaining access to the POS systems, the
criminals will be able to obtain credit card details of the fast-food center\\'s customers. In the above scenario, identify the
type of attack being performed on the fast-food center? 

A. Phishing 

B. Vishing 

C. Tailgating 

D. Dumpster diving 

Correct Answer: A 

 

QUESTION 5

John is a network administrator and he is configuring the Active Directory roles in the primary domain controller (DC)
server. Whilst configuring the Flexible Single Master Operation (FSMO) roles in the primary DC, he configured one of
the roles to synchronize the time among all the DCs in an enterprise. The role that he configured also records the
password changes performed by other DCs in the domain, authentication failures due to entering an incorrect password,
and processes account lockout activities. Which of the following FSMO roles has John configured? 

A. RID master 

B. PDC emulator 

C. Domain naming master 

D. Schema master 

Correct Answer: B 

 

QUESTION 6

Robert is a network admin in XYZ Inc. He deployed a Linux server in his enterprise network and wanted to share some
critical and sensitive files that are present in the Linux server with his subordinates. He wants to set the file access
permissions using chmod command in such a way that his subordinates can only read/view the files but cannot edit or
delete the files. Which of the following chmod commands can Robert use in order to achieve his objective? 

A. chmod 666 

B. chmod 644 

C. chmod 755 

D. chmod 777 
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Correct Answer: B 

 

QUESTION 7

Which of the following policy forbids everything with strict restrictions on all usage of the company systems and
network? 

A. Information-Protection Po 

B. Paranoid Policy 

C. Promiscuous Policy 

D. Prudent Policy 

Correct Answer: B 

 

QUESTION 8

After passing her CEH exam, Carol wants to ensure that her network is completely secure. She 

implements a DMZ, statefull firewall, NAT, IPSEC, and a packet filtering firewall. Since all security 

measures were taken, none of the hosts on her network can reach the Internet. 

Why is that? 

A. IPSEC does not work with packet filtering firewalls 

B. NAT does not work with IPSEC 

C. NAT does not work with statefull firewalls 

D. Statefull firewalls do not work with packet filtering firewalls 

Correct Answer: B 

 

QUESTION 9

Rule of Engagement (ROE) is the formal permission to conduct a pen-test. It provides top-level guidance for conducting
the penetration testing. Various factors are considered while preparing the scope of ROE which clearly explain the limits
associated with the security test. 
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Which of the following factors is NOT considered while preparing the scope of the Rules of Engagment (ROE)? 

A. A list of employees in the client organization 

B. A list of acceptable testing techniques 

C. Specific IP addresses/ranges to be tested 

D. Points of contact for the penetration testing team 

Correct Answer: A 

 

QUESTION 10

Which port does DHCP use for client connections? 

A. UDP port 67 

B. UDP port 68 

C. UDP port 69 

D. UDP port 66 

Correct Answer: B 
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QUESTION 11

What are the 6 core concepts in IT security? 

A. Server management, website domains, firewalls, IDS, IPS, and auditing 

B. Authentication, authorization, confidentiality, integrity, availability, and non-repudiation 

C. Passwords, logins, access controls, restricted domains, configurations, and tunnels 

D. Biometrics, cloud security, social engineering, DoS attack, viruses, and Trojans 

Correct Answer: B 

 

QUESTION 12

Michael works for Kimball Construction Company as senior security analyst. As part of yearly security audit, Michael
scans his network for vulnerabilities. Using Nmap, Michael conducts XMAS scan and most of the ports scanned do not
give a response. In what state are these ports? 

A. Filtered 

B. Stealth 

C. Closed 

D. Open 

Correct Answer: D 
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QUESTION 13

What will the following URL produce in an unpatched IIS Web Server? 

A. Execute a buffer flow in the C: drive of the web server 

B. Insert a Trojan horse into the C: drive of the web server 

C. Directory listing of the C:\windows\system32 folder on the web server 

D. Directory listing of C: drive on the web server 

Correct Answer: D 

 

QUESTION 14

HDC Networks Ltd. is a leading security services company. Matthew works as a penetrating tester with this firm. He was
asked to gather information about the target company. Matthew begins with social engineering by following the steps: 

I. Secretly observes the target to gain critical information 

II. Looks at employee\\'s password or PIN code with the help of binoculars or a low-power telescope 

Based on the above description, identify the information gathering technique. 

A. Phishing 

B. Shoulder surfing 

C. Tailgating 

D. Dumpster diving 

Correct Answer: B 

 

QUESTION 15

What is the maximum value of a "tinyint" field in most database systems? 

A. 222 

B. 224 or more 

C. 240 or less 

D. 225 or more 

Correct Answer: D 
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