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QUESTION 1

LBA (Logical Block Address) addresses data by allotting a ___________to each sector of the hard disk. 

A. Sequential number 

B. Index number 

C. Operating system number 

D. Sector number 

Correct Answer: A 

 

QUESTION 2

Which of the following is not a part of disk imaging tool requirements? 

A. The tool should not change the original content 

B. The tool should log I/O errors in an accessible and readable form, including the type and location of the error 

C. The tool must have the ability to be held up to scientific and peer review 

D. The tool should not compute a hash value for the complete bit stream copy generated from an image file of the
source 

Correct Answer: D 

 

QUESTION 3

Injection flaws are web application vulnerabilities that allow untrusted data to be Interpreted and executed as part of a
command or query. Attackers exploit injection flaws by constructing malicious commands or queries that result in data
loss or corruption, lack of accountability, or denial of access. Which of the following injection flaws involves the injection
of malicious code through a web application? 

A. SQL Injection 

B. Password brute force 

C. Nmap Scanning 

D. Footprinting 

Correct Answer: A 

 

QUESTION 4

You are running through a series of tests on your network to check for any security vulnerabilities. After normal working
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hours, you initiate a DoS attack against your external firewall. The firewall Quickly freezes up and becomes unusable.
You then initiate an FTP connection from an external IP into your internal network. The connection is successful even
though you have FTP blocked at the external firewall. What has happened? 

A. The firewall failed-open 

B. The firewall failed-closed 

C. The firewall ACL has been purged 

D. The firewall failed-bypass 

Correct Answer: A 

 

QUESTION 5

If you plan to startup a suspect\\'s computer, you must modify the ___________ to ensure that you do not contaminate
or alter data on the suspect\\'s hard drive by booting to the hard drive. 

A. deltree command 

B. CMOS 

C. Boot.sys 

D. Scandisk utility 

E. boot.ini 

Correct Answer: E 

 

QUESTION 6

As a CHFI professional, which of the following is the most important to your professional reputation? 

A. Your Certifications 

B. The correct, successful management of each and every case 

C. The free that you charge 

D. The friendship of local law enforcement officers 

Correct Answer: B 

 

QUESTION 7

Daryl, a computer forensics investigator, has just arrived at the house of an alleged computer hacker. Daryl takes
pictures and tags all computer and peripheral equipment found in the house. Daryl packs all the items found in his van
and takes them back to his lab for further examination. At his lab, Michael his assistant helps him with the investigation.
Since Michael is still in training, Daryl supervises all of his work very carefully. Michael is not quite sure about the
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procedures to copy all the data off the computer and peripheral devices. How many data acquisition tools should
Michael use when creating copies of the evidence for the investigation? 

A. Two 

B. One 

C. Three 

D. Four 

Correct Answer: A 

 

QUESTION 8

The ARP table of a router comes in handy for Investigating network attacks, as the table contains IP addresses
associated with the respective MAC addresses. 

The ARP table can be accessed using the __________command in Windows 7. 

A. Option A 

B. Option B 

C. Option C 

D. Option D 

Correct Answer: A 

 

QUESTION 9

Before you are called to testify as an expert, what must an attorney do first? 

A. engage in damage control 

B. prove that the tools you used to conduct your examination are perfect 

C. read your curriculum vitae to the jury 

D. qualify you as an expert witness 
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Correct Answer: D 

 

QUESTION 10

Recovery of the deleted partition is the process by which the investigator evaluates and extracts the deleted partitions. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 11

An Expert witness gives an opinion if: 

A. The Opinion, inferences or conclusions depend on special knowledge, skill or training not within the ordinary
experience of lay jurors 

B. To define the issues of the case for determination by the finder of fact 

C. To stimulate discussion between the consulting expert and the expert witness 

D. To deter the witness form expanding the scope of his or her investigation beyond the requirements of the case 

Correct Answer: A 

 

QUESTION 12

When searching through file headers for picture file formats, what should be searched to find a JPEG file in hexadecimal
format? 

A. FF D8 FF E0 00 10 

B. FF FF FF FF FF FF 

C. FF 00 FF 00 FF 00 

D. EF 00 EF 00 EF 00 

Correct Answer: A 

 

QUESTION 13

Sectors in hard disks typically contain how many bytes? 

A. 256 

B. 512 
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C. 1024 

D. 2048 

Correct Answer: B 

 

QUESTION 14

John is working on his company policies and guidelines. The section he is currently working on covers company
documents; how they shouldJohn is working on his company? policies and guidelines. The section he is currently
working on covers company documents; how they should be handled, stored, and eventually destroyed. John is
concerned about the process whereby outdated documents are destroyed. What type of shredder should John write in
the guidelines to be used when destroying documents? 

A. Strip-cut shredder 

B. Cross-cut shredder 

C. Cross-hatch shredder 

D. Cris-cross shredder 

Correct Answer: B 

 

QUESTION 15

Which of the following reports are delivered under oath to a board of directors/managers/panel of jury? 

A. Written informal Report 

B. Verbal Formal Report 

C. Written Formal Report 

D. Verbal Informal Report 

Correct Answer: B 
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