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QUESTION 1

Which one of the following is a non-deprecated security solution in the 802.11 standard? 

A. WEP 

B. CCMP/AES 

C. TKIP/RC4 

D. Shared Key Authentication 

Correct Answer: B 

 

QUESTION 2

What is a common problem in specialty Wi-Fi devices? 

A. The use of 802.11 VHT-only chipsets 

B. The use of older, less capable 802.11 chipsets 

C. The use of 802.11 DSSS-only chipsets 

D. The use of newer, more capable 802.11 chipsets 

Correct Answer: B 

 

QUESTION 3

A device is a 3x2:2 device. How many spatial streams can it receive? 

A. 3 

B. 9 

C. 6 

D. 2 

Correct Answer: D 

 

QUESTION 4

You have recently changed the passphrase used with WPA2 in several APs and have reconfigured clients for the new
passphrase. Now, a few clients are unable to connect to those APs. Most clients can connect to them just fine. What is
the likely problem? 

A. The APs have the wrong new passphrase 
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B. The working clients have the wrong passphrase 

C. The problem clients are not 802.11-capable 

D. The problem clients have the wrong passphrase 

Correct Answer: D 

 

QUESTION 5

A dual-band AP most likely supports what two frequency bands? 

A. Sub-1 GHz and 2.4 GHz 

B. 2.4 GHz and 60 GHz 

C. 5 GHz and 60 GHz 

D. 2.4 GHz and 5 GHz 

Correct Answer: D 

 

QUESTION 6

EAP-TLS is used for 802.1X/EAP authentication on your WLAN. What must be installed on all client devices that
connect using this method? 

A. RADIUS shared secret 

B. RADIUS IP address 

C. Certificate 

D. EAP-TLS DLL 

Correct Answer: C 

 

QUESTION 7

When configuring a standalone AP with a web-based interface, what should be changed to protect the HTTP interface
used to manage the AP? 

A. Admin account password 

B. WPA2 passphrase 

C. SSID 

D. WPA passphrase 

Correct Answer: A 
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QUESTION 8

At what point is RF power typically stipulated in milliwatts? 

A. At the transmitter 

B. Fifty feet from the transmitter 

C. At the receiver 

D. One hundred feet from the transmitter 

Correct Answer: A 

 

QUESTION 9

You use 802.1X/EAP for all WLAN authentication in your network. You have several VoIP handsets that work well until
they have to roam from one AP to another. When they roam, calls are often dropped or call quality is significantly
diminished. What is the most likely cause of this problem? 

A. Wrong passphrase entered on the VoIP handsets 

B. Non-implemented roaming features on the APs 

C. Wrong SSID used by the VoIP handsets 

D. Wrong certificate installed on the VoIP handsets 

Correct Answer: B 

 

QUESTION 10

You are configuring WPA2 for use on an AP. What encryption method should be used to ensure the highest security? 

A. TKIP/RC4 

B. TKIP/AES 

C. CCMP/RC4 

D. CCMP/AES 

Correct Answer: D 
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