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QUESTION 1

A systems administrator needs to convert ten physical servers to virtual.

Which of the following would be the MOST efficient conversion method for the administrator to use?
A. Rebuild the servers from scratch

B. Use the vendor\\'s conversion tool

C. Clone the hard drive

D. Restore from backup

Correct Answer: C

QUESTION 2

A cloud administrator has finished setting up an application that will use RDP to connect. During testing, users
experience a connection timeout error. Which of the following will MOST likely solve the issue?

A. Checking user passwords

B. Configuring QoS rules

C. Enforcing TLS authentication
D. Opening TCP port 3389
Correct Answer: D

Reference: https://docs.microsoft.com/en-us/windows-server/remote/remote-desktop-services/troubleshoot/rdp-error-
general-troubleshooting

QUESTION 3

A web server has been deployed in a public 1aaS provider and has been assigned the public IP address of
72.135.10.100. Users are now reporting that when they browse to the website, they receive a message indicating the
service is unavailable. The cloud administrator logs into the server, runs a netstat command, and notices the following
relevant output:

TCR 17:34130;
TCE 17.3.130.
TCEP 17.3.130:
TCE 17.3.130,
TEP 17.3:138:

72.135.10.100:5500 TIME WAIT
72.135.10.100:5501 TIME WAIT
72.135.10.100:5502 TIM.E‘.:WEKIT
72.135.10.100:5503 TIME WAIT
72.135.10.100:5504 TIME WAIT

Ld Lo Ld Lo
D0 o0 o

Which of the following actions should the cloud administrator take to resolve the issue?
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A. Assign a new IP address of 192.168.100.10 to the web server
B. Modify the firewall on 72.135.10.100 to allow only UDP

C. Configure the WAF to filter requests from 17.3.130.3

D. Update the gateway on the web server to use 72.135.10.1

Correct Answer: D

QUESTION 4

A cloud administrator is reviewing a new application implementation document. The administrator needs to make sure
all the known bugs and fixes are applied, and unwanted ports and services are disabled. Which of the following
techniques would BEST help the administrator assess these business requirements?

A. Performance testing

B. Usability testing

C. Vulnerability testing

D. Regression testing

Correct Answer: C

QUESTION 5

A VDI administrator has received reports of poor application performance. Which of the following should the
administrator troubleshoot FIRST?

A. The network environment
B. Container resources

C. Client devices

D. Server resources

Correct Answer: D

QUESTION 6

A company is switching from one cloud provider to another and needs to complete the migration as quickly as possible.
Which of the following is the MOST important consideration to ensure a seamless migration?

A. The cost of the environment
B. The I/O of the storage

C. Feature compatibility
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D. Network utilization

Correct Answer: B

QUESTION 7

A cloud administrator recently noticed that a number of files stored at a SaaS provider\\'s file-sharing service were
deleted. As part of the root cause analysis, the administrator noticed the parent folder permissions were modified last
week. The administrator then used a test user account and determined the permissions on the files allowed everyone to
have write access.

Which of the following is the best step for the administrator to take NEXT?

A. Identify the changes to the file-sharing service and document

B. Acquire a third-party DLP solution to implement and manage access

C. Test the current access permissions to the file-sharing service

D. Define and configure the proper permissions for the file-sharing service

Correct Answer: D

QUESTION 8

A SaasS provider wants to maintain maximum availability for its service. Which of the following should be implemented to
attain the maximum SLA?

A. A hot site

B. An active-active site
C. A warm site

D. A cold site

Correct Answer: A

QUESTION 9

Which of the following strategies will mitigate the risk of a zero-day vulnerability MOST efficiently?
A. Using only open-source technologies

B. Keeping all resources up to date

C. Creating a standby environment with a different cloud provider

D. Having a detailed incident response plan

Correct Answer: D
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QUESTION 10

A systems administrator is deploying a GPU-accelerated VDI solution. Upon requests from several users, the
administrator installs an older version of the OS on their virtual workstations. The majority of the VMs run the latest LTS
version of

the OS.

Which of the following types of drivers will MOST likely ensure compatibility will all virtual workstations?

A. Alternative community drivers

B. Legacy drivers

C. The latest drivers from the vendor\\'s website

D. The drivers from the OS repository

Correct Answer: C

QUESTION 11

A developer is no longer able to access a public cloud APl deployment, which was working ten minutes prior. Which of
the following is MOST likely the cause?

A. API provider rate limiting

B. Invalid API token

C. Depleted network bandwidth
D. Invalid API request

Correct Answer: B

QUESTION 12

A vendor is installing a new retail store management application for a customer. The application license ensures
software costs are low when the application is not being used, but costs go up when use is higher. Which of the
following licensing models is MOST likely being used?

A. Socket-based

B. Core-based

C. Subscription

D. Volume-based

Correct Answer: A
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QUESTION 13

An organization requires the following to be achieved between the finance and marketing departments:
1.

Allow HTTPS/HTTP.

2.

Disable FTP and SMB traffic.

Which of the following is the MOST suitable method to meet the requirements?
A. Implement an ADC solution to load balance the VLAN traffic

B. Configure an ACL between the VLANs

C. Implement 802.1X in these VLANs

D. Configure on-demand routing between the VLANS

Correct Answer: B

QUESTION 14

A media company has made the decision to migrate a physical, internal file server to the cloud and use a web-based
interface to access and manage the files. The users must be able to use their current corporate logins.

Which of the following is the MOST efficient way to achieve this goal?
A. Deploy a VM in a cloud, attach storage, and copy the files across
B. Use a SaasS service with a directory service federation

C. Deploy a fileshare in a public cloud and copy the files across

D. Copy the files to the object storage location in a public cloud

Correct Answer: C

QUESTION 15

An organization is running a database application on a SATA disk, and a customer is experiencing slow performance
most of the time. Which of the following should be implemented to improve application performance?

A. Increase disk capacity
B. Increase the memory and network bandwidth

C. Upgrade the application
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D. Upgrade the environment and use SSD drives

Correct Answer: D
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