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QUESTION 1

A company has an in-house-developed application. The administrator wants to utilize cloud services for additional peak
usage workloads. The application has a very unique stack of dependencies. 

Which of the following cloud service subscription types would BEST meet these requirements? 

A. PaaS 

B. SaaS 

C. DBaaS 

D. IaaS 

Correct Answer: D 

 

QUESTION 2

A systems administrator is provisioning VMs in a cloud environment and has been told to select an OS build with the
furthest end-of-life date. Which of the following OS builds would be BEST for the systems administrator to use? 

A. Open-source 

B. LTS 

C. Canary 

D. Beta 

E. Stable 

Correct Answer: E 

 

QUESTION 3

A cloud administrator is designing a multiregion network within an IaaS provider. The business requirements for
configuring the network are as follows: 

1.

 Use private networking in and between the multisites for data replication. 

2.

 Use low latency to avoid performance issues. 

Which of the following solutions should the network administrator use within the IaaS provider to connect multiregions? 

A. Peering 
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B. Gateways 

C. VPN 

D. Hub and spoke 

Correct Answer: C 

 

QUESTION 4

After accidentally uploading a password for an IAM user in plain text, which of the following should a cloud administrator
do FIRST? 

A. Identify the resources that are accessible to the affected IAM user 

B. Remove the published plain-text password 

C. Notify users that a data breach has occurred 

D. Change the affected IAM user\\'s password 

E. Delete the affected IAM user 

Correct Answer: B 

 

QUESTION 5

An IaaS provider has numerous devices and services that are commissioned and decommissioned automatically on an
ongoing basis. The cloud administrator needs to implement a solution that will help reduce administrative overhead.
Which of the following will accomplish this task? 

A. IPAM 

B. NAC 

C. NTP 

D. DNS 

Correct Answer: A 

Reference: https://www.infoblox.com/glossary/ipam-ip-address-management/ 

 

QUESTION 6

A cloud administrator recently deployed an update to the network drivers of several servers. Following the update, one
of the servers no longer responds to remote login requests. The cloud administrator investigates the issue and gathers
the following information: 

1.
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 The cloud management console shows the VM is running and the CPU and memory utilization is at or near 0%. 

2.

 The cloud management console does not show an IP address for that server. 

3.

 A DNS lookup shows the hostname resolves to an IP address. 

4.

 The server is a member of the same security group as the others. 

5.

 The cloud administrator is able to log in remotely to the other servers without issue. Which of the following is the MOST
likely cause of the server being unavailable? 

A. The network driver updates did not apply successfully, and the interface is in a down state. 

B. The ACL policy for the server was updated as part of the server reboot, preventing login access. 

C. The server was assigned a new IP address, and DNS entry for the server name was not updated. 

D. The update caused an increase in the output to the logs, and the server is too busy to respond. 

Correct Answer: C 

 

QUESTION 7

An IaaS application has a two-hour RTO and a four-hour RPO. The application takes one hour to back up its data or
restore from a local backup file. A systems administrator is tasked with configuring the backup policy. Which of the
following should the administrator configure to achieve the application requirements with the LEAST cost? 

A. Back up to long-term storage every night 

B. Back up to object storage every three hours 

C. Back up to long-term storage every four hours 

D. Back up to object storage every hour 

Correct Answer: B 

 

QUESTION 8

A systems administrator for an e-commerce company will be migrating the company\\'s main website to a cloud
provider. The principal requirement is that the website must be highly available. 

Which of the following will BEST address this requirement? 

A. Vertical scaling 
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B. A server cluster 

C. Redundant switches 

D. A next-generation firewall 

Correct Answer: A 

 

QUESTION 9

A storage array that is used exclusively for datastores is being decommissioned, and a new array has been installed.
Now the private cloud administrator needs to migrate the data. Which of the following migration methods would be the
BEST to use? 

A. Conduct a V2V migration 

B. Perform a storage live migration 

C. Rsync the data between arrays 

D. Use a storage vendor migration appliance 

Correct Answer: D 

 

QUESTION 10

A systems administrator is troubleshooting network throughput issues following a deployment. The network is currently
being overwhelmed by the amount of traffic between the database and the web servers in the environment. Which of the
following should the administrator do to resolve this issue? 

A. Set up affinity rules to keep web and database servers on the same hypervisor 

B. Enable jumbo frames on the gateway 

C. Move the web and database servers onto the same VXLAN 

D. Move the servers onto thick-provisioned storage 

Correct Answer: B 

 

QUESTION 11

A systems administrator is configuring a storage array. 

Which of the following should the administrator configure to set up mirroring on this array? 

A. RAID 0 

B. RAID 1 

C. RAID 5 
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D. RAID 6 

Correct Answer: B 

Reference: https://www.enterprisestorageforum.com/storage-management/raid-levels.html 

 

QUESTION 12

A cloud administrator has built a new private cloud environment and needs to monitor all computer, storage, and
network components of the environment. Which of the following protocols would be MOST useful for this task? 

A. SMTP 

B. SCP 

C. SNMP 

D. SFTP 

Correct Answer: C 

 

QUESTION 13

An organization has the following requirements that need to be met when implementing cloud services: 

1.

 SSO to cloud infrastructure 

2.

 On-premises directory service 

3.

 RBAC for IT staff 

Which of the following cloud models would meet these requirements? 

A. Public 

B. Community 

C. Hybrid 

D. Multitenant 

Correct Answer: C 

 

QUESTION 14
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An SQL injection vulnerability was reported on a web application, and the cloud platform team needs to mitigate the
vulnerability while it is corrected by the development team. Which of the following controls will BEST mitigate the risk of
exploitation? 

A. DLP 

B. HIDS 

C. NAC 

D. WAF 

Correct Answer: A 

 

QUESTION 15

A systems administrator disabled TLS 1.0 and 1.1, as well as RC4, 3DES, and AES-128 ciphers for TLS 1.2, on a web
server. A client now reports being unable to access the web server, but the administrator verifies that the server is
online, the web service is running, and other users can reach the server as well. 

Which of the following should the administrator recommend the user do FIRST? 

A. Disable antivirus/anti-malware software 

B. Turn off the software firewall 

C. Establish a VPN tunnel between the computer and the web server 

D. Update the web browser to the latest version 

Correct Answer: B 
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