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QUESTION 1

A user reports a poor-quality remote VDI session. Which of the following should the help desk technician do FIRST to
troubleshoot the issue? 

A. Check the FAQ section of the vendor\\'s documentation. 

B. Ask the user if the client device or access location has changed. 

C. Reboot the user\\'s virtual desktop. 

D. Request permission to log in to the device remotely. 

Correct Answer: C 

 

QUESTION 2

A web server has been deployed in a public IaaS provider and has been assigned the public IP address of
72.135.10.100. Users are now reporting that when they browse to the website, they receive a message indicating the
service is unavailable. The cloud administrator logs into the server, runs a netstat command, and notices the following
relevant output: 

Which of the following actions should the cloud administrator take to resolve the issue? 

A. Assign a new IP address of 192.168.100.10 to the web server 

B. Modify the firewall on 72.135.10.100 to allow only UDP 

C. Configure the WAF to filter requests from 17.3.130.3 

D. Update the gateway on the web server to use 72.135.10.1 

Correct Answer: D 

 

QUESTION 3

A cloud engineer is performing updates to an application and needs to gracefully stop any new transactions from
processing before the updates can be applied. Which of the following steps should the engineer take? 

A. Enable maintenance mode from the application dashboard 

B. Wait until after business hours to conduct the change when the system is not in use 
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C. Run a kill command on the system to stop the application services 

D. Use a load balancer to redirect traffic to other systems serving the application 

Correct Answer: A 

 

QUESTION 4

A systems administrator is creating a VM and wants to ensure disk space is not allocated to the VM until it is needed.
Which of the following techniques should the administrator use to ensure? 

A. Deduplication 

B. Thin provisioning 

C. Software-defined storage 

D. iSCSI storage 

Correct Answer: B 

 

QUESTION 5

A systems administrator is using a configuration management tool to perform maintenance tasks in a system. The tool is
leveraging the target system\\'s API to perform these maintenance tasks After a number of features and security
updates are applied to the target system, the configuration management tool no longer works as expected. Which of the
following is the MOST likely cause of the issue? 

A. The target system\\'s API functionality has been deprecated 

B. The password for the service account has expired 

C. The IP addresses of the target system have changed 

D. The target system has failed after the updates 

Correct Answer: A 

 

QUESTION 6

A cloud security analyst needs to ensure the web servers in the public subnet allow only secure communications and
must remediate any possible issue. The stateful configuration for the public web servers is as follows: 
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Which of the following actions should the analyst take to accomplish the objective? 

A. Remove rules 1, 2, and 5. 

B. Remove rules 1, 3, and 4. 

C. Remove rules 2, 3, and 4. 

D. Remove rules 3, 4, and 5. 

Correct Answer: B 

Reference: https://specopssoft.com/blog/open-ports-and-their-vulnerabilities/ 

 

QUESTION 7

A cloud administrator is provisioning five VMs, each with a minimum of 8GB of RAM and a varying load throughout the
day. The hypervisor has only 32GB of RAM. Which of the following features should the administrator use? 

A. Memory overcommitment 

B. Thin-provisioned model 

C. Process scheduling 

D. Hyperthreading 

Correct Answer: C 

 

QUESTION 8

A company is considering consolidating a number of physical machines into a virtual infrastructure that will be located at
its main office. The company has the following requirements: 
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1.

 High-performance VMs 

2.

 More secure 

3.

 Has system independence 

Which of the following is the BEST platform for the company to use? 

A. Type 1 hypervisor 

B. Type 2 hypervisor 

C. Software application virtualization 

D. Remote dedicated hosting 

Correct Answer: A 

 

QUESTION 9

Which of the following will provide a systems administrator with the MOST information about potential attacks on a cloud
IaaS instance? 

A. Network flows 

B. FIM 

C. Software firewall 

D. HIDS 

Correct Answer: A 

 

QUESTION 10

A systems administrator is reviewing two CPU models for a cloud deployment. Both CPUs have the same number of
cores/threads and run at the same clock speed. Which of the following will BEST identify the CPU with more
computational power? 

A. Simultaneous multithreading 

B. Bus speed 

C. L3 cache 

D. Instructions per cycle 
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Correct Answer: D 

Reference: https://en.wikipedia.org/wiki/Central_processing_unit 

 

QUESTION 11

A systems administrator needs to configure an email client to ensure data integrity of the email messages. Which of the
following provides the BEST mechanism to achieve this goal? 

A. Cyclic redundancy check 

B. SHA-1 hashes 

C. SHA-256 hashes 

D. Digital signature 

Correct Answer: A 

Reference: https://www.fsl.cs.sunysb.edu/docs/integrity-storagess05/integrity.html 

 

QUESTION 12

A disaster situation has occurred, and the entire team needs to be informed about the situation. Which of the following
documents will help the administrator find the details of the relevant team members for escalation? 

A. Chain of custody 

B. Root cause analysis 

C. Playbook 

D. Call tree 

Correct Answer: D 

 

QUESTION 13

A systems administrator is helping to develop a disaster recovery solution. The solution must ensure all production
capabilities are available within two hours. Which of the following will BEST meet this requirement? 

A. A hot site 

B. A warm site 

C. A backup site 

D. A cold site 

Correct Answer: A 
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Reference: https://searchdisasterrecovery.techtarget.com/definition/hot-site 

 

QUESTION 14

An organization has multiple VLANs configured to segregate the network traffic. Following is the breakdown of the
network segmentation: 

1.

 Production traffic (10.10.0.0/24) 

2.

 Network backup (10.20.0.0/25) 

3.

 Virtual IP network (10.20.0.128/25) The following configuration exists on the server: 

The backup administrator observes that the weekly backup is failing for this server. Which of the following commands
should the administrator run to identify the issue? 

A. ROUTE PRINT 

B. NETSTAT-A 

C. IPCONFIG /ALL 

D. NET SM 

Correct Answer: A 

Reference: https://www.toolbox.com/tech/operating-systems/blogs/using-the-route-print-command-in-
windows-7-022310/ 

 

QUESTION 15

Some VMs that are hosted on a dedicated host server have each been allocated with 32GB of memory. Some of VMs
are not utilizing more than 30% of the allocation. Which of the following should be enabled to optimize the memory
utilization? 

A. Auto-scaling of compute 

B. Oversubscription 

C. Dynamic memory allocations on guests 
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D. Affinity rules in the hypervisor 

Correct Answer: C 
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