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QUESTION 1

An administrator has provisioned a LUN on a SAN and wants to be able to connect a VM to the new storage using SCSI
commands sent across the LAN. Which of the following should be configured on the VM? 

A. Virtual NIC 

B. Virtual HBA 

C. Virtual SAN 

D. LUN masking 

Correct Answer: A 

 

QUESTION 2

A network administrator was tasked with creating several new subnets which will support 30 virtual hosts per subnet.
Which of the following VLANs below would be used to support those hosts? VLAN 100 192.168.1.0/30 VLAN 200
192.168.1.0/29 VLAN 300 192.168.1.0/26 VLAN 400 192.168.1.30/32 

A. 100 

B. 200 

C. 300 

D. 400 

Correct Answer: C 

 

QUESTION 3

Which of the following ports is generally associated with a UDP based service? 

A. 22 

B. 25 

C. 53 

D. 80 

Correct Answer: C 

 

QUESTION 4

A financial storage system will be required by law to retain copies of checks for up to two years. Which of the following
would be suited to meet this requirement? 
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A. SSD 

B. USB drive 

C. FCIP 

D. CAS 

Correct Answer: D 

 

QUESTION 5

Which of the following would be used to mitigate the risk of an unauthorized party authenticating into the network? 

A. Install a software-based firewall 

B. Establish a baseline and review logs daily 

C. Install antivirus software 

D. Disable the administrator account 

Correct Answer: D 

 

QUESTION 6

Which of the following cryptographic technologies is MOST likely to be used to protect data at rest? 

A. IPSEC 

B. SSL/TLS 

C. AES 

D. RSA 

Correct Answer: C 

 

QUESTION 7

Anne, an administrator, receives an alert indicating a disk failure on a highly available server with a local RAID 5 array.
When checking the server, Anne confirms a flashing amber light on one of the disks. Which of the following is the
correct procedure for replacing this drive? 

A. Remove the old drive, reboot the server, and access the RAID controller. Rebuild the array to RAID 6, and then add
the new drive for parity. 

B. Remove the old disk while the server is powered on and operational and replace with a new drive. 

C. Remove the old drive, reboot the server, and access the RAID controller. Rebuild the array to RAID 1, and then add
the new drive for parity. 
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D. Power off the server and replace with a new drive. 

Correct Answer: B 

 

QUESTION 8

A corporate office allows employees to work remotely, using their personal computers to access network resources
through a browser-based gateway. Which of the following settings should be applied to the virtualized application
running on the gateway to reduce the risk of company information being transferred to employees\\' personal
machines? 

A. Disable the ability to copy and paste 

B. Encrypt the employees\\' personal computer hard drives and disable the ability to paste 

C. Encrypt the employees\\' personal computer hard drives and disable the ability to print 

D. Disable the ability to paste and read 

Correct Answer: A 

 

QUESTION 9

Which of the following deployment models BEST meets the requirement to host some of a company\\'s applications in a
third party environment while retaining control over some of their data? 

A. Hybrid 

B. Private 

C. Community 

D. Public 

Correct Answer: A 

 

QUESTION 10

Which of the following protocols would allow data to be transferred securely through the cloud? 

A. HTTP 

B. SMTP 

C. DHCP 

D. SFTP 

Correct Answer: D 
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QUESTION 11

An administrator is planning to implement multipathing for IP-based storage. Which of the following protocols can be
used in this configuration? 

A. NFS 

B. iSCSI 

C. FC 

D. FCoE 

Correct Answer: B 

 

QUESTION 12

Which of the following actions should be taken when a VM reports high swap file utilization? 

A. Move the swap file to faster storage 

B. Online migration of the VM to a less congested host 

C. Disable memory ballooning on the VM 

D. Increase its RAM setting 

Correct Answer: D 

 

QUESTION 13

An administrator needs to provide Internet access to all internal systems using a single IP address. Which of the
following should the administrator implement? 

A. NAT 

B. Virtual switching 

C. VLAN tagging 

D. PAT 

Correct Answer: A 

 

QUESTION 14

Which of the following would be used to prove the existence of vulnerabilities on a network? 

A. Penetration testing 

B. Vulnerability assessment 
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C. Business impact analysis 

D. Risk assessment 

Correct Answer: A 

 

QUESTION 15

An administrator has been tasked with the collection of all errors and events on the servers. These must be centralized
and emailed directly from the central server. Which of the following is the BEST solution? 

A. LDAP server 

B. RADIUS server 

C. SYSLOG server 

D. DHCP server 

Correct Answer: C 
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