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QUESTION 1

Which of the following BEST indicates whether security awareness training is effective? 

A. Course evaluation 

B. User behavior after training 

C. User self-assessment 

D. Quality of training materials 

Correct Answer: B 

 

QUESTION 2

You are the project manager of the HJK Project for your organization. You and the project team have created risk
responses for many of the risk events in the project. Where should you document the proposed responses and the
current status of all identified risks? 

A. Stakeholder management strategy 

B. Lessons learned documentation 

C. Risk register 

D. Risk management plan 

Correct Answer: C 

Risks and the corresponding responses are documented in the risk register for the project. Risk register is a document
that contains the results of the qualitative risk analysis, quantitative risk analysis, and risk response planning.
Description, category, cause, probability of occurring, impact on objectives, proposed responses, owner, and the current
status of all identified risks are put in the risk register. 

Incorrect Answers: 

A: The stakeholder management strategy defines how stakeholders and their threats, perceived threats, opinions, and
influence over the project objectives will be addressed and managed. 

B: The outcome of risk events and the corresponding risk responses may be documented in the project\\'s lessons
learned documented, but the best answer is to document the risk responses as part of the risk register. 

D: The risk management plan defines how risks will be identified and analyzed, the available responses, and the
monitoring and controlling of the risk events. The actual risk responses are included in the risk register. 

 

QUESTION 3

After identifying new risk events during a project, the project manager\\'s NEXT step should be to: 

A. continue with a quantitative risk analysis 
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B. determine if the scenarios need to be accepted or responded to 

C. continue with a qualitative risk analysis 

D. record the scenarios into the risk register 

Correct Answer: A 

 

QUESTION 4

An external security audit has reported multiple findings related to control noncompliance. Which of the following would
be MOST important for the risk practitioner to communicate to senior management? 

A. Plans for mitigating the associated risk 

B. Suggestions for improving risk awareness training 

C. A recommendation for internal audit validation 

D. The impact to the organization\\'s risk profile 

Correct Answer: C 

 

QUESTION 5

An interruption in business productivity is considered as which of the following risks? 

A. Reporting risk 

B. Operational risk 

C. Legal risk 

D. Strategic risk 

Correct Answer: B 

Explanation: 

Operation risks encompass any potential interruption in business. Operational risks are those risk that are associated
with the day-to-day operations of the enterprise. They are generally more detailed as compared to strategic risks. It is
the risk of loss resulting from inadequate or failed internal processes, people and systems, or from external events.
Some sub-categories of operational risks include: Organizational or management related risks Information security risks
Production, process, and productivity risks Profitability operational risks Business interruption risks Project activity risks
Contract and product liability risks Incidents and crisis Illegal or malicious acts 

Incorrect Answers: 

A: Reporting risks are those occurrences which prevent accurate and timely reporting. 

C: Legal risks are dealing with those events which can deteriorate the company\\'s legal status. Legal compliance is the
process or procedure to ensure that an organization follows relevant laws, regulations and business rules. The definition
of legal compliance, especially in the context of corporate legal departments, has recently been expanded to include
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understanding and adhering to ethical codes within entire professions, as well. Hence legal and compliance risk has the
potential to deteriorate company\\'s legal or regulatory status. 

D: Strategic risks have potential which breaks in obtaining strategic objectives. Since the strategic objective will shape
and impact the entire organization, the risk of not meeting that objective can impose a great threat on the organization. 

 

QUESTION 6

The design of procedures to prevent fraudulent transactions within an enterprise resource planning (ERP) system
should be based on: 

A. benchmarking criteria. 

B. stakeholder risk tolerance. 

C. the control environment. 

D. suppliers used by the organization. 

Correct Answer: A 

 

QUESTION 7

Which of the following should be the risk practitioner\\'s FIRST course of action when an organization plans to adopt a
cloud computing strategy? 

A. Perform a controls assessment. 

B. Request a budget for implementation. 

C. Conduct a threat analysis. 

D. Create a cloud computing policy. 

Correct Answer: C 

 

 

QUESTION 8

Which of the following events refer to loss of integrity? 

Each correct answer represents a complete solution. Choose three. 

A. Someone sees company\\'s secret formula 

B. Someone makes unauthorized changes to a Web site 

C. An e-mail message is modified in transit 

D. A virus infects a file 
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Correct Answer: BCD 

Loss of integrity refers to the following types of losses: An e-mail message is modified in transit A virus infects a file
Someone makes unauthorized changes to a Web site 

Incorrect Answers: 

A: Someone sees company\\'s secret formula or password comes under loss of confidentiality. 

 

QUESTION 9

What should be considered while developing obscure risk scenarios? Each correct answer represents a part of the
solution. Choose two. 

A. Visibility 

B. Controls 

C. Assessment methods 

D. Recognition 

Correct Answer: AD 

Explanation: 

The enterprise must consider risk that has not yet occurred and should develop scenarios around unlikely, 

obscure or non-historical events. 

Such scenarios can be developed by considering two things: 

Visibility 

Recognition 

For the fulfillment of this task enterprise must: 

Be in a position that it can observe anything going wrong 

Have the capability to recognize an observed event as something wrong 

 

QUESTION 10

Which of the following BEST measures the impact of business interruptions caused by an IT service outage? 

A. Duration of service outage 

B. Cost of remediation efforts 

C. Sustained financial loss 

D. Average time to recovery 
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Correct Answer: C 

 

QUESTION 11

An organization is planning to engage a cloud-based service provider for some of its data-intensive business processes.
Which of the following is MOST important to help define the IT risk associated with this outsourcing activity? 

A. Service level agreement 

B. Right to audit the provider 

C. Customer service reviews 

D. Scope of services provided 

Correct Answer: A 

 

QUESTION 12

What is the BEST information to present to business control owners when justifying costs related to controls? 

A. Return on IT security-related investments 

B. The previous year\\'s budget and actuals 

C. Industry benchmarks and standards 

D. Loss event frequency and magnitude 

Correct Answer: D 

 

QUESTION 13

Which of the following is the BEST key performance indicator (KPI) to measure the effectiveness of a vulnerability
management process? 

A. Percentage of vulnerabilities remediated within the agreed service level 

B. Number of vulnerabilities identified during the period 

C. Number of vulnerabilities re-opened during the period 

D. Percentage of vulnerabilities escalated to senior management 

Correct Answer: A 

 

QUESTION 14

You work as a project manager for BlueWell Inc. You are preparing to plan risk responses for your project with your
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team. How many risk response types are available for a negative risk event in the project? 

A. 5 

B. 7 

C. 1 

D. 4 

Correct Answer: D 

Explanation: 

Four risk response options are there to deal with negative risks or threats on the project objectives- avoid, 

transfer, mitigate, and accept. 

Risk avoidance 

Risk mitigation 

Risk transfer 

Risk acceptance 

Incorrect Answers: 

A, B ,C: These are incorrect choices as only 4 risk response are available to deal with negative risks. 

 

QUESTION 15

Which of the following criteria associated with key risk indicators (KRIs) BEST enables effective risk monitoring? 

A. Use of industry risk data sources 

B. Sensitivity to changes in risk levels 

C. Low cost of development and maintenance 

D. Approval by senior management 

Correct Answer: A 
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