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QUESTION 1

Which algorithm is a current specification for the encryption of electronic data established by NIST? 

A. RSA. 

B. AES. 

C. DES. 

D. PGP. 

Correct Answer: B 

https://www.nist.gov/publications/advanced-encryption-standard-aes 

 

QUESTION 2

When considering the disposal of confidential data, equipment and storage devices, what social engineering technique
SHOULD always be taken into consideration? 

A. Spear Phishing. 

B. Shoulder Surfing. 

C. Dumpster Diving. 

D. Tailgating. 

Correct Answer: A 

 

QUESTION 3

Which term describes a vulnerability that is unknown and therefore has no mitigating control which is immediately and
generally available? 

A. Advanced Persistent Threat. 

B. Trojan. 

C. Stealthware. 

D. Zero-day. 

Correct Answer: D 

https://en.wikipedia.org/wiki/Zero-day_(computing) 

 

QUESTION 4
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Which of the following testing methodologies TYPICALLY involves code analysis in an offline environment without ever
actually executing the code? 

A. Dynamic Testing. 

B. Static Testing. 

C. User Testing. 

D. Penetration Testing. 

Correct Answer: D 

 

QUESTION 5

What term refers to the shared set of values within an organisation that determine how people are expected to behave
in regard to information security? 

A. Code of Ethics. 

B. Security Culture. 

C. System Operating Procedures. 

D. Security Policy Framework. 

Correct Answer: B 

https://www.cpni.gov.uk/developing-security-culture#:~:text=Developing%20a%20Security%20Culture,-
What%20type%20ofandtext=Security%20culture %20refers%20to%20the,think%20about%20and%20ap
proach%20security.andtext=Employees%20are% 20more%20likley%20to%20think%20and%20act%20in
%20a%20security%20conscious%20manner 

 

QUESTION 6

What form of risk assessment is MOST LIKELY to provide objective support for a security Return on Investment case? 

A. ISO/IEC 27001. 

B. Qualitative. 

C. CPNI. 

D. Quantitative 

Correct Answer: D 

 

QUESTION 7

A penetration tester undertaking a port scan of a client\\'s network, discovers a host which responds to 
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requests on TCP ports 22, 80, 443, 3306 and 8080. 

What type of device has MOST LIKELY been discovered? 

A. File server. 

B. Printer. 

C. Firewall. 

D. Web server 

Correct Answer: A 

 

QUESTION 8

Which of the following controls would be the MOST relevant and effective in detecting zero day attacks? 

A. Strong OS patch management 

B. Vulnerability assessment 

C. Signature-based intrusion detection. 

D. Anomaly based intrusion detection. 

Correct Answer: B 

 

https://www.sciencedirect.com/topics/computer-science/zero-day-attack 

 

QUESTION 9

When securing a wireless network, which of the following is NOT best practice? 

A. Using WPA encryption on the wireless network. 

B. Use MAC tittering on a SOHO network with a smart group of clients. 

C. Dedicating an access point on a dedicated VLAN connected to a firewall. 

D. Turning on SSID broadcasts to advertise security levels. 

Correct Answer: C 

 

QUESTION 10

Which of the following is an accepted strategic option for dealing with risk? 

A. Correction. 
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B. Detection. 

C. Forbearance. 

D. Acceptance 

Correct Answer: A 

 

QUESTION 11

Why should a loading bay NEVER be used as a staff entrance? 

A. Loading bays are intrinsically vulnerable, so minimising the people traffic makes securing the areas easier and more
effective. 

B. Loading bays are often dirty places, and staff could find their clothing damaged or made less appropriate for the
office. 

C. Most countries have specific legislation covering loading bays and breaching this could impact on insurance status. 

D. Staff should always enter a facility via a dedicated entrance to ensure smooth access and egress. 

Correct Answer: D 

 

QUESTION 12

What is the name of the method used to illicitly target a senior person in an organisation so as to try to coerce them Into
taking an unwanted action such as a misdirected high-value payment? 

A. Whaling. 

B. Spear-phishing. 

C. C-suite spamming. 

D. Trawling. 

Correct Answer: B 

 

QUESTION 13

Which types of organisations are likely to be the target of DDoS attacks? 

A. Cloud service providers. 

B. Any financial sector organisations. 

C. Online retail based organisations. 

D. Any organisation with an online presence. 
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Correct Answer: D 

 

QUESTION 14

Which of the following is NOT an information security specific vulnerability? 

A. Use of HTTP based Apache web server. 

B. Unpatched Windows operating system. 

C. Confidential data stored in a fire safe. 

D. Use of an unlocked filing cabinet. 

Correct Answer: A 

 

QUESTION 15

Which of the following international standards deals with the retention of records? 

A. PCI DSS. 

B. RFC1918. 

C. IS015489. 

D. ISO/IEC 27002. 

Correct Answer: C 
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