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QUESTION 1

The decision to accept an IT control risk related to data quality should be the responsibility of the: 

A. information security team 

B. chief information officer 

C. business owner 

D. IS audit manager 

Correct Answer: A 

 

QUESTION 2

An IS audit team is evaluating the documentation related to the most recent application user-access review performed
by IT and business management. It is determined the user list was not system-generated. Which of the following should
be the GREATEST concern? 

A. Source of the user list reviewed 

B. Availability of the user list reviewed 

C. Confidentiality of the user list reviewed 

D. Completeness of the user list reviewed 

Correct Answer: A 

 

QUESTION 3

As part of a follow-up of a previous year\\'s audit, an IS auditor has increased the expected error rate for a sample. The
impact will be: 

A. degree of assurance increases. 

B. standard deviation decreases. 

C. sampling risk decreases. 

D. required sample size increases. 

Correct Answer: D 

 

QUESTION 4

An IS auditor s role in privacy and security is to: 
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A. implement risk management methodologies. 

B. verify compliance with applicable laws. 

C. assist in developing an IS security strategy. 

D. assist the governance steering committee with implementing a security policy. 

Correct Answer: B 

 

QUESTION 5

An IS auditor identifies that a legacy application to be decommissioned in three months cannot meet the security
requirements established by the current policy. What is the BEST way (or the auditor to address this issue? 

A. Recommend the application be patched to meet requirements. 

B. Inform the IT director of the policy noncompliance. 

C. Verify management has approved a policy exception to accept the risk. 

D. Take no action since the application will be decommissioned in three months. 

Correct Answer: C 

 

QUESTION 6

A development team has designed a new application and incorporated best practices for secure coding. Prior to launch,
which of the following is the IS auditor\\'s BEST recommendation to mitigate the associated security risk? 

A. User acceptance testing 

B. Unit testing 

C. Integration testing D. Penetration testing 

Correct Answer: A 

 

QUESTION 7

Which of the following cloud deployment model is provisioned for open use by the general public? 

A. Private Cloud 

B. Community Cloud 

C. Public Cloud 

D. Hybrid Cloud 

Correct Answer: C 

CISA Practice Test | CISA Exam Questions | CISA Braindumps                              3 / 12

https://www.pass4itsure.com/cisa.html
https://www.pass4itsure.com/cisa.html
https://www.pass4itsure.com/cisa.html


https://www.pass4itsure.com/cisa.html
2023 Latest pass4itsure CISA PDF and VCE dumps Download

In Public cloud, the cloud infrastructure is provisioned for open use by the general public. It may be owned, managed,
and operated by a business, academic, or government organization, or some combination of them. It exists on the 

premises of the cloud provider. 

For your exam you should know below information about Cloud Computing deployment models: 

Private cloud 

The cloud infrastructure is provisioned for exclusive use by a single organization comprising multiple consumers (e.g.,
business units). It may be owned, managed, and operated by the organization, a third party, or some combination of
them, 

and it may exist on or off premises. 

Private Cloud 

Community Cloud 

The cloud infrastructure is provisioned for exclusive use by a specific community of consumers from organizations that
have shared concerns (e.g., mission, security requirements, policy, and compliance considerations). It may be owned, 

managed, and operated by one or more of the organizations in the community, a third party, or some combination of
them, and it may exist on or off premises. 

Community Cloud 
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Public Cloud The cloud infrastructure is provisioned for open use by the general public. It may be owned, managed, and
operated by a business, academic, or government organization, or some combination of them. It exists on the premises
of the cloud provider. Public Cloud 

Hybrid cloud The cloud infrastructure is a composition of two or more distinct cloud infrastructures (private, community,
or public) that remain unique entities, but are bound together by standardized or proprietary technology that enables
data and application portability (e.g., cloud bursting for load balancing between clouds) hybrid cloud 
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The following answers are incorrect: 

Private cloud - The cloud infrastructure is provisioned for exclusive use by a single organization comprising multiple
consumers (e.g., business units). It may be owned, managed, and operated by the organization, a third party, or some 

combination of them, and it may exist on or off premises. 

Community cloud - The cloud infrastructure is provisioned for exclusive use by a specific community of consumers from
organizations that have shared concerns (e.g., mission, security requirements, policy, and compliance considerations).
It 

may be owned, managed, and operated by one or more of the organizations in the community, a third party, or some
combination of them, and it may exist on or off premises. 

Hybrid cloud - The cloud infrastructure is a composition of two or more distinct cloud infrastructures (private, community,
or public) that remain unique entities, but are bound together by standardized or proprietary technology that enables 

data and application portability (e.g., cloud bursting for load balancing between clouds) 

Reference: 

CISA review manual 2014 page number 102 

Official ISC2 guide to CISSP 3rd edition Page number 689 and 690 

 

QUESTION 8

Sam is the security Manager of a financial institute. Senior management has requested he performs a risk analysis on
all critical vulnerabilities reported by an IS auditor. After completing the risk analysis, Sam has observed that for a few of
the risks, the cost benefit analysis shows that risk mitigation cost (countermeasures, controls, or safeguard) is more
than the potential lost that could be incurred. What kind of a strategy should Sam recommend to the senior
management to treat these risks? 

A. Risk Mitigation 

B. Risk Acceptance 

C. Risk Avoidance 

D. Risk transfer 

Correct Answer: B 

Risk acceptance is the practice of accepting certain risk(s), typically based on a business decision that may also weigh
the cost versus the benefit of dealing with the risk in another way. 

For your exam you should know below information about risk assessment and treatment: 

A risk assessment, which is a tool for risk management, is a method of identifying vulnerabilities and threats and
assessing the possible impacts to determine where to implement security controls. A risk assessment is carried out, and
the 

results are analyzed. Risk analysis is used to ensure that security is cost-effective, relevant, timely, and responsive to
threats. Security can be quite complex, even for well-versed security professionals, and it is easy to apply too much 
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security, not enough security, or the wrong security controls, and to spend too much money in the process without
attaining the necessary objectives. Risk analysis helps companies prioritize their risks and shows management the
amount of 

resources that should be applied to protecting against those risks in a sensible manner. 

A risk analysis has four main goals: 

Identify assets and their value to the organization. 

Identify vulnerabilities and threats. 

Quantify the probability and business impact of these potential threats. 

Provide an economic balance between the impact of the threat and the cost 

of the countermeasure. 

Treating Risk 

Risk Mitigation 

Risk mitigation is the practice of the elimination of, or the significant decrease in the level of risk presented. Examples of
risk mitigation can be seen in everyday life and are readily apparent in the information technology world. Risk Mitigation 

involves applying appropriate control to reduce risk. For example, to lessen the risk of exposing personal and financial
information that is highly sensitive and confidential organizations put countermeasures in place, such as firewalls,
intrusion 

detection/prevention systems, and other mechanisms, to deter malicious outsiders from accessing this highly sensitive
information. In the underage driver example, risk mitigation could take the form of driver education for the youth or 

establishing a policy not allowing the young driver to use a cell phone while driving, or not letting youth of a certain age
have more than one friend in the car as a passenger at any given time. 

Risk Transfer 

Risk transfer is the practice of passing on the risk in question to another entity, such as an insurance company. Let us
look at one of the examples that were presented above in a different way. The family is evaluating whether to permit an 

underage driver to use the family car. The family decides that it is important for the youth to be mobile, so it transfers the
financial risk of a youth being in an accident to the insurance company, which provides the family with auto insurance. It 

is important to note that the transfer of risk may be accompanied by a cost. This is certainly true for the insurance
example presented earlier, and can be seen in other insurance instances, such as liability insurance for a vendor or the 

insurance taken out by companies to protect against hardware and software theft or destruction. This may also be true if
an organization must purchase and implement security controls in order to make their organization less desirable to 

attack. It is important to remember that not all risk can be transferred. While financial risk is simple to transfer through
insurance, reputational risk may almost never be fully transferred. 

Risk Avoidance 

Risk avoidance is the practice of coming up with alternatives so that the risk in question is not realized. For example,
have you ever heard a friend, or parents of a friend, complain about the costs of insuring an underage driver? How
about the 
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risks that many of these children face as they become mobile? Some of these families will decide that the child in
question will not be allowed to drive the family car, but will rather wait until he or she is of legal age (i.e., 18 years of
age) before 

committing to owning, insuring, and driving a motor vehicle. 

In this case, the family has chosen to avoid the risks (and any associated benefits) associated with an underage driver,
such as poor driving performance or the cost of insurance for the child. Although this choice may be available for some 

situations, it is not available for all. Imagine a global retailer who, knowing the risks associated with doing business on
the Internet, decides to avoid the practice. This decision will likely cost the company a significant amount of its revenue
(if, 

indeed, the company has products or services that consumers wish to purchase). In addition, the decision may require
the company to build or lease a site in each of the locations, globally, for which it wishes to continue business. This
could 

have a catastrophic effect on the company\\'s ability to continue business operations 

Risk Acceptance 

In some cases, it may be prudent for an organization to simply accept the risk that is presented in certain scenarios.
Risk acceptance is the practice of accepting certain risk(s), typically based on a business decision that may also weigh
the 

cost versus the benefit of dealing with the risk in another way. 

For example, an executive may be confronted with risks identified during the course of a risk assessment for their
organization. These risks have been prioritized by high, medium, and low impact to the organization. The executive
notes that 

in order to mitigate or transfer the low-level risks, significant costs could be involved. Mitigation might involve the hiring
of additional highly skilled personnel and the purchase of new hardware, software, and office equipment, while 

transference of the risk to an insurance company would require premium payments. The 

executive then further notes that minimal impact to the organization would occur if any of the reported low-level threats
were realized. Therefore, he or she (rightly) concludes that it is wiser for the organization to forgo the costs and accept
the 

risk. In the young driver example, risk acceptance could be based on the observation that the youngster has
demonstrated the responsibility and maturity to warrant the parent\\'s trust in his or her judgment. 

The following answers are incorrect: 

Risk Transfer - Risk transfer is the practice of passing on the risk in question to another entity, such as an insurance
company. Let us look at one of the examples that were presented above in a different way. 

Risk Avoidance - Risk avoidance is the practice of coming up with alternatives so that the risk in question is not
realized. 

Risk Mitigation -Risk mitigation is the practice of the elimination of, or the significant decrease in the level of risk
presented. 

Reference: 

CISA Review Manual 2014 Page number 51 

CISA Practice Test | CISA Exam Questions | CISA Braindumps                              8 / 12

https://www.pass4itsure.com/cisa.html
https://www.pass4itsure.com/cisa.html
https://www.pass4itsure.com/cisa.html


https://www.pass4itsure.com/cisa.html
2023 Latest pass4itsure CISA PDF and VCE dumps Download

and 

Official ISC2 guide to CISSP CBK 3rd edition page number 534-539 

 

QUESTION 9

Which of the following provides the BEST providence that outsourced provider services are being properly managed? 

A. The service level agreement (SLA) includes penalties for non-performance. 

B. Adequate action is taken for noncompliance with the service level agreement (SLA). 

C. The vendor provides historical data to demonstrate its performance. 

D. Internal performance standards align with corporate strategy. 

Correct Answer: B 

 

 

QUESTION 10

An IS auditor is reviewing an organization\\'s primary router access control list. Which of the following should result in a
finding? 

A. The network security group can change network address translation (NAT). 

B. There are conflicting permit and deny rules for the IT group. 

C. There is only one rule per group with access privileges. 

D. Individual permissions are overriding group permissions. 

Correct Answer: D 

 

QUESTION 11

IS management has recently disabled certain referential integrity controls in the database management system (DBMS)
software to provide users increased query performance. Which of the following controls will MOST effectively
compensate for the lack of referential integrity? 

A. More frequent data backups 

B. Periodic table link checks 

C. Concurrent access controls 

D. Performance monitoring tools 

Correct Answer: B 
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QUESTION 12

The BEST way to evaluate the effectiveness of a newly developed application is to: 

A. perform a post-implementation review. 

B. analyze load-testing results. 

C. review acceptance-testing results. 

D. perform a pre-implementation review. 

Correct Answer: C 

 

QUESTION 13

To develop meaningful recommendations for findings, which of the following is MOST important for an IS auditor to
determine and understand? 

A. Criteria 

B. Responsible party 

C. Impact 

D. Root cause 

Correct Answer: C 

 

QUESTION 14

Which of the following is the BEST source of information for an IS auditor to use as a baseline to assess the adequacy
of an organization\\'s privacy policy? 

A. Historical privacy breaches and related root causes 

B. Globally accepted privacy best practices 

C. Local privacy standards and regulations 

D. Benchmark studies of similar organizations 

Correct Answer: C 

 

QUESTION 15

The PRIMARY advantage of object-oriented technology is enhanced: 

A. efficiency due to the re-use of elements of logic. 
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B. management of sequential program execution for data access. 

C. grouping of objects into methods for data access. 

D. management of a restricted variety of data types for a data object. 

Correct Answer: C 
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