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QUESTION 1

Which Vulnerability maturity level provides advanced owner assignment? 

A. Enterprise risk trending 

B. Automated prioritization 

C. Manual operations 

D. Improved remediation 

Correct Answer: D 

 

Reference: https://www.inry.com/security-and-risk/vulnerability-management 

 

QUESTION 2

What is the minimum role required to create and change Service Level Agreements for Vulnerability Response groups? 

A. sla_manager 

B. admin 

C. sn_vul.vulnerability_write 
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D. sn_vul.admin 

Correct Answer: D 

Reference: https://docs.servicenow.com/bundle/orlando-security-management/page/product/vulnerability-
response/task/t_CreateVulnSLA.html 

 

QUESTION 3

Which of the following best describes the Vulnerable Item State Approval Workflow? 

A. It is read-only, you can only change the Assignment Group members for the approval 

B. It exists in the Security Operations Common scope so it can be modified by any Security Operations Admin 

C. It can only be modified by System Administrators 

D. It runs against the [sn_vul_change_approval] table 

Correct Answer: D 

Reference: https://community.servicenow.com/community?
id=community_questionandsys_id=ea57a122db1edb8058dcf4621f961983 

 

QUESTION 4

If a customer expects to ingest 2 million vulnerabilities during its initial load, which instance size should you
recommend? 

A. L 

B. XL 

C. XXL 

D. Ultra 

Correct Answer: C 

 

QUESTION 5

The Vulnerability Admin role (sn_vul.admin) can modify Vulnerability Application Properties and can be delegated to the
following role(s): 

A. ServiceNow Security Operations Admin (sn_sec.admin) 

B. Security Admin (security.admin) 

C. Vulnerability Response Admin (sn_vul_resp.admin) 

D. All of the above E. None of the above 
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Correct Answer: A 

 

QUESTION 6

A list of software weaknesses is known as: 

A. National Vulnerability Database (NVD) 

B. Common Vulnerability and Exposure (CVE) 

C. National Institute of Science and Technology (NIST) 

D. Common Weaknesses Enumeration (CWE) 

Correct Answer: D 

Reference: https://docs.servicenow.com/bundle/orlando-security-management/page/product/vulnerability

response/concept/c_VulnerabilityResponse.html 

 

QUESTION 7

Approvals within the Vulnerability Application are created based on: 

A. The sys_approval and the sn_vul_vulnerable_item tables 

B. The sn_vul_vulnerable_item and sn_vul_vulnerability tables 

C. The sn_vul_change_approval table 

D. The sys_approval table 

Correct Answer: C 

Reference: https://community.servicenow.com/community?
id=community_questionandsys_id=ea57a122db1edb8058dcf4621f961983 

 

QUESTION 8

Which of the following is the property that controls whether Vulnerability Groups are created by default based on
Vulnerabilities in the system? 

A. sn_vul.autocreate_vul_centric_group 

B. sn_vul.autocreate_groups 

C. sn_vul.autocreate_vul_grouping 

D. sn_vul.create_default_vul_groups 

Correct Answer: A 
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QUESTION 9

What type of data would the CIO/CISO want on the dashboard? 

A. Aggregations for priority and workload 

B. Drill-down to granularity 

C. Single, clear indicators of organizational health 

D. Up to the minute views 

Correct Answer: C 

 

QUESTION 10

The components installed with Vulnerability Response include: 

A. Tables, Scheduled Jobs, Security Operations Common 

B. Business Rules, Roles, Workflows 

C. Properties, Client Scripts, Wizards 

D. UI Pages, Business Rules, Vulnerability Scanners 

Correct Answer: A 

Reference: https://docs.servicenow.com/bundle/orlando-security-
management/page/product/vulnerabilityresponse/reference/installed-with-vr.html 
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