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QUESTION 1

What makes a playbook appear for a Security Incident if using Flow Designer? 

A. Actions defined to create tasks 

B. Trigger set to conditions that match the security incident 

C. Runbook property set to true 

D. Service Criticality set to High 

Correct Answer: B 

 

QUESTION 2

What plugin must be activated to see the New Security Analyst UI? 

A. Security Analyst UI Plugin 

B. Security Incident Response UI plugin 

C. Security Operations UI plugin 

D. Security Agent UI Plugin 

Correct Answer: D 

 

QUESTION 3

Incident severity is influenced by the business value of the affected asset. Which of the following are asset types that
can be affected by an incident? (Choose two.) 

A. Business Service 

B. Configuration Item 

C. Calculator Group 

D. Severity Calculator 

Correct Answer: AB 

 

QUESTION 4

Which Table would be commonly used for Security Incident Response? 

A. sysapproval_approver 
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B. sec_ops_incident 

C. cmdb_rel_ci 

D. sn_si_incident 

Correct Answer: D 

Reference: https://docs.servicenow.com/bundle/quebec-security- management/page/product/security-incident-
response/reference/installed-with-sir.html 

 

QUESTION 5

Which ServiceNow automation capability extends Flow Designer to integrate business processes with other systems? 

A. Workflow 

B. Orchestration 

C. Subflows 

D. Integration Hub 

Correct Answer: D 

Reference: https://docs.servicenow.com/bundle/quebec-servicenow- platform/page/administer/flow-designer/
concept/flow-designer.html 

 

QUESTION 6

Which one of the following reasons best describes why roles for Security Incident Response (SIR) begin with "sn_si"? 

A. Because SIR is a scoped application, roles and script includes will begin with the sn_si prefix 

B. Because the Security Incident Response application uses a Secure Identity token 

C. Because ServiceNow checks the instance for a Secure Identity when logging on to this scoped application 

D. Because ServiceNow tracks license use against the Security Incident Response Application 

Correct Answer: B 

 

QUESTION 7

Which of the following fields is used to identify an Event that is to be used for Security purposes? 

A. IT 

B. Classification 

C. Security 
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D. CI 

Correct Answer: B 

Reference: https://docs.servicenow.com/bundle/paris-it-operations- management/page/product/event-
management/task/t_EMManageEvent.html 

 

QUESTION 8

When the Security Phishing Email record is created what types of observables are stored in the record? (Choose
three.) 

A. URLs, domains, or IP addresses appearing in the body 

B. Who reported the phishing attempt 

C. State of the phishing email 

D. IP addresses from the header 

E. Hashes and/or file names found in the EML attachment 

F. Type of Ingestion Rule used to identify this email as a phishing attempt 

Correct Answer: ADE 

Reference: https://docs.servicenow.com/bundle/paris-security- management/page/product/security-incident-
response/concept/sighting-searches-on- phishing-attacks.html 

 

QUESTION 9

When a record is created in the Security Incident Phishing Email table what is triggered to create a Security Incident? 

A. Ingestion Rule 

B. Transform flow 

C. Transform workflow 

D. Duplication Rule 

Correct Answer: A 

Reference: https://docs.servicenow.com/bundle/paris-security- management/page/product/security-incident-
response/concept/urp-about.html 

 

QUESTION 10

B. An audit trail 

C. Attachments associated with the security incident 
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D. Key incident fields 

E. Performance Analytics reports 

Correct Answer: ABD 
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