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QUESTION 1

Looking back at your first two years as the Director of Personal Information Protection and Compliance for the Berry
Country Regional Medical Center in Thorn Bay, Ontario, Canada, you see a parade of accomplishments, from
developing state-of-the-art simulation based training for employees on privacy protection to establishing an interactive
medical records system that is accessible by patients as well as by the medical personnel. Now, however, a question
you have put off looms large: how do we manage all the data-not only records produced recently, but those still on hand
from years ago? A data flow diagram generated last year shows multiple servers, databases, and work stations, many
of which hold files that have not yet been incorporated into the new records system. While most of this data is
encrypted, its persistence may pose security and compliance concerns. The situation is further complicated by several
long-term studies being conducted by the medical staff using patient information. Having recently reviewed the major
Canadian privacy regulations, you want to make certain that the medical center is observing them. 

You also recall a recent visit to the Records Storage Section, often termed “The Dungeon” in the basement of the old
hospital next to the modern facility, where you noticed a multitude of paper records. Some of these were in crates
marked by years, medical condition or alphabetically by patient name, while others were in undifferentiated bundles on
shelves and on the floor. The back shelves of the section housed data tapes and old hard drives that were often
unlabeled but appeared to be years old. On your way out of the dungeon, you noticed just ahead of you a small man in
a lab coat who you did not recognize. He carried a batch of folders under his arm, apparently records he had removed
from storage. 

Which cryptographic standard would be most appropriate for protecting patient credit card information in the records
system? 

A. Asymmetric Encryption 

B. Symmetric Encryption 

C. Obfuscation 

D. Hashing 

Correct Answer: A 

 

 

 

QUESTION 2

What was the first privacy framework to be developed? 

A. OECD Privacy Principles. 

B. Generally Accepted Privacy Principles. 

C. Code of Fair Information Practice Principles (FIPPs). 

D. The Asia-Pacific Economic Cooperation (APEC) Privacy Framework. 

Correct Answer: A 

Reference: http://oecdprivacy.org 
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QUESTION 3

What is typically NOT performed by sophisticated Access Management (AM) techniques? 

A. Restricting access to data based on location. 

B. Restricting access to data based on user role. 

C. Preventing certain types of devices from accessing data. 

D. Preventing data from being placed in unprotected storage. 

Correct Answer: B 

 

QUESTION 4

SCENARIO 

It should be the most secure location housing data in all of Europe, if not the world. The Global Finance Data Collective
(GFDC) stores financial information and other types of client data from large banks, insurance companies, multinational
corporations and governmental agencies. After a long climb on a mountain road that leads only to the facility, you arrive
at the security booth. Your credentials are checked and checked again by the guard to visually verify that you are the
person pictured on your passport and national identification card. You are led down a long corridor with server rooms on
each side, secured by combination locks built into the doors. You climb a flight of stairs and are led into an office that is
lighted brilliantly by skylights where the GFDC Director of Security, Dr. Monique Batch, greets you. On the far wall you
notice a bank of video screens showing different rooms in the facility. At the far end, several screens show different
sections of the road up the mountain 

Dr. Batch explains once again your mission. As a data security auditor and consultant, it is a dream assignment: The
GFDC does not want simply adequate controls, but the best and most effective security that current technologies allow. 

"We were hacked twice last year," Dr. Batch says, "and although only a small number of records were stolen, the bad
press impacted our business. Our clients count on us to provide security that is nothing short of impenetrable and to do
so quietly. We hope to never make the news again." She notes that it is also essential that the facility is in compliance
with all relevant security regulations and standards. 

You have been asked to verify compliance as well as to evaluate all current security controls and security measures,
including data encryption methods, authentication controls and the safest methods for transferring data into and out of
the facility. As you prepare to begin your analysis, you find yourself considering an intriguing question: Can these people
be sure that I am who I say I am? 

You are shown to the office made available to you and are provided with system login information, including the name of
the wireless network and a wireless key. Still pondering, you attempt to pull up the facility\\'s wireless network, but no
networks appear in the wireless list. When you search for the wireless network by name, however it is readily found. 

What measures can protect client information stored at GFDC? 

A. De-linking of data into client-specific packets. 

B. Cloud-based applications. 

C. Server-side controls. 

Latest CIPT Dumps | CIPT Exam Questions | CIPT Braindumps                              3 / 12

https://www.pass4itsure.com/cipt.html
https://www.pass4itsure.com/cipt.html
https://www.pass4itsure.com/cipt.html


https://www.pass4itsure.com/cipt.html
2023 Latest pass4itsure CIPT PDF and VCE dumps Download

D. Data pruning 

Correct Answer: A 

 

QUESTION 5

SCENARIO 

Clean-Q is a company that offers house-hold and office cleaning services. The company receives requests from
consumers via their website and telephone, to book cleaning services. Based on the type and size of service, Clean-Q
then contracts individuals that are registered on its resource database - currently managed in-house by Clean-Q IT
Support. Because of Clean-Q\\'s business model, resources are contracted as needed instead of permanently
employed. 

The table below indicates some of the personal information Clean-Q requires as part of its business operations: 

Clean-Q has an internal employee base of about 30 people. A recent privacy compliance exercise has been conducted
to align employee data management and human resource functions with applicable data protection regulation.
Therefore, the Clean-Q permanent employee base is not included as part of this scenario. 

With an increase in construction work and housing developments, Clean-Q has had an influx of requests for cleaning
services. The demand has overwhelmed Clean-Q\\'s traditional supply and demand system that 

has caused some overlapping bookings. 

Ina business strategy session held by senior management recently, Clear-Q invited vendors to present 

potential solutions to their current operational issues. These vendors included Application developers and 

Cloud-Q\\'s solution providers, presenting their proposed solutions and platforms. 

The Managing Director opted to initiate the process to integrate Clean-Q\\'s operations with a cloud solution 

(LeadOps) that will provide the following solution one single online platform: A web interface that Clean-Q 

accesses for the purposes of resource and customer management. This would entail uploading resource 

and customer information. 

A customer facing web interface that enables customers to register, manage and submit cleaning service 

requests online. 

A resource facing web interface that enables resources to apply and manage their assigned jobs. 

An online payment facility for customers to pay for services. 
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If Clean-Q were to utilize LeadOps\\' services, what is a contract clause that may be included in the 

agreement entered into with LeadOps? 

A. A provision that holds LeadOps liable for a data breach involving Clean-Q\\'s information. 

B. A provision prescribing technical and organizational controls that LeadOps must implement. 

C. A provision that requires LeadOps to notify Clean-Q of any suspected breaches of information that involves customer
or resource information managed on behalf of Clean-Q. 

D. A provision that allows Clean-Q to conduct audits of LeadOps\\' information processing and information security
environment, at LeadOps\\' cost and at any time that Clean-Q requires. 

Correct Answer: D 

 

 

QUESTION 6

Not updating software for a system that processes human resources data with the latest security patches may create
what? 

A. Authentication issues. 

B. Privacy vulnerabilities. 

C. Privacy threat vectors. 

D. Reportable privacy violations. 

Correct Answer: B 

 

QUESTION 7

How should the sharing of information within an organization be documented? 

A. With a binding contract. 

B. With a data flow diagram. 

C. With a disclosure statement. 

D. With a memorandum of agreement. 

Correct Answer: C 

 

QUESTION 8

Which of the following is an example of drone "swarming"? 
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A. A drone filming a cyclist from above as he rides. 

B. A drone flying over a building site to gather data. 

C. Drones delivering retailers\\' packages to private homes. 

D. Drones communicating with each other to perform a search and rescue. 

Correct Answer: D 

 

QUESTION 9

SCENARIO 

Please use the following to answer the next question: 

Jordan just joined a fitness-tracker start-up based in California, USA, as its first Information Privacy and 

Security Officer. The company is quickly growing its business but does not sell any of the fitness trackers 

itself. Instead, it relies on a distribution network of third-party retailers in all major countries. Despite not 

having any stores, the company has a 78% market share in the EU. It has a website presenting the 

company and products, and a member section where customers can access their information. Only the 

email address and physical address need to be provided as part of the registration process in order to 

customize the site to the user\\'s region and country. There is also a newsletter sent every month to all 

members featuring fitness tips, nutrition advice, product spotlights from partner companies based on user 

behavior and preferences. 

Jordan says the General Data Protection Regulation (GDPR) does not apply to the company. He says the 

company is not established in the EU, nor does it have a processor in the region. Furthermore, it does not 

do any "offering goods or services" in the EU since it does not do any marketing there, nor sell to 

consumers directly. Jordan argues that it is the customers who chose to buy the products on their own 

initiative and there is no "offering" from the company. 

The fitness trackers incorporate advanced features such as sleep tracking, GPS tracking, heart rate 

monitoring. wireless syncing, calorie-counting and step-tracking. The watch must be paired with either a 

smartphone or a computer in order to collect data on sleep levels, heart rates, etc. All information from the 

device must be sent to the company\\'s servers in order to be processed, and then the results are sent to 

the smartphone or computer. Jordan argues that there is no personal information involved since the 

company does not collect banking or social security information. 
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Why is Jordan\\'s claim that the company does not collect personal information as identified by the GDPR 

inaccurate? 

A. The potential customers must browse for products online. 

B. The fitness trackers capture sleep and heart rate data to monitor an individual\\'s behavior. 

C. The website collects the customers\\' and users\\' region and country information. 

D. The customers must pair their fitness trackers to either smartphones or computers. 

Correct Answer: A 

 

QUESTION 10

What Privacy by Design (PbD) element should include a de-identification or deletion plan? 

A. Categorization. 

B. Remediation. 

C. Retention. 

D. Security 

Correct Answer: C 

 

QUESTION 11

SCENARIO Clean-Q is a company that offers house-hold and office cleaning services. The company receives requests
from consumers via their website and telephone, to book cleaning services. Based on the type and size of service,
Clean-Q then contracts individuals that are registered on its resource database - currently managed in-house by Clean-
Q IT Support. Because of Clean-Q\\'s business model, resources are contracted as needed instead of permanently
employed. 

The table below indicates some of the personal information Clean-Q requires as part of its business operations: 

Clean-Q has an internal employee base of about 30 people. A recent privacy compliance exercise has been conducted
to align employee data management and human resource functions with applicable data protection regulation.
Therefore, the Clean-Q permanent employee base is not included as part of this scenario. 

With an increase in construction work and housing developments, Clean-Q has had an influx of requests for cleaning
services. The demand has overwhelmed Clean-Q\\'s traditional supply and demand system that has caused some
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overlapping bookings. 

Ina business strategy session held by senior management recently, Clear-Q invited vendors to present potential
solutions to their current operational issues. These vendors included Application developers and Cloud-Q\\'s solution
providers, presenting their proposed solutions and platforms. 

The Managing Director opted to initiate the process to integrate Clean-Q\\'s operations with a cloud solution (LeadOps)
that will provide the following solution one single online platform: A web interface that Clean-Q 

accesses for the purposes of resource and customer management. This would entail uploading resource 

and customer information. 

A customer facing web interface that enables customers to register, manage and submit cleaning service 

requests online. 

A resource facing web interface that enables resources to apply and manage their assigned jobs. 

An online payment facility for customers to pay for services. 

What is a key consideration for assessing external service providers like LeadOps, which will conduct 

personal information processing operations on Clean-Q\\'s behalf? 

A. Understanding LeadOps\\' costing model. 

B. Establishing a relationship with the Managing Director of LeadOps. 

C. Recognizing the value of LeadOps\\' website holding a verified security certificate. 

D. Obtaining knowledge of LeadOps\\' information handling practices and information security environment. 

Correct Answer: D 

 

 

QUESTION 12

SCENARIO 

Please use the following to answer the next question: 

Light Blue Health (LBH) is a healthcare technology company developing a new web and mobile application 

that collects personal health information from electronic patient health records. The application will use 

machine learning to recommend potential medical treatments and medications based on information 

collected from anonymized electronic health records. Patient users may also share health data collected 

from other mobile apps with the LBH app. 

The application requires consent from the patient before importing electronic health records into the 
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application and sharing it with their authorized physicians or healthcare provider. The patient can then 

review and share the recommended treatments with their physicians securely through the app. The patient 

user may also share location data and upload photos in the app. The patient user may also share location 

data and upload photos in the app for a healthcare provider to review along with the health record. The 

patient may also delegate access to the app. 

LBH\\'s privacy team meets with the Application development and Security teams, as well as key business 

stakeholders on a periodic basis. LBH also implements Privacy by Design (PbD) into the application 

development process. 

The Privacy Team is conducting a Privacy Impact Assessment (PIA) to evaluate privacy risks during 

development of the application. The team must assess whether the application is collecting descriptive, 

demographic or any other user related data from the electronic health records that are not needed for the 

purposes of the application. The team is also reviewing whether the application may collect additional 

personal data for purposes for which the user did not provide consent. 

What is the best way to ensure that the application only collects personal data that is needed to fulfill its 

primary purpose of providing potential medical and healthcare recommendations? 

A. Obtain consent before using personal health information for data analytics purposes. 

B. Provide the user with an option to select which personal data the application may collect. 

C. Disclose what personal data the application the collecting in the company Privacy Policy posted online. 

D. Document each personal category collected by the app and ensure it maps to an app function or feature. 

Correct Answer: C 

 

QUESTION 13

Which of the following would be the best method of ensuring that Information Technology projects follow Privacy by
Design (PbD) principles? 

A. Develop a technical privacy framework that integrates with the development lifecycle. 

B. Utilize Privacy Enhancing Technologies (PETs) as a part of product risk assessment and management. 

C. Identify the privacy requirements as a part of the Privacy Impact Assessment (PIA) process during development and
evaluation stages. 

D. Develop training programs that aid the developers in understanding how to turn privacy requirements into actionable
code and design level specifications. 
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Correct Answer: D 

 

QUESTION 14

After downloading and loading a mobile app, the user is presented with an account registration page 

requesting the user to provide certain personal details. Two statements are also displayed on the same 

page along with a box for the user to check to indicate their confirmation: 

Statement 1 reads: "Please check this box to confirm you have read and accept the terms and conditions 

of the end user license agreement" and includes a hyperlink to the terms and conditions. 

Statement 2 reads: "Please check this box to confirm you have read and understood the privacy notice" 

and includes a hyperlink to the privacy notice. 

Under the General Data Protection Regulation (GDPR), what lawful basis would you primarily except the 

privacy notice to refer to? 

A. Consent. 

B. Vital interests. 

C. Legal obligation. 

D. Legitimate interests. 

Correct Answer: A 

 

 

QUESTION 15

An EU marketing company is planning to make use of personal data captured to make automated decisions based on
profiling. In some cases, processing and automated decisions may have a legal effect on individuals, such as credit
worthiness. 

When evaluating the implementation of systems making automated decisions, in which situation would the company
have to accommodate an individual\\'s right NOT to be subject to such processing to ensure compliance under the
General Data Protection Regulation (GDPR)? 

A. When an individual\\'s legal status or rights are not affected by the decision. 

B. When there is no human intervention or influence in the decision-making process. 

C. When the individual has given explicit consent to such processing and suitable safeguards exist. 

D. When the decision is necessary for entering into a contract and the individual can contest the decision. 

Correct Answer: B 
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