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QUESTION 1

After downloading and loading a mobile app, the user is presented with an account registration page requesting the user
to provide certain personal details. Two statements are also displayed on the same page along with a box for the user to
check to indicate their confirmation: 

Statement 1 reads: "Please check this box to confirm you have read and accept the terms and conditions of the end
user license agreement" and includes a hyperlink to the terms and conditions. 

Statement 2 reads: "Please check this box to confirm you have read and understood the privacy notice" and includes a
hyperlink to the privacy notice. 

Under the General Data Protection Regulation (GDPR), what lawful basis would you primarily except the privacy notice
to refer to? 

A. Consent. 

B. Vital interests. 

C. Legal obligation. 

D. Legitimate interests. 

Correct Answer: A 

 

QUESTION 2

SCENARIO 

Please use the following to answer the next question: 

Chuck, a compliance auditor for a consulting firm focusing on healthcare clients, was required to travel to the client\\'s
office to perform an onsite review of the client\\'s operations. He rented a car from Finley Motors upon arrival at the
airport as 

so he could commute to and from the client\\'s office. The car rental agreement was electronically signed by Chuck and
included his name, address, driver\\'s license, make/model of the car, billing rate, and additional details describing the
rental 

transaction. On the second night, Chuck was caught by a red light camera not stopping at an intersection on his way to
dinner. Chuck returned the car back to the car rental agency at the end week without mentioning the infraction and
Finley 

Motors emailed a copy of the final receipt to the address on file. 

Local law enforcement later reviewed the red light camera footage. As Finley Motors is the registered owner of the car,
a notice was sent to them indicating the infraction and fine incurred. This notice included the license plate number, 

occurrence date and time, a photograph of the driver, and a web portal link to a video clip of the violation for further
review. Finley Motors, however, was not responsible for the violation as they were not driving the car at the time and 

transferred the incident to AMP Payment Resources for further review. AMP Payment Resources identified Chuck as
the driver based on the rental agreement he signed when picking up the car and then contacted Chuck directly through
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a 

written letter regarding the infraction to collect the fine. 

After reviewing the incident through the AMP Payment Resources\\' web portal, Chuck paid the fine using his personal
credit card. Two weeks later, Finley Motors sent Chuck an email promotion offering 10% off a future rental. 

How can Finley Motors reduce the risk associated with transferring Chuck\\'s personal information to AMP Payment
Resources? 

A. By providing only the minimum necessary data to process the violation notice and masking all other information prior
to transfer. 

B. By requesting AMP Payment Resources delete unnecessary datasets and only utilize what is necessary to process
the violation notice. 

C. By obfuscating the minimum necessary data to process the violation notice and require AMP Payment Resources to
secure store the personal information. 

D. By transferring all information to separate datafiles and requiring AMP Payment Resources to combine the datasets
during processing of the violation notice. 

Correct Answer: A 

To reduce the risk associated with transferring Chuck\\'s personal information to AMP Payment Resources, Finley
Motors could take several steps. One such step would be option A: By providing only the minimum necessary data to
process the violation notice and masking all other information prior to transfer.By providing only the minimum necessary
data to process the violation notice and masking all other information prior to transfer, Finley Motors can help reduce the
risk associated with transferring Chuck\\'s personal information. This can help ensure that only necessary data is shared
and that any unnecessary or sensitive data is protected. 

 

QUESTION 3

What is an Access Control List? 

A. A list of steps necessary for an individual to access a resource. 

B. A list that indicates the type of permission granted to each individual. 

C. A list showing the resources that an individual has permission to access. 

D. A list of individuals who have had their access privileges to a resource revoked. 

Correct Answer: B 

 

QUESTION 4

Which of the following is an example of the privacy risks associated with the Internet of Things (loT)? 

A. A group of hackers infiltrate a power grid and cause a major blackout. 

B. An insurance company raises a person\\'s rates based on driving habits gathered from a connected car. 
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C. A website stores a cookie on a user\\'s hard drive so the website can recognize the user on subsequent visits. 

D. A water district fines an individual after a meter reading reveals excess water use during drought conditions. 

Correct Answer: B 

 

QUESTION 5

SCENARIO 

Please use the following to answer the next questions: 

Your company is launching a new track and trace health app during the outbreak of a virus pandemic in the US. The
developers claim the app is based on privacy by design because personal data collected was considered to ensure only
necessary data is captured, users are presented with a privacy notice, and they are asked to give consent before data is
shared. Users can update their consent after logging into an account, through a dedicated privacy and consent hub.
This is accessible through the \\'Settings\\' icon from any app page, then clicking \\'My Preferences\\', and selecting
\\'Information Sharing and Consent\\' where the following choices are displayed: 

1.

 "I consent to receive notifications and infection alerts"; 

2.

 "I consent to receive information on additional features or services, and new products"; 

3.

 "I consent to sharing only my risk result and location information, for exposure and contact tracing purposes"; 

4.

 "I consent to share my data for medical research purposes"; and 

5.

 "I consent to share my data with healthcare providers affiliated to the company". 

For each choice, an ON* or OFF tab is available The default setting is ON for all 

Users purchase a virus screening service for USS29 99 for themselves or others using the app The virus screening
service works as follows: 

1.

 Step 1 A photo of the user\\'s face is taken. 

2.

 Step 2 The user measures their temperature and adds the reading in the app 

3.

 Step 3 The user is asked to read sentences so that a voice analysis can detect symptoms 
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4.

 Step 4 The user is asked to answer questions on known symptoms 

5.

 Step 5 The user can input information on family members (name date of birth, citizenship, home address, phone
number, email and relationship).) 

The results are displayed as one of the following risk status "Low. "Medium" or "High" if the user is deemed at "Medium
" or "High" risk an alert may be sent to other users and the user is Invited to seek a medical consultation and diagnostic
from a healthcare provider. 

A user\\'s risk status also feeds a world map for contact tracing purposes, where users are able to check if they have
been or are in dose proximity of an infected person If a user has come in contact with another individual classified as
"medium\\' or \\'high\\' risk an instant notification also alerts the user of this. The app collects location trails of every user
to monitor locations visited by an infected individual Location is collected using the phone\\'s GPS functionary, whether
the app is in use or not however, the exact location of the user is "blurred\\' for privacy reasons Users can only see on
the map circles 

Which of the following is likely to be the most important issue with the choices presented in the \\'Information Sharing
and Consent\\' pages? 

A. The data and recipients for medical research are not specified 

B. Insufficient information is provided on notifications and infection alerts 

C. The sharing of information with an affiliated healthcare provider is too risky 

D. Allowing users to share risk result information for exposure and contact tracing purposes 

Correct Answer: A 

Not specifying the data and recipients for medical research can make it difficult for users to make informed decisions
about whether to consent to this type of information sharing. This lack of transparency could result in personal
information being shared with third parties without the user\\'s full understanding or consent. 

 

QUESTION 6

What occurs during data distortion? 

A. False and inaccurate information about an individual is shared 

B. Data collected about an individual includes prejudicial assumptions 

C. The personal data about an individual is modified to preserve their anonymity 

D. Truthful information that negatively affects how others view an individual is revealed 

Correct Answer: C 

 

QUESTION 7

CIPT VCE Dumps | CIPT Practice Test | CIPT Braindumps                                5 / 9

https://www.pass4itsure.com/cipt.html
https://www.pass4itsure.com/cipt.html
https://www.pass4itsure.com/cipt.html


https://www.pass4itsure.com/cipt.html
2024 Latest pass4itsure CIPT PDF and VCE dumps Download

Information classification helps an organization protect confidential and nonpublic information primarily because? 

A. It helps identify sensitive and critical information that require very strict safeguards. 

B. It falls under the security principles of confidentiality, integrity, and availability. 

C. It promotes employee accountability for safeguarding confidential information. 

D. It is legally required under most regulations. 

Correct Answer: A 

Information classification helps an organization protect confidential and nonpublic information primarily because it helps
identify sensitive and critical information that require very strict safeguards. 

 

QUESTION 8

Which activity would best support the principle of data quality? 

A. Providing notice to the data subject regarding any change in the purpose for collecting such data. 

B. Ensuring that the number of teams processing personal information is limited. 

C. Delivering information in a format that the data subject understands. 

D. Ensuring that information remains accurate. 

Correct Answer: D 

Reference: https://iapp.org/resources/article/fair-information-practices/ The principle of data quality states that personal
data should be relevant to the purposes for which they are to be used and, to the extent necessary for those purposes,
should be accurate, complete, and up to date1. Therefore, ensuring that information remains accurate is an activity that
would best support this principle1. The other options are not directly related to the principle of data quality, but rather to
other principles such as purpose specification, security safeguards, or openness. 

 

QUESTION 9

Which of these is NOT one of four elements of a design pattern? 

A. A problem description 

B. A pattern name 

C. A set of risks 

D. A solution 

Correct Answer: C 

 

QUESTION 10
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SCENARIO 

Tom looked forward to starting his new position with a U.S --based automobile leasing company (New Company), now
operating in 32 states. New Company was recently formed through the merger of two prominent players, one from the
eastern region (East Company) and one from the western region (West Company). Tom, a Certified Information Privacy
Technologist (CIPT), is New Company\\'s first Information Privacy and Security Officer. He met today with Dick from
East Company, and Harry, from West Company. Dick and Harry are veteran senior information privacy and security
professionals at their respective companies, and continue to lead the east and west divisions of New Company. The
purpose of the meeting was to conduct a SWOT (strengths/weaknesses/opportunities/threats) analysis for New
Company. Their SWOT analysis conclusions are summarized below. 

Dick was enthusiastic about an opportunity for the New Company to reduce costs and increase computing power and
flexibility through cloud services. East Company had been contemplating moving to the cloud, but West Company
already had a vendor that was providing it with software-as-a-service (SaaS). Dick was looking forward to extending this
service to the eastern region. Harry noted that this was a threat as well, because West Company had to rely on the third
party to protect its data. 

Tom mentioned that neither of the legacy companies had sufficient data storage space to meet the projected growth of
New Company, which he saw as a weakness. Tom stated that one of the team\\'s first projects would be to construct a
consolidated New Company data warehouse. Tom would personally lead this project and would be held accountable if
information was modified during transmission to or during storage in the new data warehouse. 

Tom, Dick and Harry agreed that employee network access could be considered both a strength and a weakness. East
Company and West Company had strong performance records in this regard; both had robust network access controls
that were working as designed. However, during a projected year-long transition period, New Company employees
would need to be able to connect to a New Company network while retaining access to the East Company and West
Company networks. 

When employees are working remotely, they usually connect to a Wi-Fi network. What should Harry advise for
maintaining company security in this situation? 

A. Hiding wireless service set identifiers (SSID). 

B. Retaining the password assigned by the network. 

C. Employing Wired Equivalent Privacy (WEP) encryption. 

D. Using tokens sent through HTTP sites to verify user identity. 

Correct Answer: D 

 

QUESTION 11

What is the main benefit of using a private cloud? 

A. The ability to use a backup system for personal files. 

B. The ability to outsource data support to a third party. 

C. The ability to restrict data access to employees and contractors. 

D. The ability to cut costs for storing, maintaining, and accessing data. 

Correct Answer: C 

CIPT VCE Dumps | CIPT Practice Test | CIPT Braindumps                                7 / 9

https://www.pass4itsure.com/cipt.html
https://www.pass4itsure.com/cipt.html
https://www.pass4itsure.com/cipt.html


https://www.pass4itsure.com/cipt.html
2024 Latest pass4itsure CIPT PDF and VCE dumps Download

 

QUESTION 12

Which of the following technologies presents the most challenges to organizations when obtaining and demonstrating
valid consent from individuals? 

A. Chatbots. 

B. Speech recognition. 

C. Internet of Things (IoT). 

D. Robotic Process Automation (RPA). 

Correct Answer: C 

 

QUESTION 13

Which is the most accurate type of biometrics? 

A. DNA 

B. Voiceprint. 

C. Fingerprint. 

D. Facial recognition. 

Correct Answer: A 

Reference: https://www.bayometric.com/biometrics-face-finger-iris-palm-voice/ 

 

QUESTION 14

One-way hash functions can be used is to? 

A. Verify a password in a secure way. 

B. Recover a credit card number at refund 

C. Encrypt a document for confidentiality. 

D. Secure an end-to-end communication. 

Correct Answer: A 

 

QUESTION 15

After stringent testing an organization has launched a new web-facing ordering system for its consumer medical
products. As the medical products could provide indicators of health conditions, the organization could further
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strengthen its privacy controls by deploying? 

A. Run time behavior monitoring. 

B. A content delivery network. 

C. Context aware computing. 

D. Differential identifiability. 

Correct Answer: D 

Differential identifiability is a strong method to enhance privacy controls, especially for sensitive data such as medical
products that could indicate health conditions. This approach involves modifying data in a way that maintains its utility
while making it difficult to identify specific individuals from the dataset. Differential identifiability provides a statistical
assurance that an individual\\'s data does not affect the overall outcome of data analysis significantly, thus protecting
individual privacy while allowing for the data\\'s use in research or other applications. Implementing this method would
strengthen the privacy controls of the organization\\'s web-facing ordering system by ensuring that the sensitive
information it processes is protected against identification risks. 
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