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QUESTION 1

SCENARIO 

Please use the following to answer the next question: 

Larry has become increasingly dissatisfied with his telemarketing position at SunriseLynx, and particularly with his
supervisor, Evan. Just last week, he overheard Evan mocking the state\\'s Do Not Call list, as well as the people on it. "If
they 

were really serious about not being bothered," Evan said, "They\\'d be on the national DNC list. That\\'s the only one
we\\'re required to follow. At SunriseLynx, we call until they ask us not to." 

Bizarrely, Evan requires telemarketers to keep records of recipients who ask them to call "another time." This, to Larry,
is a clear indication that they don\\'t want to be called at all. Evan doesn\\'t see it that way. 

Larry believes that Evan\\'s arrogance also affects the way he treats employees. The U.S. Constitution protects
American workers, and Larry believes that the rights of those at SunriseLynx are violated regularly. At first Evan seemed
friendly, 

even connecting with employees on social media. However, following Evan\\'s political posts, it became clear to Larry
that employees with similar affiliations were the only ones offered promotions. 

Further, Larry occasionally has packages containing personal-use items mailed to work. Several times, these have
come to him already opened, even though this name was clearly marked. Larry thinks the opening of personal mail is
common 

at SunriseLynx, and that Fourth Amendment rights are being trampled under Evan\\'s leadership. 

Larry has also been dismayed to overhear discussions about his coworker, Sadie. Telemarketing calls are regularly
recorded for quality assurance, and although Sadie is always professional during business, her personal conversations 

sometimes contain sexual comments. This too is something Larry has heard Evan laughing about. When he mentioned
this to a coworker, his concern was met with a shrug. It was the coworker\\'s belief that employees agreed to be
monitored 

when they signed on. Although personal devices are left alone, phone calls, emails and browsing histories are all
subject to surveillance. In fact, Larry knows of one case in which an employee was fired after an undercover
investigation by an 

outside firm turned up evidence of misconduct. Although the employee may have stolen from the company, Evan could
have simply contacted the authorities when he first suspected something amiss. 

Larry wants to take action, but is uncertain how to proceed. 

Based on the way he uses social media, Evan is susceptible to a lawsuit based on? 

A. Defamation 

B. Discrimination 

C. Intrusion upon seclusion 

D. Publicity given to private life 
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Correct Answer: B 

 

QUESTION 2

What was the original purpose of the Foreign Intelligence Surveillance Act? 

A. To further define what information can reasonably be under surveillance in public places under the USA PATRIOT
Act, such as Internet access in public libraries. 

B. To further clarify a reasonable expectation of privacy stemming from the Katz v. United States decision. 

C. To further define a framework for authorizing wiretaps by the executive branch for national security purposes under
Article II of the Constitution. 

D. To further clarify when a warrant is not required for a wiretap performed internally by the telephone company outside
the suspect\\'s home, stemming from the Olmstead v. United States decision. 

Correct Answer: A 

Reference: https://epic.org/privacy/surveillance/fisa/ 

 

QUESTION 3

Which federal law or regulation preempts state law? 

A. Health Insurance Portability and Accountability Act 

B. Controlling the Assault of Non-Solicited Pornography and Marketing Act 

C. Telemarketing Sales Rule 

D. Electronic Communications Privacy Act of 1986 

Correct Answer: B 

 

 

QUESTION 4

In a data sharing arrangement, which of the following organizations would determine the rules that apply to the
processing of the data being shared? 

A. The business associate. 

B. The hosting provider. 

C. The data processor. 

D. The data controller. 

Correct Answer: D 
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QUESTION 5

What privacy concept grants a consumer the right to view and correct errors on his or her credit report? 

A. Access. 

B. Notice. 

C. Action. 

D. Choice. 

Correct Answer: B 

 

QUESTION 6

SCENARIO 

Please use the following to answer the next question: 

You are the privacy manager at a privately-owned U.S. company that produces an increasingly popular tness app called
GetFit. After users create an account with their contact information, the app uses a smartphone and a system of
connected smartwatch sensors to track users when they exercise. It collects information on location when users walk or
run outdoors, as well as general health information (such as heart rate) during all exercise sessions. The app also
collects credit card information for payment of the monthly subscription fee. 

One Friday, the company\\'s security team contacts you about the discovery of malware on their media server. The
team assures you that there was no user data on this server and that, in any case, they found the malware before any
damage could be done. 

However, on Monday morning the security team contacts you again, this time with the information that they have
discovered the same malware on the company\\'s payments server. They suspect it likely that users\\' credit card
information was taken by the attacker. By Monday evening, the situation has gotten dramatically worse, as the security
team has also discovered this malware on the company\\'s database server, an in ltration that gives the attacker access
to users\\' pro le, health and location information. 

After coordinating with the security team, you are asked to meet with senior management and advise them on the
company\\'s obligations in connection with the incident. The Chief Financial O cer asks, "If we decide to notify all our
users of this incident, are we obligated to provide any of them with a free credit monitoring offer?" The General Counsel
wants to know if providing this notice and offer will help the company avoid liability. 

Based on the information the security team provides on Monday morning, what is the company\\'s noti cation
obligation? 

A. The company does not need to notify anyone since secure credit card information is not subject to breach noti cation
laws. 

B. The company does not need to notify anyone since the security team is not completely certain the attacker actually
took the credit card information. 

C. The company must notify its bank and the card brands under its PCI obligations, and potentially provide notice to
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individuals and state authorities. depending on state law. 

D. The company must report the incident to the U.S. Secret Service since the incident involves nancial information,
followed by notice to individuals and some state authorities. 

Correct Answer: C 

 

QUESTION 7

How did the Fair and Accurate Credit Transactions Act (FACTA) amend the Fair Credit Reporting Act (FCRA)? 

A. It expanded the definition of "consumer reports" to include communications relating to employee investigations 

B. It increased the obligation of organizations to dispose of consumer data in ways that prevent unauthorized access 

C. It stipulated the purpose of obtaining a consumer report can only be for a review of the employee\\'s credit
worthiness 

D. It required employers to get an employee\\'s consent in advance of requesting a consumer report for internal
investigation purposes 

Correct Answer: B 

 

QUESTION 8

What is the main challenge financial institutions face when managing user preferences? 

A. Ensuring they are in compliance with numerous complex state and federal privacy laws 

B. Developing a mechanism for opting out that is easy for their consumers to navigate 

C. Ensuring that preferences are applied consistently across channels and platforms 

D. Determining the legal requirements for sharing preferences with their affiliates 

Correct Answer: C 

 

QUESTION 9

Which statute is considered part of U.S. federal privacy law? 

A. The Fair Credit Reporting Act. 

B. SB 1386. 

C. The Personal Information Protection and Electronic Documents Act. 

D. The e-Privacy Directive. 

Correct Answer: A 
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Reference: https://iclg.com/practice-areas/data-protection-laws-and-regulations/usa 

 

QUESTION 10

Which of the following best describes private-sector workplace monitoring in the United States? 

A. Employers have broad authority to monitor their employees 

B. U.S. federal law restricts monitoring only to industries for which it is necessary 

C. Judgments in private lawsuits have severely limited the monitoring of employees 

D. Most employees are protected from workplace monitoring by the U.S. Constitution 

Correct Answer: A 

Reference: https://www.worktime.com/what-are-the-u-s-employee-monitoring-laws-get-updated-in-2020 

 

QUESTION 11

A law enforcement agency subpoenas the ACME telecommunications company for access to text message records of a
person suspected of planning a terrorist attack. The company had previously encrypted its text message records so that
only the suspect could access this data. 

What law did ACME violate by designing the service to prevent access to the information by a law enforcement
agency? 

A. SCA 

B. ECPA 

C. CALEA 

D. USA FREEDOM Act 

Correct Answer: C 

Reference: https://www.nap.edu/read/11896/chapter/11#283 

 

QUESTION 12

What information did the Red Flag Program Clarification Act of 2010 add to the original Red Flags rule? 

A. The most common methods of identity theft. 

B. The definition of what constitutes a creditor. 

C. The process for proper disposal of sensitive data. 

D. The components of an identity theft detection program. 
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Correct Answer: B 

Reference: https://www.healthcareitnews.com/news/obama-makes-docs-exemption-red-flags-rule-law 

 

QUESTION 13

An organization self-certified under Privacy Shield must, upon request by an individual, do what? 

A. Suspend the use of all personal information collected by the organization to fulfill its original purpose. 

B. Provide the identities of third parties with whom the organization shares personal information. 

C. Provide the identities of third and fourth parties that may potentially receive personal information. 

D. Identify all personal information disclosed during a criminal investigation. 

Correct Answer: B 

Reference: https://www.lakesidesoftware.com/sites/default/files/Privacy_Shield_Privacy_Statement.pdf 

 

QUESTION 14

All of the following common law torts are relevant to employee privacy under US law EXCEPT? 

A. Infliction of emotional distress. 

B. Intrusion upon seclusion. 

C. Defamation 

D. Conversion. 

Correct Answer: B 

Reference: https://en.wikipedia.org/wiki/Privacy_law 

 

QUESTION 15

SCENARIO 

Please use the following to answer the next question: 

Felicia has spent much of her adult life overseas, and has just recently returned to the U.S. to help her friend Celeste
open a jewelry store in California. Felicia, despite being excited at the prospect, has a number of security concerns, and
has 

only grudgingly accepted the need to hire other employees. In order to guard against the loss of valuable merchandise,
Felicia wants to carefully screen applicants. With their permission, Felicia would like to run credit checks, administer 

polygraph tests, and scrutinize videos of interviews. She intends to read applicants\\' postings on social media, ask
questions about drug addiction, and solicit character references. Felicia believes that if potential employees are serious
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about 

becoming part of a dynamic new business, they will readily agree to these requirements. 

Felicia is also in favor of strict employee oversight. In addition to protecting the inventory, she wants to prevent mistakes
during transactions, which will require video monitoring. She also wants to regularly check the company vehicle\\'s GPS 

for locations visited by employees. She also believes that employees who use their own devices for work-related
purposes should agree to a certain amount of supervision. 

Given her high standards, Felicia is skeptical about the proposed location of the store. She has been told that many
types of background checks are not allowed under California law. Her friend Celeste thinks these worries are
unfounded, as 

long as applicants verbally agree to the checks and are offered access to the results. Nor does Celeste share Felicia\\'s
concern about state breach notification laws, which, she claims, would be costly to implement even on a minor scale. 

Celeste believes that 

even if the business grows a customer database of a few thousand, it\\'s unlikely that a state agency would hassle an
honest business if an accidental security incident were to occur. 

In any case, Celeste feels that all they need is common sense ?like remembering to tear up sensitive documents before
throwing them in the recycling bin. Felicia hopes that she\\'s right, and that all of her concerns will be put to rest next 

month when their new business consultant (who is also a privacy professional) arrives from North Carolina. 

Based on Felicia\\'s Bring Your Own Device (BYOD) plan, the business consultant will most likely advise Felicia and
Celeste to do what? 

A. Reconsider the plan in favor of a policy of dedicated work devices. 

B. Adopt the same kind of monitoring policies used for work-issued devices. 

C. Weigh any productivity benefits of the plan against the risk of privacy issues. 

D. Make employment decisions based on those willing to consent to the plan in writing. 

Correct Answer: D 
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