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QUESTION 1

Which of the following hard drive sanitation methods provides an organization with the GREATEST level of assurance
that data has been permanently erased? 

A. Degaussing the drive 

B. Factory resetting the drive 

C. Crypto-shredding the drive 

D. Reformatting the drive 

Correct Answer: A 

Reference: https://allgreenrecycling.com/what-is-data-destruction/ 

 

QUESTION 2

Which of the following is the best reason for a health organization to use desktop virtualization to implement stronger
access control to systems containing patient records? 

A. Limited functions and capabilities of a secured operating environment 

B. Monitored network activities for unauthorized use 

C. Improved data integrity and reduced effort for privacy audits 

D. Unlimited functionalities and highly secured applications 

Correct Answer: B 

 

QUESTION 3

When using anonymization techniques to prevent unauthorized access to personal data, which of the following is the
MOST important consideration to ensure the data is adequately protected? 

A. The key must be kept separate and distinct from the data it protects. 

B. The data must be protected by multi-factor authentication. 

C. The key must be a combination of alpha and numeric characters. 

D. The data must be stored in locations protected by data loss prevention (DLP) technology. 

Correct Answer: D 

Reference: https://www.isaca.org/resources/isaca-journal/issues/2018/volume-1/data-loss-preventionnext-steps 
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QUESTION 4

Which type of data is produced by using a more complex method of analytics to find correlations between data sets and
using them to categorize or profile people? 

A. Derived data 

B. Observed data 

C. Inferred data 

D. Provided data 

Correct Answer: C 

 

QUESTION 5

Which of the following vulnerabilities would have the GREATEST impact on the privacy of information? 

A. Private key exposure 

B. Poor patch management 

C. Lack of password complexity 

D. Out-of-date antivirus signatures 

Correct Answer: A 

 

QUESTION 6

What is the BEST method for protecting data transmissions to devices in the field? 

A. Multi-factor authentication 

B. Transport Layer Security (TLS) 

C. Application level authentication 

D. Hypertext Transfer Protocol Secure (HTTPS) 

Correct Answer: D 

 

QUESTION 7

Which of the following is the BEST example of risk-based data protection? 

A. Data encryption 

B. Data segmentation 
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C. Transit-layer encryption 

D. Data partitioning 

Correct Answer: B 

 

QUESTION 8

Which of the following helps define data retention time in a stream-fed data lake that includes personal data? 

A. Information security assessments 

B. Privacy impact assessments (PIAs) 

C. Data privacy standards 

D. Data lake configuration 

Correct Answer: B 

 

QUESTION 9

Which of the following BEST facilitates a privacy impact assessment (PIA)? 

A. Creating an information flow and repository to identify personal data being collected 

B. Providing privacy and awareness training for project managers and system owners 

C. Comparing current privacy policies and procedures to industry benchmarks 

D. Identifying key systems used for processing and storing personal data 

Correct Answer: C 

 

QUESTION 10

Which of the following is MOST important when developing an organizational data privacy program? 

A. Obtaining approval from process owners 

B. Profiling current data use 

C. Following an established privacy framework 

D. Performing an inventory of all data 

Correct Answer: B 

 

QUESTION 11
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Which of the following is MOST important to ensure when reviewing processes associated with the destruction of data? 

A. The destruction of data is performed on site. 

B. The destruction of data is witnessed. 

C. The destruction is performed by a certified provider. 

D. The destruction method is approved by the data owner. 

Correct Answer: D 

 

QUESTION 12

Which of the following is MOST important to address in a privacy policy with respect to big data repositories of sales
information? 

A. Overall data management strategy 

B. Encryption of data at rest 

C. Transparency with customers 

D. Retention of archived information 

Correct Answer: A 

 

QUESTION 13

Which of the following is the BEST way to address threats to mobile device privacy when using beacons as a tracking
technology? 

A. Disable location services. 

B. Enable Trojan scanners. 

C. Enable antivirus for mobile devices. 

D. Disable Bluetooth services. 

Correct Answer: A 

 

QUESTION 14

Which of the following is the FIRST step toward the effective management of personal data assets? 

A. Minimize personal data. 

B. Establish data security controls. 

C. Create a personal data inventory. 
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D. Analyze metadata. 

Correct Answer: C 

 

QUESTION 15

Which of the following BEST ensures data confidentiality across databases? 

A. Logical data model 

B. Data normalization 

C. Data catalog vocabulary 

D. Data anonymization 

Correct Answer: D 
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