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QUESTION 1

Digital investigations have adopted many of the same methodologies and protocols as other types of criminal or
scientific inquiries. 

What term pertains to the application of scientific norms and protocols to digital investigations? 

A. Scientific 

B. Investigative 

C. Methodological 

D. Forensics 

Correct Answer: D 

 

Forensics refers to the application of scientific methods and protocols to the investigation of crimes. Although forensics
has traditionally been applied to well-known criminal proceedings and investigations, the term equally applies to digital
investigations and methods. Although the other answers provide similar-sounding terms and ideas, none is the
appropriate answer in this case. 

 

QUESTION 2

In which cloud service model is the customer required to maintain the OS? 

A. Iaas 

B. CaaS 

C. PaaS 

D. SaaS 

Correct Answer: A 

In IaaS, the service is bare metal, and the customer has to install the OS and the software; the customer then is
responsible for maintaining that OS. In the other models, the provider installs and maintains the OS. 

 

QUESTION 3

For optimal security, trust zones are used for network segmentation and isolation. They allow for the separation of
various systems and tiers, each with its own security level. 

Which of the following is typically used to allow administrative personnel access to trust zones? 

A. IPSec 

B. SSH 
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C. VPN 

D. TLS 

Correct Answer: C 

Virtual private networks (VPNs) are used to provide administrative personnel with secure communication channels
through security systems and into trust zones. They allow staff who perform system administration tasks to have access
to ports and systems that are not allowed from the public Internet. IPSec is an encryption protocol for point-to-point
communications at the network level, and may be used within a trust zone but not to give access into a trust zone. TLS
enables encryption of communications between systems and services and would likely be used to secure the VPN
communications, but it does not represent the overall concept being asked for in the question. SSH allows for secure
shell access to systems, but not for general access into trust zones. 

 

QUESTION 4

In order to ensure ongoing compliance with regulatory requirements, which phase of the cloud data lifecycle must be
tested regularly? 

A. Archive 

B. Share 

C. Store 

D. Destroy 

Correct Answer: A 

In order to ensure compliance with regulations, it is important for an organization to regularly test the restorability of
archived data. As technologies change and older systems are deprecated, the risk rises for an organization to lose the
ability to restore data from the format in which it is stored. With the destroy, store, and share phases, the currently used
technologies will be sufficient for an organization\\'s needs in an ongoing basis, so the risk that is elevated with archived
data is not present. 

 

QUESTION 5

Which of the following is considered a physical control? 

A. Fences 

B. Ceilings 

C. Carpets 

D. Doors 

Correct Answer: A 

Fences are physical controls; carpets and ceilings are architectural features, and a door is not necessarily a control: the
lock on the door would be a physical security control. Although you might think of a door as a potential answer, the best
answer is the fence; the exam will have questions where more than one answer is correct, and the answer that will
score you points is the one that is most correct. 
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QUESTION 6

Within a SaaS environment, what is the responsibility on the part of the cloud customer in regard to procuring the
software used? 

A. Maintenance 

B. Licensing 

C. Development 

D. Purchasing 

Correct Answer: B 

Within a SaaS implementation, the cloud customer licenses the use of the software from the cloud provider because
SaaS delivers a fully functional application to the customer. With SaaS, the cloud provider is responsible for the entire
software application and any necessary infrastructure to develop, run, and maintain it. The purchasing, development,
and maintenance are fully the responsibility of the cloud provider. 

 

QUESTION 7

Which of the following service capabilities gives the cloud customer an established and maintained framework to deploy
code and applications? 

A. Software 

B. Desktop 

C. Platform 

D. Infrastructure 

Correct Answer: C 

The platform service capability provides programming languages and libraries from the cloud provider, where the
customer can deploy their own code and applications into a managed and controlled framework. 

 

QUESTION 8

Which of the following threat types involves the sending of untrusted data to a user\\'s browser to be executed with their
own credentials and access? 

A. Missing function level access control 

B. Cross-site scripting 

C. Cross-site request forgery 

D. Injection 
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Correct Answer: B 

Cross-site scripting (XSS) is an attack where a malicious actor is able to send untrusted data to a user\\'s browser
without going through any validation or sanitization processes, or where the code is not properly escaped from
processing by the browser. The code is then executed on the user\\'s browser with the user\\'s own access and
permissions, allowing an attacker to redirect their web traffic, steal data from their session, or potentially access
information on the user\\'s own computer that their browser has the ability to access. 

 

QUESTION 9

Which crucial aspect of cloud computing can be most threatened by insecure APIs? 

A. Automation 

B. Redundancy 

C. Resource pooling 

D. Elasticity 

Correct Answer: A 

Cloud environments depend heavily on API calls for management and automation. Any vulnerability with the APIs can
cause significant risk and exposure to all tenants of the cloud environment. 

 

QUESTION 10

Which of the following best describes a cloud carrier? 

A. The intermediary who provides connectivity and transport of cloud providers and cloud consumers 

B. A person or entity responsible for making a cloud service available to consumers 

C. The person or entity responsible for transporting data across the Internet 

D. The person or entity responsible for keeping cloud services running for customers 

Correct Answer: A 

A cloud carrier is the intermediary who provides connectivity and transport of cloud services between cloud providers
and cloud customers. 

 

QUESTION 11

Which of the following should NOT be part of the requirement analysis phase of the software development lifecycle? 

A. Functionality 

B. Programming languages 

C. Software platform 
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D. Security requirements 

Correct Answer: D 

Security requirements should be incorporated into the software development lifecycle (SDLC) from the earliest
requirement gathering stage and should be incorporated prior to the requirement analysis phase. 

 

QUESTION 12

Which of the following threat types can occur when baselines are not appropriately applied or unauthorized changes are
made? 

A. Insecure direct object references 

B. Unvalidated redirects and forwards 

C. Security misconfiguration 

D. Sensitive data exposure 

Correct Answer: C 

Security misconfigurations occur when applications and systems are not properly configured or maintained in a secure
manner. This can be caused from a shortcoming in security baselines or configurations, unauthorized changes to
system configurations, or a failure to patch and upgrade systems as the vendor releases security patches. 

 

QUESTION 13

What concept does the "I" represent with the STRIDE threat model? 

A. Integrity 

B. Information disclosure 

C. IT security 

D. Insider threat 

Correct Answer: B 

Perhaps the biggest concern for any user is having their personal and sensitive information disclosed by an application.
There are many aspects of an application to consider with security and protecting this information, and it is very difficult
for any application to fully ensure security from start to finish. The obvious focus is on security within the application
itself, as well as protecting and storing the data. 

 

QUESTION 14

What is used for local, physical access to hardware within a data center? 

A. SSH 
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B. KVM 

C. VPN 

D. RDP 

Correct Answer: B 

Local, physical access in a data center is done via KVM (keyboard, video, mouse) switches. 

 

QUESTION 15

With finite resources available within a cloud, even the largest cloud providers will at times need to determine which
customers will receive additional resources first. 

What is the term associated with this determination? 

A. Weighting 

B. Prioritization 

C. Shares 

D. Scoring 

Correct Answer: C 

Shares are used within a cloud environment to prioritize resource allocation when customer requests exceed the
available resources. Cloud providers utilize shares by assigning a priority score to each customer and allocating
resources to those with the highest scores first. Scoring is a component of shares that determines the actual order in
which to allocate resources. Neither weighting nor prioritization is the correct term in this case. 
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