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QUESTION 1

Which onboarding method is used to integrate CyberArk with the accounts provisioning process?
A. Accounts Discovery

B. Auto Detection

C. Onboarding RestAPI functions

D. PTA rules

Correct Answer: B

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Provisioning-Accounts-
Automatically.htm

QUESTION 2

Which is the purpose of the interval setting in a Central Policy Manager (CPM) policy?

A. To control how often the CPM looks for system-initiated CPM work.

B. To control how often the CPM looks for user-initiated CPM work.

C. To control how long the CPM rests between password changes.

D. To control the maximum amount of time the CPM will wait for a password change to complete.
Correct Answer: A

Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/PASREF/CPM%20Settings%20-%20Introduction.htm

QUESTION 3

Which file is used to configure the ENE service?
A. ENE.ini

B. ENEConfig.ini

C. dbparm.ini

D. PARagent.ini

Correct Answer: A

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/11.3/en/Content/PASIMP/Event-Notification-
Engine.htm
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QUESTION 4

A Simple Mail Transfer Protocol (SMTP) integration is critical for monitoring Vault activity and facilitating workflow
processes, such as Dual Control.

A. True
B. False

Correct Answer: B

QUESTION 5

According to the default web options settings, which group grants access to the reports page?
A. PVYWAUSsers

B. Vault administrators

C. Auditors

D. PVWAMonitor

Correct Answer: D

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/ReportsInPVWA.htm#:~
‘text=Reports%20can%20be%20generated%20in,this%20is%20the%20PVWAMOonitor%20group

QUESTION 6

A Security Information and Event Management (SIEM) integration is a powerful way to correlate privileged account
usage with privileged account activity.

A. True
B. False
Correct Answer: A

Reference: https://www.cyberark.com/resources/blog/integrate-cyberark-with-a-siem-solution-gain-valuable-insights-
about-advanced-threats

QUESTION 7
Which file is used to open up a non-standard firewall port to the Vault?
A. dbparm.ini

B. PARagent.ini
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C. passparm.ini
D. Vault.ini

Correct Answer: A

QUESTION 8

Access control to passwords is implemented by
A. Vault authorizations

B. Safe authorizations

C. Master Policy

D. platform settings

Correct Answer: B

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Object-Level-Access-
Control.htm

QUESTION 9

The password upload utility must run from the Central Policy Manager (CPM) server.
A. True

B. False

Correct Answer: B

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Password-Upload-
Utility.htm

QUESTION 10

When the PSM Gateway (also known as the HTML5 Gateway) is implemented, users must have an RDP client, such as
MSTSC, installed on their endpoint in order to launch connections via the PSM.

A. True

B. False. When the PSM Gateway is implemented, the user only requires a browser in order launch a connection via the
PSM.

Correct Answer: B

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/PSSO-
ConnectingDirectly.htm
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QUESTION 11

Which user is automatically added to all Safes and cannot be removed?
A. Auditor

B. Administrator

C. Master

D. Operator

Correct Answer: C

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Predefined-Users-and-
Groups.htm

QUESTION 12

The password upload utility can be used to create Safes.
A. True

B. False

Correct Answer: A

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Password-Upload-
Utility.htm#_Ref364685337

QUESTION 13

What is the purpose of the password verify process?

A. To test that CyberArk is storing accurate credentials for accounts.

B. To change the password of an account according to organizationally defined password rules.
C. To allow CyberArk to manage unknown or lost credentials.

D. To generate a new complex password.

Correct Answer: A

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Verifying-
Passwords.htm#:~:text=The%20CPM%20can%20verify%20password,manually%20by%20an%20authorized%20user

QUESTION 14
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In version 10.7 the correct order of installation for components changed.
Make the necessary corrections to the list below to show the new installation order.

Select and Place:

Original Order Correct Order

Vault
CPM

PVWA
PSM

Correct Answer:

Original Order Correct Order

Vault
PVWA
CPM
PSM

Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/PAS%20INST/InstallationOverview.htm

QUESTION 15

Which is the purpose of the allowed Safes parameter in a Central Policy Manager (CPM) policy? (Choose two.)
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A. To improve performance by reducing CPM workload

B. To prevent accidental use of a policy in the wrong Safe

C. To allow users to access only the passwords they should be able to access
D. To enforce Least Privilege in CyberArk

Correct Answer: AC
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