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QUESTION 1

What is the purpose of EVD?

A. To extract vault metadata into an open database platform.
B. To allow editing of vault metadata.

C. To create a backup of the MySQL database.

D. To extract audit data from the vault.

Correct Answer: D

Reference: https://docs.cyberark.com/ProductDoc/OnlineHelp/PAS/Latest/en/Content/Landing%20Pages/
IpExportVaultDataUtility.htm

QUESTION 2

When working with the CyberArk Cluster, which service is considered Optional (i.e., failure of the service does not
mandate a failover)?

A. PrivateArk Server

B. PrivateArk Database

C. Event Notification Engine
D. Logic Container

Correct Answer: C

QUESTION 3

PSM for SSH (previously known as "PSM SSH Proxy") supports connections to the following target systems:
A. Windows

B. UNIX

C. Oracle

D. All of the above

Correct Answer: B
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QUESTION 4

Any user can monitor live sessions in real time when initiating RDP connection via Secure Connect through PSM.
A. True

B. False

Correct Answer: B

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Configuring- the-
Privileged-Session- Management-Interface.htm

QUESTION 5

tsparm.ini is the main configuration file for the vault.
A. TRUE

B. FALSE

Correct Answer: B

QUESTION 6

When accessing the Vault via PVWA, is it possible, is it possible to configure multiple Dual Authentication Methods?
A. Yes, all authentication methods will be configured to use the Vault integrated authentication flow.

B. No, dual authentication methods are not supported.

C. Yes, authentication methods will be configured to use the combination of IS and Vault integrated authentication
flow.

D. Yes, all authentication methods will be configured to use the IIS integrated authentication flow.

Correct Answer: C

QUESTION 7

The Vault needs to send SNMP traps to an SNMP solution. In which configuration file do you set the IP address of the
SNMP solution?

A. PARAgent.ini
B. dbparm.ini
C. ENEConf.ini

D. my.ini
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Correct Answer: A

Explanation: Configure Remote Monitoring

In the remote control agent configuration file, PARAgent.ini, specify the following parameters:
SNMPHostIP - The IP address of the remote computer where SNMP traps will be sent.

Separate multiple IP addresses with a comma.

QUESTION 8

When managing SSH keys. CPM automatically pushes the Private Key to all systems that use it.

A. TRUE

B. FALSE

Correct Answer: B

A single SSH Key can be used to access multiple target systems. The same “public key” is distributed to each target

system where a privileged account can be authenticated using the same SSH Key. https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/SSHKM/Managing%20SSH%20Keys.htm

QUESTION 9

Time of day of week restrictions on when password changes can occur are configured in

A. The Master Policy

B. The Platform settings
C. The Safe settings

D. The Account Details

Correct Answer: B

QUESTION 10

PSM requires the Remote Desktop Session Host role service.

A. TRUE

B. FALSE

Correct Answer: A

Explanation: Ready the PSM server machineThe following section describes prerequisites for the PSM server machine.

Remote Desktop Services (RDS) Session Host Role For Windows 2012 R2 and Windows 2016, verify that Windows
update KB4458842 is installed
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QUESTION 11

Customers who have the \\'Access Safe without confirmation\\' safe permission on a safe where accounts are
configured for Dual control, still need to request approval to use the account.

A. TRUE
B. FALSE
Correct Answer: B

https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/PVWA-Dual-Control.htm

QUESTION 12

In order to connect to a target device through PSM, the account credentials used for the connection must be stored in
the vault.

A. True.

B. False. Because the user can also enter credentials manually using Secure Connect.

C. False. Because if credentials are not stored in the vault, the PSM will log into the target device as PSMConnect.
D. False. Because if credentials are not stored in the vault, the PSM will prompt for credentials.

Correct Answer: B

Can connect with Ad Hoc( previously Secure Connect) without storing credentials in vault.

QUESTION 13

When creating an onboarding rule, it will be executed upon.

A. All accounts in the pending accounts list.

B. Any future accounts discovered by a discovery process.

C. All accounts in the pending accounts list and any future accounts discovered by a discovery process.
Correct Answer: B

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Managing- Discovery-
Processes.htm

QUESTION 14

When on-boarding accounts using Accounts Feed. Which of the following is true?
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A. You must specify an existing Safe where the account will be stored when it is on- boarded to the Vault.

B. You can specify the name of a new safe that will be created where the account will be stored when it is on-boarded to
the Vault.

C. You can specify the name of a new Platform that will be created and associated with the account.
D. Any account that is on-boarded can be automatically reconciled regardless of the platform it is associated with

Correct Answer: B

QUESTION 15

After the Vault Server is installed, the Microsoft Windows Firewall is now commandeered by the Vault Can the
administrator change these firewall rules?

A. Yes, but the administrator can only modify the firewall rules by editing the dbparm.ini file and the restarting the vault
B. Yes, the administrator can still modify Firewall rules via the Windows Firewall interface
C. No, the Vault does not permit any changes to the Firewall due to security requirements

D. Yes, but the administrator can only modify the firewall rules by editing the FirewallRules mi file and the restarting the
vault

Correct Answer: A
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