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QUESTION 1

DRAG DROP 

Match each PTA alert category with the PTA sensors that collect the data for it. 

Select and Place: 

Correct Answer: 

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PTA/What-Does-PTA-
Detect.htm?TocPath=End%20User%7CSecurity%20Events%7C_____4 

 

QUESTION 2

Which of the following statements are NOT true when enabling PSM recording for a target Windows server? Choose all
that apply. 

A. The PSM software must be installed on the target server. 

B. PSM must be enabled in the Master Policy (either directly, or through exception). 

C. PSMConnect must be added as a local user on the target server. 
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D. RDP must be enabled on the target server. 

Correct Answer: C 

 

QUESTION 3

In the Private Ark client, how do you add an LDAP group to a CyberArk group? 

A. Select Update on the CyberArk group, and then click Add > LDAP Group 

B. Select Update on the LDAP Group, and then click Add > LDAP Group 

C. Select Member Of on the CyberArk group, and then click Add > LDAP Group 

D. Select Member Of on the LDAP group, and then click Add > LDAP Group 

Correct Answer: D 

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/Landing%20Pages/LPLDAPInteg
ration.htm?TocPath=Administration%7CUser%20Management%7CTransparent%20user%20management%20using%
20LDAP%7C_____2 

 

QUESTION 4

Which of the following components can be used to create a tape backup of the Vault? 

A. Disaster Recovery 

B. Distributed Vaults 

C. Replicate 

D. High Availability 

Correct Answer: C 

 

QUESTION 5

You have been asked to secure a set of shared accounts in CyberArk whose passwords will need to be used by end
users. The account owner wants to be able to track who was using an account at any given moment. Which security
configuration should you recommend? 

A. Configure one-time passwords for the appropriate platform in Master Policy. 

B. Configure shared account mode on the appropriate safe. 

C. Configure both one-time passwords and exclusive access for the appropriate platform in Master Policy. 

D. Configure object level access control on the appropriate safe. 

Correct Answer: D 
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QUESTION 6

For a safe with Object Level Access enabled you can turn off Object Level Access Control when it no longer needed on
the safe. 

A. TRUE 

B. FALSE 

Correct Answer: B 

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Object-Level-Access-
Control.htm 

 

QUESTION 7

Which Automatic Remediation is configurable for a PTA detection of a “Suspected Credential Theft”? 

A. Add to Pending 

B. Rotate Credentials 

C. Reconcile Credentials 

D. Disable Account 

Correct Answer: C 

 

 

QUESTION 8

Users are unable to launch Web Type Connection components from the PSM server. Your manager asked you to open
the case with CyberArk Support. Which logs will help the CyberArk Support Team debug the issue? (Choose three.) 

A. PSMConsole.log 

B. PSMDebug.log 

C. PSMTrace.log 

D. .Component.log 

E. PMconsole.log 

F. ITAlog.log 

Correct Answer: BCF 
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QUESTION 9

You need to recover an account localadmin02 for target server 10.0.123.73 stored in Safe Team1. 

What do you need to recover and decrypt the object? (Choose three.) 

A. Recovery Private Key 

B. Recover.exe 

C. Vault data 

D. Recovery Public Key 

E. Server Key 

F. Master Password 

Correct Answer: ADE 

 

 

QUESTION 10

The Accounts Feed contains: 

A. Accounts that were discovered by CyberArk in the last 30 days 

B. Accounts that were discovered by CyberArk that have not yet been onboarded 

C. All accounts added to the vault in the last 30 days 

D. All users added to CyberArk in the last 30 days 

Correct Answer: A 

 

QUESTION 11

Which of the following PTA detections are included in the Core PAS offering? 

A. Suspected Credential Theft 

B. Over-Pass-The Hash 

C. Golden Ticket 

D. Unmanaged Privileged Access 

Correct Answer: D 
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Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PTA/What-Does-PTA-
Detect.htm 

 

QUESTION 12

What is the purpose of the CyberArk Event Notification Engine service? 

A. It sends email messages from the Central Policy Manager (CPM) 

B. It sends email messages from the Vault 

C. It processes audit report messages 

D. It makes Vault data available to components 

Correct Answer: D 

 

QUESTION 13

A Vault administrator have associated a logon account to one of their Unix root accounts in the vault. When attempting
to verify the root account\\'s password the Central Policy Manager (CPM) will: 

A. ignore the logon account and attempt to log in as root 

B. prompt the end user with a dialog box asking for the login account to use 

C. log in first with the logon account, then run the SU command to log in as root using the password in the Vault 

D. none of these 

Correct Answer: B 

 

QUESTION 14

Which CyberArk group does a user need to be part of to view recordings or live monitor sessions? 

A. Auditors 

B. Vault Admin 

C. DR Users 

D. Operators 

Correct Answer: A 

 

 

QUESTION 15
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What is the easiest way to duplicate an existing platform? 

A. From PrivateArk, copy/paste the appropriate Policy.ini file; then rename it. 

B. From the PVWA, navigate to the platforms page, select an existing platform that is similar to the new target account
platform and then click Duplicate; name the new platform. 

C. From PrivateArk, copy/paste the appropriate settings in PVConfiguration.xml; then update the policyName variable. 

D. From the PVWA, navigate to the platforms page, select an existing platform that is similar to the new target account
platform, manually update the platform settings and click “Save as” INSTEAD of save to duplicate and rename the
platform. 

Correct Answer: D 
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