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QUESTION 1

You will need to configure virtual servers in different cookie domains for protection by the Web Agent. You want to
configure the Web Agent to identify the cookie domain of an incoming request based on the incoming host header.
Which action do you need to perform?

A. Set CookieDomain to none.

B. Set CookieDomainScope to 1.

C. Set CookieDomainScope to auto.

D. Set CookieDomain to .forward.com.

Correct Answer: A

QUESTION 2

What is the purpose of IP checking?

A. It enables you to use persistent cookies.

B. It prevents unauthorized IP addresses from gaining access.

C. It enables you to use single sign-on (SSO) for multiple browser settings.

D. It enables you to start a new browser setting and still have the SSO capability.

Correct Answer: B

QUESTION 3

To configure local configuration for a Web Agent, you use AllowLocalConfig = yes. Where do you set this parameter?
A. In the Host Configuration File

B. In the Agent Configuration File

C. In the Hosts file on the web server

D. In the local configuration file on the system hosting the web server

Correct Answer: B

QUESTION 4
Which happens if you set the FCCCompatMode Agent parameter to YES?

A. The Web Agent is unable to process impersonation requests.
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B. An extra redirect is needed during a form-based authentication.
C. Form Authentication cannot be used in the mixed environment of v4.x agents.

D. User authentication takes place at the Forms Credential Collector (FCC), where the response is triggered, but the
text in the response is lost.

Correct Answer: B

QUESTION 5

The SMAUTHREASON parameter holDs the reason code associated with a login failure. What does
SMAUTHREASON=7 signify?

A. User disabled

B. Unknown user

C. Password Expired

D. Password must change

Correct Answer: A

QUESTION 6

What does the Agent User Cache store?

A. Encrypted session tickets

B. Template data of .fee files

C. Information about recently accessed resources

D. Results of Lightweight Directory Access Protocol Directory (IDAP) searches

Correct Answer: A

QUESTION 7

User attribute mapping enables you to:

A. map policies to different user attributes.

B. map user groups to different administrator groups.

C. map user classes to different user attribute names.
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D. map one common name to different user attribute names in different user directories.

Correct Answer: D

QUESTION 8

Which guideline applies when using a custom login page?

A. Ensure the login page is protected.

B. Use the GET rather than the POST method.

C. Place the target page in an unprotected directory.

D. Use an unprotected stub login page to reach the protected login page.

Correct Answer: A

QUESTION 9

Which statement about the CA SiteMinder Extensible Policy Store (XPS) is TRUE?
A. It exports to .dtd files.

B. It cannot co-exist with legacy policy stores.

C. New applications can be added without altering the schema.

D. It uses the new CA SiteMinder Data Interchange Format (SMDIF).

Correct Answer: C

QUESTION 10

When using the Active Directory namespace, which Lightweight Directory Access Protocol (IDAP) feature can you
implement?

A. IDAP paging

B. IDAP referrals

C. IDAP sorting operations

D. SSL connectivity using a native Windows Certificate database

Correct Answer: D
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